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1 About This Guide

Please note:

e For setting up a cloud-based Charon host instance, please refer to the Charon-SSP Version 5 cloud-specific

Getting Started guides.

e The sample outputs in this document may show different versions than the one documented in this manual, but

they are still representative of what a user will see.

This preface describes conventions and content of this user's guide. It describes the intended audience, how to obtain
copies of this guide, related documentation, and further support.

1.1 Intended Audience

This user’s guide is intended for anyone who needs to install, configure, or manage the Stromasys Charon-SSP
processor/platform virtualization software. A general working knowledge of Linux and its conventions is expected.

1.2 Document Structure

This document contains the following main sections:

Charon-SSP Product Overview: provides an overview of the emulator concepts and the supported emulated
hardware.
Charon-SSP Licensing Options Overview: provides an overview of the different licensing options for on-premises and
cloud-based installations.
Host System Requirements: the minimum hardware and software requirements that a Charon-SSP host system must
fulfill, the guest operating system requirements, and additional considerations regarding network and firewall setup.
Charon-SSP Software Installation: installation of the individual software packages making up the Charon-SSP
product; information about some package-specific additional prerequisites. Installation of the Charon-SSP Barebone
distribution.
Charon Host System Management Overview: notes about the management of the different installation variants.
Configuring and Using the Charon-SSP Software: introduction to the operation of Charon-SSP Director and Charon-
SSP Manager; creating a virtual SPARC system and configuring the virtual hardware; running and accessing a
Charon-SSP instance. The section also describes how to use Charon-SSP from the command-line and how to use
the commands provided by the Charon-SSP CLI.
Additional Charon-SSP Tools: configuring supporting tools such as iSCSI initiator, NFS server, and VNC server.
Data Transfer to/from Charon-SSP Host and Guest: introduction to different methods for data transfer to/from the
Charon-SSP host that are intended to support migration situations.
Charon-SSP License Management: introduction to the Charon-SSP license management tools for Sentinel HASP
licenses and a basic overview of license management for VE licenses.
SSH VPN — Connecting Charon Host and Guest to Customer Network: example of configuring an encrypted tunnel
to the Charon-SSP host across a public network.
Charon-SSP Software Upgrade and Charon-SSP Software Deinstallation
Appendices:

o Configuration File Reference
OpenBoot Console Reference
Command-Line Utilities Reference
Charon Manager and Director for Microsoft Windows
Additional Information for Cloud Images
Index

O O O O O
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1.3 Products Covered in this Guide

This user’s guide covers the configuration and management of all Charon-SSP products. For cloud-specific marketplace
images, there is a separate, cloud-specific Getting Started guide to cover the cloud-specific details

Charon-SSP products discussed in this user’s guide:

1. Conventional product provided as individual RPM installation packages that make up the overall product:

e The emulator software itself. This includes the packages for conventional on-premises installations (using HASP
licensing) and for virtual environment installations (installation in supported cloud environments, on-premises
VMware, or physical server installations) that require a VE license server:

o Charon-SSP/4M for Linux
o Charon-SSP/4U (+) for Linux
o Charon-SSP/4V (+) for Linux
e Management components of the product:
o Charon-SSP Agent for Linux
o Charon-SSP Manager for Linux and Microsoft Windows
o Charon-SSP Director for Linux and Microsoft Windows

2. Baremetal appliance provided as an ISO installation file:

This appliance includes the full Charon-SSP software set and the underlying host operating system. The system is
managed mainly via the customized Charon Baremetal GUI. However, the user can access the host operating
system if required.

3. Prepackaged cloud-specific images that are provided on the different cloud marketplaces. They include the full
Charon-SSP software set and the underlying host operating system and may be available on a cloud marketplace in
one or both of the following configurations:

a. Cloud-specific Charon-SSP Automatic Licensing (AL) image using a public, Stromasys-operated, cloud-
specific license server.

b. Cloud-specific Charon-SSP Virtual Environment (VE) image using a customer-operated, private VE license
server.

These images are provided via the marketplaces of different cloud providers.

At the time of writing, it was planned to provide one or both image types on the AWS, OCI, Azure, and GCP

marketplaces. Please always refer to the cloud-specific Getting Started Guides of the Charon-SSP products on the

Charon-SSP documentation page to find up-to-date information about marketplace availability.

Important information regarding the Barebone and Baremetal software variants:

Starting with Charon-SSP 4.1.21, the former Barebone image has been merged with the former Baremetal image to form
the new Baremetal version. The new Baremetal version is covered by this user’s guide. There is no longer a separate
user’s guide for Baremetal.

If you are currently running a Barebone installation from a previous version, you can upgrade Charon-SSP using the
appropriate RPM files. However, there is no longer a Barebone installation 1SO.
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Charon-SSP product packaging overview:

The following table provides an overview of Charon-SSP packaging, the associated licensing, and the applicable

product documentation:

Basic Packaging Packaging Variants P Licensing Documentation
Location
Public, St mmasys-o]?erated + Cloud-specific Getting Started Guide
: }
Automatic hcenﬁ;ﬁ fver * General Chamn-5SP User's Guide
Cloud Licensing (AL) Customer-operated VE license | * VE License Server Guide (for AutoVE)
. in AutoVE d
Prepackaged Versions marketplace Cloud only serverin Auto Ve mode
ind udi nderlyi i
e UEIng WACeryIng fmage ; * Cloud-specific Getting Started Guide
host OS and Charon- Virtual Private, customer-operated VE
SSPsoftware Environment ' P 7 # General Chamn-SSP User's Guide
VE) license server
( * VE License Server Guide

Baremetal 15O

On-premises
(physical HW or VM)

HASP license
(local or via license server)

General Chamn-S5P User's Guide

VE-enabled emulator

Cloud or on-premises
(physical HW or VM ware
VM )

Private customer-operated VE
license server

General Chamn-S5P User's Guide

VE License Server Guide

Non VE-enabled emulator
Individual RPMs

On-premises
(physical HW or VM)

HASP license
(local or via license server)

General Chamn-55P User's Guide

Marketplace R PM packages *

Cloud only

Public Stromasys-operated
license server
or
Customer-operated VE license
server in AutoVE mode

Cloud-specific Getting Started Guide
General Chamn-S5P User's Guide

* For the VM ware case, there are some restrictions:

*  The Charon emulator must be on the same VM as the VE license server, or

+ onaWVM running on the same ESXi host as the VE license server (ESXi binding), or

+ onaWVM running on an ESXi host managed by the same vCenter Server as the ESXi host on which the VE license server VM runs (vCenter binding).
*“ Only for updating the Charon-S5P emulator software on hosts based on Chamn-55P AL cloud-specific marketplace images.
°! Non VE-enabled packages can also be installed in cloud environments. However, this is not recommended as HASP licenses are not suitable for douds.

"Use of public license server requires Internet access of Charon host. AutoVE option enables an AL image to use a VE license server.
3 Typically the VE license server is installed in the same cloud environment - either on the Charon host itself or a separate license server system.

Please refer to the Stromasys product documentation for Charon-SSP for additional user’s guides and to section Charon-

Figure 1: Charon-SSP variant overview

SSP Product Variant Comparison for important functional differences between the product variants.
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1.4 Obtaining Documentation

The latest released version of this manual is available on the Stromasys support website on the Stromasys Charon-SSP
documentation page.

1.5 Obtaining Technical Assistance or Product Information

1.5.1 Obtaining Technical Assistance

Several support channels are available to cover the Charon-SSP SPARC virtualization product.

e If you have a support contract with Stromasys, please visit http://www.stromasys.com/support/ for up-to-date
support telephone numbers and business hours. Alternatively, the support center is available via email at
support@stromasys.com.

e If you purchased the Charon-SSP product through a Value-Added Reseller (VAR), please contact them directly.

1.5.2 Obtaining General Product Information

If you require information in addition to what is available on the Stromasys Product Documentation and Knowledge Base
and on the Stromasys web site you can contact the Stromasys team using https://www.stromasys.com/contact/, or by
sending an email to info@stromasys.com.

For further information on purchases and the product best suited to your requirements, you can also contact your regional
sales team by phone:

Region Phone Address

Room 1113, 11/F, Leighton Centre
Australasia-Pacific +852 3520 1030 77 Leighton Road, Causeway Bay,
Hong Kong, China

. 2840 Plaza Place, Ste 450
Americas +1 919 239 8450 Raleigh, NC 27612, USA

Avenue Louis-Casai 84
Europe, Middle-East and Africa  +41 22 794 1070 5th Floor
1216 Cointrin, Switzerland
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1.6 Conventions

Throughout the document, the following conventions apply:

Notation Description

$ The dollar sign indicates a reference to the environment variables for UNIX / Linux variants.
# The number sign represents the super-user prompt for UNIX / Linux.

User Bold type in interactive examples indicates typed user input.

input

Bold monospace type enclosed by angle brackets indicates command parameters and parameter
values.

<path>
Output  Monospace type in interactive examples indicates command response output.
[1 In syntax definitions, brackets indicate optional items.

In syntax definitions, a horizontal ellipsis indicates that the preceding item can be repeated one or

more times.
dsk0 Italic monospace type, in interactive examples, indicates typed, context dependent user input.
& This symbol represents the Enter key without typed user input. Used, for example, to tell the user to

select the default value by pressing enter.

{version} ' Indicates version of Charon-SSP release in the format major.minor.revision for example: 4.4.1

The following document specific definitions apply:

Term Description

Host The hardware and the Linux 64-bit-system on which Charon-SSP/4M/4U/4V runs.

Guest The virtual SPARC (or emulated SPARC) created by Charon-SSP/4M/4U/4V on the host.
Linux Any Linux version supported as a host system for Charon-SSP.

Windows All supported versions of Microsoft Windows.

Emulated SPARC virtual machines are available for the following architectures:
e Charon-SSP/4M: 32-bit SPARC V8 Sun-4m architecture
e Charon-SSP/4U(+): 64-bit SPARC V9 Sun-4u architecture
e Charon-SSP/4V (+): 64-bit SPARC V9 Sun-4v architecture with additional features

The products listed above support almost identical configuration mechanisms, system console, and interfaces. Therefore,
options, interfaces, etc. that apply to all emulators will be collectively called Charon-SSP in this document. Platform-
specific features will be identified and the relevant platform will be specified.
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2 Charon-SSP Licensing Options Overview

As shown above, there are different licensing options applicable to one or more of the different product variants. Please
note that this relates to Charon product licensing only. The user is responsible for any Solaris licensing obligations and
must provide the appropriate licenses. This section provides an overview of the Charon-SSP product licensing options.

2.1 Sentinel/Gemalto HASP Licenses

Sentinel HASP licenses are the "traditional” licensing method for Charon emulator products. Main characteristics:
e Software and hardware (dongle) licenses.
e Based on third-party vendor solution.
e Require special third-party license driver software (provided as part of the Charon-SSP product kits).
e Installed on Charon-SSP host or separate license server.
o Software licenses are tied to certain characteristics of the physical or virtual hardware.
e Problematic in cloud environments (no USB ports, volatile virtual hardware characteristics).
e USB dongles are a flexible and host-hardware independent solution for on-premises installations.
e The customer is billed for the license by Stromasys.

Please refer to the section Charon-SSP License Management for details about managing such licenses.

2.2 Charon-SSP Automatic Licensing for Cloud Environments

When installing Charon-SSP AL from a supported cloud marketplace, the cloud instance automatically receives a license

at first launch. The license server must be reachable via a cloud-specific public IP address. The license server is operated
by Stromasys. The customer is billed by the cloud provider. See also AutoVE mode which allows a customer to run their

own license server for an instance launched from such a marketplace image.

2.3 Virtual Environment (VE) Licenses

Other license types have drawbacks that prompted the development of VE licenses:

e USB dongles are not suitable for cloud environments. Their use in VMware environments is complex.

e Sentinel software licenses are easy to install in a cloud or VMware environment. However, their ties to real
hardware characteristics also makes it easy to inadvertently invalidate them in such environments. Hence, they
are not suited for use in cloud environments and difficult to use on VMware. Other Sentinel software license types
do not provide the same level of license security.

e Charon-SSP automatic licensing does not allow a customer-specific environment in the cloud without Internet
access. This is not suitable for many customers who require a private cloud network environment complying with
their own security and management policies.
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VE licenses are designed to enable the ease-of-use of software licenses while providing a high level of security for
licensing Charon-SSP products in virtualized environments (supported cloud and VMware environments, physical
servers). The main characteristics of VE (Virtual Environment) licenses are the following:

Software licenses only.

Developed by Stromasys.

Installed on Charon-SSP host or separate license server.

Require the Charon-SSP VE license server software.

Require matching Charon-SSP VE-enabled emulator software.

Different modes of operation:

o

o

@)

For general VE mode, the customer is billed by Stromasys depending on the number and type of the
emulated systems allowed by the installed license(s). The license server software itself is free of charge.
AutoVE mode is an extension of automatic licensing and introduces metered billing (by the cloud-
provider) for VE licenses in cloud environments. It defines how many Charon emulator cloud instances
can be run based on the respective license. The number of emulated systems on each host instance is
limited by the host resources, not the license. Charon-SSP supports this mode starting with Charon-SSP
5.3.8 (only if provided as part of a Charon-SSP AL marketplace image).

The license server for both modes is managed by the customer.

Support at the time of writing:

@)

VE license server availability: supported clouds (at the time of writing: AWS, OCI, Azure, GCP, IBM,
and Nutanix), supported VMware environments, and physical servers.

AutoVE support: Charon-SSP AL (Automatic Licensing) marketplace images version 5.3.8 or higher on
AWS, OCI, GCP, and Azure.

Charon emulator product support: Charon-SSP VE-capable emulator software (the emulator package
names include the string “ve”).

Please refer to the VE License Server Guide for details about managing licenses in such environments.
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3 Charon-SSP Product Overview

3.1 General Information

In 1987, Sun Microsystems released the SPARC V7 processor, a 32-bit RISC processor. The SPARC V8 followed in
1990 - a revision of the original SPARC V7, with the most notable inclusion of hardware divide and multiply instructions.
The SPARC V8 processors formed the basis for several servers and workstations such as the SPARCstation 5, 10 and
20. In 1993, the SPARC V8 was followed by the 64-bit SPARC V9 processor. This too became the basis for several
servers and workstations, such as the Enterprise 250 and 450.

Due to hardware obsolescence and lack of spare or refurbished parts, software and systems developed for these older
SPARC-based workstations and servers have become harder to maintain. To fill the continuous need for certain, end-of-
life SPARC-based systems, Stromasys S.A. developed the Charon-SSP line of SPARC emulator products. Charon-SSP
products are software-based, virtual machine replacements for the specified native-hardware SPARC systems.

The Charon-SSP virtual machines allow Existing Application Existing Application

users of Sun and Oracle SPARC-based
computers to replace their native
hardware in a way that requires little or
no change to the original system
configuration. This means you can
continue to run your applications and
data without having to switch or port to
another platform. The Charon-SSP
software runs on commodity, Intel 64-bit
systems ensuring the continued
protection of your investment.

Layered Software Layered Software

SunOS/Solaris SunOS&/Solaris

CHARON-SSP
SPARC

Virtual Machine
SPARC Server

Hardware

Linux

x86-64 PC Server

Figure 2: Seamless migration from SPARC hardware to virtual SPARC on x86-64

A general overview of the emulated hardware families is shown below:
Charon-SSP/4M emulates the following SPARC hardware:

Sun-4m family (represented by the Sun SPARCstation 20):
Originally, a multiprocessor Sun-4 variant, based on the MBus processor module bus introduced in the
SPARCServer 600MP series. The Sun-4m architecture later also encompassed non-MBuUs uniprocessor systems
such as the SPARCstation 5, utilizing SPARC V8-architecture processors. Supported starting with SunOS 4.1.2
and by Solaris 2.1 to Solaris 9. SPARCServer 600MP support was dropped after Solaris 2.5.1.

Charon-SSP/4U(+) emulates the following SPARC hardware:

Sun-4u family (represented by the Sun Enterprise 450):
(U for UltraSPARC) — this variant introduced the 64-bit SPARC V9 processor architecture and UPA processor
interconnect first used in the Sun Ultra series. Supported by 32-bit versions of Solaris starting from version 2.5.1.
The first 64-bit Solaris release for Sun-4u was Solaris 7. UltraSPARC | support was dropped after Solaris 9.
Solaris 10 supports Sun-4u implementations from UltraSPARC Il to UltraSPARC IV.
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Charon-SSP/4V (+) emulates the following SPARC hardware:

Sun-4v family (represented by the SPARC T2 and T4):
This variation added hypervisor processor virtualization to the Sun-4u; introduced in the UltraSPARC T1 multicore
processor. Selected hardware was supported by Solaris version 10 starting from release 3/05 HW2. Most models
- including the hardware emulated by Charon-SSP - require newer versions of Solaris 10. Several Solaris 11
versions are also supported.

For up-to-date information about supported features and versions refer to the sections Supported Guest Operating
Systems and Supported Virtual Hardware below and to the release notes of your product.

Charon-SSP/4U+ supports the same virtual SPARC platforms as Charon-SSP/4U, and Charon-SSP/4V+ the same as
Charon-SSP/4V. However, the 4U+ and 4V+ versions take advantage of Intel’s VT-x/EPT and AMD’s AMD-v/NPT
hardware assisted virtualization technology in modern CPUs to offer better virtual CPU performance. Charon-SSP/4U+
and Charon-SSP/4V+ require CPUs with VT-x/EPT or AMD-v/NPT support and must be installed on a dedicated host
system. Running these product variants in a VM (e.g., on VMware) is not supported.

Please note: unless otherwise mentioned, the terms Charon-SSP/4U and Charon-SSP/4V also include Charon-SSP/4U+
and Charon-SSP/4V+.
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3.2 Supported Virtual Hardware

The different families of Charon-SSP virtual machines support different emulated hardware devices. The tables below
describe the device features and maximum numbers supported by the different Charon-SSP virtual machine families.

The available virtual hardware also depends on the installation environment. For example, if the product is installed in a
cloud environment, not all the hardware supported by the product on non-cloud servers will be available.

3.2.1 Supported Virtual Hardware in non-Cloud Installations

Charon-SSP supported virtual hardware (non-cloud installation)

Charon-SSP/4M

Charon-SSP/4U(+)®

Charon-SSP/4V (+) ®

SPARC V8 (32-bit) Y - —
SPARC V9 (64-bit) — Y@ Y ©
Max. number of CPUs 4 24 64
Max. RAM 64MB to 512MB 1GB to 128GB 1GB to 1024GB ©)
Ethernet controllers 2 19 8
(controller type: le) (controller types: hme, gfe, bge ®) | (controller types: bge, gfe)
SCSI controllers 1 2 2
SCSl target IDs 7@ 300 300
VDS storage devices — — 1200

2 built-in ports

2 built-in ports, PLUS
14 ports in on-board mode emulation,
OR

Vconsole, PLUS

Serial ports and 32 ports as Digi_ AccelePort 920 2 built—.in ports, PLUS
8 ports as SBus card (STC) emulation, OR 14 ports in on-board mode
emulation PCI pass-through ® with emulation
32 ports (4 x Digi AccelePort 920) or
8 ports (4 x Digi AccelePort C/X)
Parallel ports 1 — —
Floppy drive 1 10 —
Graphics controller 1 (CGTHREE or CGSIX ™) 1 (CGSIX or RAGE XL) —
Audio controllers 1 (DBRIe) 1 (DBRIe) —
GPIB controller . NI-488.2 GPIB device in PCI pass- .
through mode ¥
USB ports — 1 1

(@ Charon-SSP/4U+ has same virtual hardware specification as Charon-SSP/4U, Charon-SSP/4V+ the same as
Charon-SSP/4V. 4U+ and 4V+ are only supported on physical (baremetal) hardware with Intel VT-x/EPT or AMD-vINPT
support. This hardware must run a Linux kernel supported by Stromasys (see Host System Software Requirements).

2 SPARC V9 is backward compatible. Hence, Charon-SSP/4U can also support V8 32-bit systems.

) Each SCSI target ID can have up to 8 LUNSs. Therefore, the overall number of SCSI devices can be larger than the
number of target IDs. The exact number depends on the emulated hardware, the guest operating system and driver

versions, and the SCSI devices used.
) PCI pass-through is only supported when running on supported product variants and Linux kernels (see Host System
Software Requirements).
®) Charon-SSP/4V supports one LDom per instance. An LDom virtual disk image can be booted by Charon-SSP directly
(system device configuration may have to be adjusted for differences in emulated hardware).
® Actual maximum values are different depending on guest OS: Solaris 10: 1TB, Solaris 11: 512GB.
(M CGSIX emulation is not supported for SunOS 4.x guest systems.
® Guest systems starting with Solaris 10-U6 can use VDS and/or SCSI storage devices.
©® The BGE controller for Charon-SSP/4U is supported starting with versions 5.2.5 and 5.3.4. Floppy support was added
in version 5.3.1).
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3.2.2 Supported Virtual Hardware in Cloud Installations

Charon-SSP supported virtual hardware (cloud installation)

Charon-SSP/4M

Charon-SSP/4U(+) @

Charon-SSP/4V (+) W

SPARC V8 (32-bit) Y — —
SPARC V9 (64-bit) — Y@ Y@
E:/ISE.Snumber of 4 24 64
Max. RAM 64MB to 512MB 1GB to 128GB 1GB to 1024GB ©®)
Ethernet controllers 2 19 8

(controller type le) (controller types: hme, gfe, bge ®) | (controller types bge and gfe)
SCSI controllers 1 2 2
SCSl target IDs 70 300 300G
VDS storage devices — — 120
Serial ports 2 2 2 + Vconsole

Graphics controller

1 (CGTHREE or CGSIX ®)

1 (CGSIX or RAGE XL)

Audio controllers

1 (DBRIe)

1 (DBRIe)

(@ Charon-SSP/4U+ has same virtual hardware specification as Charon-SSP/4U, Charon-SSP/4V+ the same as
Charon-SSP/4V. 4U+ and 4V+ are only supported on physical (baremetal) hardware with Intel VT-x/EPT or AMD-v/INPT
support .This hardware must run a Linux kernel supported by Stromasys (see Host System Software Requirements).

@ SPARC V9 is backward compatible. Hence, Charon-SSP/4U can also support V8 32-bit systems.

) Each SCSI target ID can have up to 8 LUNs. Therefore, the overall number of SCSI devices can be larger than the
number of target IDs. The exact number depends on the emulated hardware, the guest operating system and driver
versions, and the SCSI devices used.

) Charon-SSP/4V supports one LDom per instance. An LDom virtual disk image can be booted by Charon-SSP directly

(system device configuration may have to be adjusted for differences in emulated hardware).

®) Actual maximum values are different depending on guest OS: Solaris 10: 1TB, Solaris 11: 512GB.

©® CGSIX emulation is not supported for SunOS 4.x guest systems.

() Guest systems starting with Solaris 10-U6 can use VDS and/or SCSI storage devices.

® The BGE controller for Charon-SSP/4U is supported starting with versions 5.2.5 and 5.3.4.
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3.3 Charon-SSP Product Variant Comparison

When looking at the Charon-SSP product features, one can look at the differences between the different emulated
models (as shown above in Supported Virtual Hardware).

Another comparison is the comparison between the different product variants. This section provides an overview of
important differences between some of the product variants.

3.3.1 Product Variant Overview

The basic functionality of Charon-SSP in the different product variants is very similar. However, the product variants also
have important differences. This section provides a brief (incomplete) overview.

Conventional RPM installation (Sentinel HASP licenses)

The product is installed as individual RPM packages on a supported Linux distribution and version. For on-premises
installations, it offers the greatest flexibility for any customization and for integration into the customers’ system
management environments.

Please note: Starting with version 4.1.21, the Barebone ISO is no longer available. This functionality has been merged
with the Baremetal product. If you are currently running a Barebone installation from a previous version, you can upgrade
Charon-SSP using the appropriate RPM files.

Baremetal product (Sentinel HASP licenses)

Charon-SSP Baremetal is a software appliance distributed as an I1SO installation file. The main management interface is
the customized Baremetal GUI. However, the user can access the underlying host operating system if required. The
Baremetal variant provides a fast and easy way to set up Charon-SSP in an on-premises scenario.

Please note: Starting with version 4.1.21, the former products Barebone and Baremetal have been merged to form the
new Baremetal product. The table below refers to this new product.

Cloud-specific Charon-SSP_Automatic Licensing (AL) versions

Cloud-specific versions of Charon-SSP provided in supported cloud marketplaces provide a Charon-SSP AL image that
can be used to easily launch a Charon-SSP host as a cloud instance containing all the necessary software. Licensing is
set up automatically at launch, and usage is billed through the cloud service provider. The Charon-SSP host must have
access to the Internet for licensing to work.

Charon-SSP for use with VE (Virtual Environment) licenses

Very similar to the non-VE conventional product with respect to installation and management. However, it is mainly
intended for installation in cloud and VMware environments. This product variant is provided for conventional RPM
installations and may also be provided by Stromasys as cloud-specific images on the marketplaces of supported
cloud-providers.

The main differences when compared to a traditional on-premises installation are the following:

e This product will typically be installed in a cloud or VMware environment. In such environments there are
restrictions regarding the supported virtual hardware (e.g., PCI pass-through devices and USB removable storage
cannot be used).

e Licensing is provided by a VE license server software package on the emulator host system itself or on a Linux
system in a supported cloud or VMware environment (see the VE license server guide for details). The customer
manages the license server and purchases the license from Stromasys.

Charon-SSP for VE licensing provides a flexible licensing model in a private, customer-specific cloud or VMware

environment. The Charon host does not require access to the public Internet for licensing to work. At the same time, this
product variant also offers the flexibility and customizability of the conventional RPM-based product variant.

© Stromasys 1999-2022 Charon-SSP Product Overview 25/315



Charon-SSP 5.4 for Linux | User’s Guide Version 1 | 03 June 2022

3.3.2 Product Variant Comparison

The following table lists important differences between three of the Charon-SSP product variants (as opposed to the
differences between the different emulated architectures):

Functionality differences

Conventional

and VE (RPM) Baremetal

AL cloud images ©

General differences

Linux operating system upgrades
from distribution repositories

Special GUI for host management
Special user accounts for Charon

Licensing general

Changes to number of host CPUs
possible

Internet connection required
Jumpstart

Network interface sharing (not
recommended)

Configurable log path
Additional tools
Emulated HW differences

4U+ and 4V+ support

PCI pass-through devices (Digi
and GPIB)

Digi AccelePort emulation
Additional on-board serial lines
USB devices

Parallel port

Floppy drive

Physical SCSI devices

External serial console via TCP
Physical serial ports

Host HW differences

Customer selectable hypervisor
support

© Stromasys 1999-2022

Restricted (kernel version dependencies for 4U+/4V+ and PCI pass-through)

N Y
N® Y @
Conventional: HASP HL/SL/Network license

VE-enabled emulator versions: customer-
managed VE license server (not on Baremetal)

If VE or HASP software license is used, new
license may be needed; software and
hardware license may have to be updated

N
y ®

Y (non-cloud only)

Y N
X11, iSCSI, NFS X11, iSCSI, NFS, VNC

See host Y
Software
Requirements
See host Y @
Software
Requirements
Y @
Y ®)
Y @
Y 3
Y 3
disk, tape, CD-ROM, generic ©®
Y
Y ©)
Y @

Charon-SSP Product Overview

N
Y @

Stromasys-managed public
license server, or customer-
managed AutoVE license
server

Invalidates license; requires
setup of new cloud instance
for AL licensing

Y
N

N

N
X11

Y )

2 2| 2|2

N
disk
N

Only via terminal server
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Notes

(@ Not for Charon-SSP/4U+/4V+ (require VT-x/EPT or AMD-V/NPT support); supported Hypervisors are listed in Host
System Requirements.

@ Only supported on Charon-SSP/4U(+); not supported when installed in cloud environment.
() Charon-SSP/4M/4U only

4 User charon for GUI operation, SFTP access, and Charon Manager integrated SSH tunnel. User sshuser for setting
up the general SSH VPN tunnel and for interactive command-line access, root access possible.

) Normal cloud instances run on shared hardware; a "baremetal" virtual hardware type must be offered by the cloud
provider to run Charon-SSP/4U+/4V+. Please contact Stromasys or your Stromasys VAR if you require this type of
emulated SPARC hardware.

® Similar product characteristics are to be expected for all cloud-specific Charon-SSP AL images.
() If provided as a pre-packaged VE image on a cloud marketplace, it has the same user accounts as the AL images.
8 Not supported in cloud environment.

©) Physical SCSI device and VDS device support in cloud environments: disk only
Physical serial line support in cloud environments: only via terminal server.
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4 Host System Requirements

To ensure good performance for the emulated SPARC systems, it is important to follow some guidelines regarding the
setup of the Charon-SSP host system as described in the following sections.

4.1 Minimum Host System Hardware Requirements

The sizing guidelines below show the minimum requirements.
Every deployment situation must be reviewed and the host sizing must be adapted to the actual workload.

For example, the number of CPU cores available for I/O must be increased if the guest applications generate a high
I/0O load. A system with many emulated CPUs is usually able to create a higher 1/0 load and thus the number of CPU
cores available for I/O may have to be increased.

In a hyper-threading environment, the number of CPU cores should be sufficient to avoid high-workload threads
sharing one physical CPU core.

Customer-specific workload analysis and emulator host sizing is beyond the scope of this user’s guide. Please contact
your Stromasys technical representative for guidance.

The CPU allocation for emulated CPUs and the CPU allocation for I/O processing are determined by the configuration.
See CPU Configuration for more information about this and the default CPU allocation for /O processing.

Minimum requirements for the host system hardware:

e Charon-SSP requires modern x86-64 architecture processors. This could be Intel Servers based on Haswell v3
processors or later, or Desktop Core 17 (CPU frequency at least 3.0 GHz). AMD processors of the same or higher
performance are also supported.

e  Minimum number of host system CPU cores:
o Atleast one CPU core for the host operating system.
o For each emulated SPARC system:
= One CPU core for each emulated CPU of the instance.
= At least one additional CPU core for I/O processing (at least two, if server JIT optimization is
used). By default, Charon will assign 1/3 (min. 1; rounded down) of the CPUs visible to the
Charon host to I/0O processing. See CPU Configuration for configuration options.

¢ Minimum memory requirements:
o 4GB or more of RAM for the Linux host operating system. The actual requirements may be higher and
will depend on the requirements of the non-emulator services running on the Linux host.
o For each emulated SPARC system:
» The configured memory of the emulated instance.
= 2GB of RAM (6GB of RAM if server JIT is used) to allow for DIT optimization, emulator
requirements, run-time buffers, SMP and graphics emulation.

e Charon-SSP/4U+ and Charon-SSP/4V+ must run on physical (baremetal) hardware supporting Intel VT-x/EPT or
AMD-V/NPT.
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If hyper-threading is enabled on modern x86-64 CPUs, two threads can run on one physical CPU core providing
two logical CPUs to the host operating system. If possible, disable hyper-threading for the Charon-SSP host
system. However, this is frequently not possible in VMware and cloud environments.

The Charon-SSP hyper-threading option enables Charon-SSP to adapt to such environments. See CPU
Configuration for detailed configuration information.

Please note: under sustained high workloads, Charon-SSP threads should not share a physical CPU core —
enough physical cores should be available on the host system to satisfy the requirements of the configured
emulator(s).

At least one available USB port (if USB license key is used). More for additional USB devices.

Single dedicated network adapter for each configured virtual network adapter in Charon-SSP unless the virtual
network functionality of Charon-SSP is used. In this case, TAP interfaces attached to a virtual bridge on the host
system can be used as the basis for Charon-SSP virtual network adapters.

Free PCI slots to install serial line cards if the Digi PCI pass-through feature is to be used.

Free PCI or PCle slots to install GPIB cards if the GPIB PCI pass-through feature is to be used.

Optical drive if DVD installation media is to be used.

Enough disk space for the host operating system and any virtual disk/tape container files required by the guest
operating system.

Requirements for running the Charon-SSP Linux host under a Hypervisor:

Charon-SSP/4U+ and Charon-SSP/4V+ utilize special hardware functionality to deliver improved performance. Due to
the hardware requirements, they can only be used on real hardware providing the correct CPU features. Running
Charon-SSP/4U+ or Charon-SSP/4V+ in a VM is not supported. 4U+ and 4V+ installation kits contain also the non-plus
versions. Make sure you select the correct variant when configuring your Charon-SSP instance.

The Charon-SSP host system can run on dedicated hardware or as a VM under a Hypervisor.

Please note: if a hypervisor is to be used and if the Charon-SSP emulator software is to be used with a VE license, only
VMware is supported. See the VE License Server User’s Guide for supported versions.

Supported hypervisors for hosting Charon-SSP host systems:

VMware ESXi 6.5 and above

Xen

Microsoft Hyper-V (local HASP dongles are not supported for licensing because they cannot be passed through to
the Linux guest system; alternatives are network license, software license, or network-based USB port servers)
Linux KVM

If a VM is used:

Configure it to support a Linux x86_64 environment and follow the hardware requirements listed above to
configure the virtual hardware with enough capacity for all instances of Charon-SSP that are to run on it.
Network adapters must support promiscuous mode, or the MAC address of the emulated adapter must be hard-
coded to the MAC address of the vNIC presented to the Charon-SSP host (see Ethernet configuration section).
Guest additions (e.g., VMware Tools) that enhance the usability of the guest system (e.g., video capabilities,
mouse integration, shared folders) may be installed, but they are not prerequisites.
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4.2 Host System Software Requirements

This section provides an overview of the software prerequisites for running Charon-SSP on Linux.
Should you have received Charon Manager and Charon Director kits for Microsoft Windows, please refer to Charon-
SSP GUI for Microsoft Windows in the appendix.

4.2.1 Linux Operating System Prerequisites

The Charon-SSP emulator products run on Linux systems. Stromasys supports the following Linux distributions and
releases as host environments for Charon-SSP. However, please read the important restrictions below

e 64-bit versions 7.0 to 7.9 of Oracle Linux, Red Hat Enterprise Linux, and CentOS
e 64-bit versions 8.1 to 8.5 of Oracle Linux, Red Hat Enterprise Linux, CentOS, and Rocky Linux.
o Please note that as of 1 January 2022 CentOS 8 is EOL. For new deployments, it is recommended to
use a non-EOL alternative. For existing installations, the possible negative impacts of staying with an
EOL host operating system should be carefully evaluated.
o Baremetal system (host operating system is included for this Charon-SSP product variants)

The Linux distributions listed above will be referred to in this guide as “the supported Linux distributions”.

Charon-SSP Manager and Director are also available on
e Ubuntu 17 or higher (64 bit)
e Microsoft Windows 7, 8, 10

Important restrictions:

e If the configuration on Linux version 7.x includes a dual emulated graphics display, use Linux version 7.3, or 7.7
and higher.

e Charon-SSP/4U+ and Charon-SSP/4V+ must run on physical hardware (see Minimum Host System Hardware
Requirements) and are only available for Linux kernels supported by Stromasys, namely:

> Original kernel version provided by the Baremetal distribution

= QOriginal kernel versions provided by cloud-specific marketplace images (support depends also on the physical
hardware options offered by the cloud provider)

> Original kernel versions provided by RHEL/CentOS 7.9, 8.2 to 8.4 (starting with Charon-SSP version 5.2.7),
and 8.5 (starting with Charon-SSP version 5.3.10). Rocky Linux 8.4 and 8.5 support starting with Charon-SSP
5.3.10.
e PCl pass-through is only supported on physical hardware running
> Charon-SSP Baremetal installations with the kernel version provided by the Baremetal distribution, or
> ageneral Linux distribution and version supported by Charon-SSP/4U+ (see above). Please note that in
Charon-SSP version 5.2.8, the modules for RHEL/CentOS 8.3 to 8.5 are missing.

e The Charon-SSP VE license server is currently available for supported cloud (at the time of writing AWS, OCI,
GCP, Azure, Nutanix, and IBM) and VMware environments, and for physical servers.

Anti-virus Software is not normally needed for well-managed Linux servers and can interfere with the function of the
emulator. Therefore, it is recommended, not to use anti-virus software on Charon-SSP host systems. If the customer
policy requires that anti-virus software be deployed, it should not run while the emulator is running. If this restriction
cannot be satisfied, it absolutely must not be used to scan the vdisk container files. Regular security updates to the host
operating system are recommended (but observe the kernel version restrictions mentioned above).
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4.2.2 Additional Software Requirements

The Baremetal product and the pre-packaged cloud-specific images include all required software and additional utilities
for Charon-SSP.

When using the conventional RPM installation, some of the Charon-SSP components have additional software

prerequisites and require specific operating system packages to be installed. Such prerequisites are described in the
installation chapter, or together with the configuration task for which they are required.

4.3 Guest Operating System Requirements

The diffe