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Introduction

This guide is intended for anyone who needs to install, configure, or manage the Stromasys Charon Virtual Environment (VE) license server. A general
working knowledge of Linux and its conventions is expected.

VE stands for "Virtual Environment" denoting Charon emulators and the environment in which they run. At the time of writing, the VE license server is
supported in selected cloud and VMware environments, and on physical servers.

A VE license server can run in one of two basic modes of operation:

® General VE license server mode: license server for one or more emulator instances. Customers must purchase their license from Stromasys,
and use a VE-enabled emulator product. The license is based on number of emulator instances and the emulator model configuration required,
and typically valid for a certain period of time (it has an expiration date), or for a defined number of runtime hours.

® AutoVE mode (selected cloud environments only): AutoVE is an extension of the cloud-specific Charon Automatic Licensing (AL) where
licensing is configured automatically when the cloud instance is launched. The Charon host instance must be launched from a supported, cloud-
specific marketplace image. The customer is billed by the cloud provider per instance launched, but the AutoVE license server is managed by
the customer and part of the customer cloud environment.

This guide covers the Charon VE License Server software. This package contains a license server application that can be installed in customer-specific
AWS, OCI, GCP, Azure, IBM, Nutanix and VMware environments, and on physical servers. This licensing option is adapted to the special requirements of
virtualized environments and simplifies the process of running Charon emulator products in supported cloud and VMware environments. The license
server is managed by the customer.

Please note:

® VE licenses provided by a VE license server require VE-enabled Charon emulator software. This support is available in the following products:
® Charon-SSP (starting with Charon-SSP version 4.2.x)
® Charon-PAR (starting with Charon-PAR version 3.0.6 and VE license server version 1.1.19)
® At the time of writing, AutoVE mode was available for the following products:
® VE license server starting with 1.1.21
® Charon-SSP AL marketplace images version 5.3.8 and above in the following cloud environments: AWS, OCI, GCP, and Azure

® For a full description of the Charon emulator product configuration and management aspects that are not related to the specifics of the VE
license application, please refer to the Charon user's guides of you product and version:

® Charon-SSP: see the Charon-SSP user's guides.
® Charon-PAR: see the Charon-PAR user's guides.

For additional information about this product, please contact Stromasys at the regional addresses below or contact your Stromasys VAR.
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Structure of this Document

The document contains the following sections:

® Charon VE License Server Topology: brief overview of license server topologies.

® |nstalling VE License Server and Charon Emulator: installation of the license server software, and installation of the VE-enabled Charon emulator
software.

® |nstalling a License on the VE License Server: steps for requesting and installing a Charon product license on the license server.

® Configuring a Charon Emulator for a VE License Server: steps for configuring the Charon emulator to use the VE license server.

® Transferring a License to Another Server: move a license from one license server to another.

® Removing a License from a VE License Server: removing a license from a license server.

® Additional Configuration Options - the config.ini File: additional configuration options to customize communication ports.

® VE License Server Web-based Management GUI: description of the interface and the actions provided by the web-based GUI of the VE license
server.

® Operational Information and Logging: information that may be helpful when operating a VE license server. For example, log file locations and
samples.

® Updating a VE License: steps for updating a license, for example, when the expiration date approaches.

® VE License Server Software Upgrade, VE License Server Software Deinstallation: steps to upgrade or uninstall the VE license server software.

® \E License Server Command-Line Utilities: summary of the available command-line utilities with their options.

® Additional Information: supplemental information about installing a Linux cloud instance, about installing and starting the Charon-SSP Manager
on a Linux or Windows management system, and about cloud-specific firewall considerations.

Please note:

® Cloud providers may change their management GUI without prior warning. Hence, the screenshots in this document may not always reflect the
latest GUI appearance of the cloud provider. However, they will still provide an illustration of the described configuration steps.

® |n general, the sample outputs in this document may show different versions than the one documented in this manual, but they are still
representative of what a user will see.
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Obtaining Documentation

The latest released version of this manual and other related documentation are available on the Stromasys support website at Product Documentation
and Knowledge Base.

Obtaining Technical Assistance or General Product Information

Obtaining Technical Assistance

Several support channels are available to cover the Charon virtualization products.

If you have a support contract with Stromasys, please visit http://www.stromasys.com/support/ for up-to-date support telephone numbers and
business hours. Alternatively, the support center is available via email at support@stromasys.com.

If you purchased a Charon product through a Value-Added Reseller (VAR), please contact them directly.

Obtaining General Product Information

If you require information in addition to what is available on the Stromasys Product Documentation and Knowledge Base and on the Stromasys web site y
ou can contact the Stromasys team using https://www.stromasys.com/contact/, or by sending an email to info@stromasys.com.

For further information on purchases and the product best suited to your requirements, you can also contact your regional sales team by phone:

Region Phone Address

Australasia-Pacific +852 3520 1030 Room 1113, 11/F, Leighton Centre
77 Leighton Road, Causeway Bay,
Hong Kong, China

Americas +1 919 239 8450 2840 Plaza Place, Ste 450
Raleigh, NC 27612
U.S.A.

Europe, Middle-East and Africa = +41 22 794 1070 Avenue Louis-Casai 84
2nd Floor
1216 Cointrin

Switzerland

© Stromasys 1999-2022 5/142


https://stromasys.atlassian.net/wiki/spaces/KBP/overview
https://stromasys.atlassian.net/wiki/spaces/KBP/overview
http://www.stromasys.com/support/
mailto:support@stromasys.com
https://stromasys.atlassian.net/wiki/spaces/KBP/overview
http://www.stromasys.com
https://www.stromasys.com/contact/
mailto:info@stromasys.com

Charon VE License Server 2.0 | User's Guide Version 2 | 09 September 2022

Conventions

Notation

$

#

>

User i nput
<pat h>

Qut put

[]

dskO

Description

The dollar sign in interactive examples indicates an operating system prompt for VMS.

The dollar sign can also indicate non superuser prompt for UNIX / Linux.

The number sign represents the superuser prompt for UNIX / Linux.

The right angle bracket in interactive examples indicates an operating system prompt for Windows command (cmd.exe).
Bold monospace type in interactive examples indicates typed user input.

Bold monospace type enclosed by angle brackets indicates command parameters and parameter values.

Monospace type in interactive examples, indicates command response output.

In syntax definitions, brackets indicate items that are optional.

In syntax definitions, a horizontal ellipsis indicates that the preceding item can be repeated one or more times.

Italic monospace type, in interactive examples, indicates typed context dependent user input.

Definitions

Term Description

Host | The system on which the emulator runs, also called the Charon server

Guest = The operating system running on a Charon instance, for example, Tru64 UNIX, OpenVMS, Solaris, MPE or HP-UX

Related Documents

® Charon-SSP User's Guides and Release Notes
® Charon-PAR User's Guides and Release Notes
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The Charon VE License server provides a new type of licensing for Charon products. This is in addition to the already existing licensing models. This
section briefly describes the different licensing concepts and products.

Contents

Charon VE Licenses

Sentinel (Gemalto) HASP Licenses

Charon-SSP Automatic Licensing for Cloud Environments
Rationale for VE Licenses

Charon VE Licenses

The main characteristics of VE (Virtual Environment) licenses are the following:

Software licenses only.

Developed by Stromasys.

Installed on the Charon host or a separate license server.
Require the Charon VE license server software.

Require matching VE-capable Charon emulator software.
Different modes of operation:

® For general VE mode, the customer is billed by Stromasys depending on the number and type of the emulated systems allowed by the
installed license(s). The license server software itself is free of charge.

® AutoVE mode is an extension of automatic licensing and introduces metered billing (by the cloud-provider) for VE licenses in cloud
environment. It defines how many Charon emulator cloud instances can be run based on the respective license. The number of
emulated systems on each host instance is limited by the host resources, not the license.

® The license server for both modes is managed by the customer.
® Support at the time of writing:

® VE license server availability: supported clouds (at the time of writing: AWS, OCI, Azure, GCP, IBM, and Nutanix), supported VMware
environments, and physical servers.

® AutoVE support:
® VE License server starting with version 1.1.21.
® Charon-SSP AL (Automatic Licensing) marketplace images version 5.3.8 or higher on AWS, OCI, GCP, and Azure only.

® Charon emulator product support: Charon-SSP and Charon-PAR (starting with Charon-PAR version 3.0.6 and VE license server
version 1.1.19).

The present document describes the use of Virtual Environment licenses.

Sentinel (Gemalto) HASP Licenses

Sentinel HASP licenses are the "traditional" licensing method for Charon emulator products. Their main characteristics are:

Software and hardware (dongle) licenses.

Based on third-party vendor solution.

Require special third-party license driver software.

Installed on Charon host or separate license server.

Problematic in cloud environments and somewhat difficult to use in VMware environments.

Dongles are a flexible and host-hardware independent solution for on-premises installations (as long as there is a free USB port).

The customer is billed by Stromasys depending on the number and type of the emulated systems allowed by the installed license(s). The license
driver software itself is free of charge.

Please refer to the Charon License Handbook (Licensing Documentation) for details about these licenses.
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Charon-SSP Automatic Licensing for Cloud Environments

When installing a Charon-SSP Automatic Licensing (AL) image from a supported cloud marketplace, the cloud instance automatically receives a license
at first launch. The license server must be reachable via a cloud-specific public IP address. The license server is operated by Stromasys. The customer is
billed by the cloud provider depending on the type, configuration, and active use of the Charon host instance. See also AutoVE mode which allows a
customer to run their own license server for an instance launched from such a marketplace image.

Rationale for VE Licenses

Other license types have drawbacks that prompted the development of VE licenses:

® USB dongles are not suitable for cloud environments and their use in VMware environments is somewhat complex.

® Sentinel software licenses are easy to install in a cloud or VMware environment. However, their ties to hardware characteristics also make it easy
to inadvertently invalidate them in such environments. Hence they are not suited for use in cloud environments and difficult to use in VMware
environments. Other Sentinel software license types do not provide the same level of license security.

® Cloud-based automatic licensing (without AutoVE) does not allow a customer-specific environment in the cloud without access to the public
Internet. This is not suitable for many customers who require a private cloud network environment complying with their own security and
management policies.

VE licenses are designed to enable the ease-of-use of software licenses while providing a high level of security for licensing Charon products in
virtualized environments.

© Stromasys 1999-2022 8/142
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® Cloud-based VE License Server Overview
® VMware-based VE License Server Overview
® \E License Server Binding with ESXi Host
® \E License Server Binding with vCenter Server

Cloud-based VE License Server Overview

The following image provides an overview of a sample VE license server topology in a cloud environment:

Cloud-based VE License Server Topology Overview

Linux cloud instance with
Charon emulator SW and

VE license server Linux instance with Charon
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Points to note:

The license server software can be combined with the matching Charon emulator software on one instance, or it can run on a separate system.
The license server typically is installed in the same cloud environment.

Charon host and license server do not need a public IP address. They communicate across the cloud-internal LAN environment.

Starting with Charon-SSP version 4.1.19 and with Charon-PAR from initial VE support, a backup license server has been supported.

Important points for AutoVE deployments:

® The AutoVE license server address must be configured prior to the first launch of the instance from a supported AL marketplace image.
Otherwise, the public license servers will be used.

® |f the license server is to be installed on the Charon emulator host instance itself (based on a marketplace AL image), the license server
RPM and a valid AutoVE license must be manually installed on the instance.

The decision whether the license server should run on a separate instance depends on the customer's requirements.
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VMware-based VE License Server Overview

The following images provides an overview of sample VE license server topologies in a VMware environment.
There are two basic options:

1. The license server binds to the ESXi host on which the license server VM runs. In this case, any Charon emulator using the VE license server
must run either on the same VM as the VE license server or on a VM running on the same ESXi host.

2. The license server binds to the vCenter Server that manages the ESXi host on which the license server VM runs. In this case, any Charon
emulator using the VE license server must run either on the same VM as the VE license server or on a VM on an ESXi host managed by the
same vCenter Server.

Please note: each VE license server instance can only bind to one ESXi host or one vCenter server. For example, if a license server is needed in two
separate vCenter installations, at least two license server instances are required.

VE License Server Binding with ESXi Host

The following image illustrates a topology where the VE license server binds to the ESXi host on which the VM with the license server runs. It shows one
VM with license server and emulator software, and another VM on the same ESXi host with the emulator software configured to use the license server via
the network.

VE License Server Bound to ESXi Host

VMware ESXi host

ESXi host
characteristics

- binding
.Linu: VM with Charon VE :
enabled emulator software and :
License Server . Linux VM with Charon
License server = localhost - VE-enabled emulator software

Legacy guest | | VE License || .- | Legacy guest |\ eimesene =

instance Senver SW INStance |-ccee-aq

uest Nl I%l’ﬂ Ejﬁ!ﬂiﬁ m

Charon VE license
server IP

Please note: vMotion of a VE license server VM to a different ESXi server is only possible if binding to a vCenter Server (see below) is used. vMotion of
a license server VM when binding to the ESXi server will invalidate the installed licenses.
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VE License Server Binding with vCenter Server

The following image illustrates a topology where the VE license server binds to the vCenter Server managing the ESXi host on which the VM with the
license server runs. It shows one VM with license server and several other VMs on ESXi hosts managed by the same vCenter Server using the license
server across the network.

VE License Server Bound to vCenter Server

vCenter Server

-
. binding
it Management
" | |
Linux ViV Linux VM Linux VM Linux VM
with VE with VE- with VE- with VE-
license | | enabled enableg | [OMervM| (OtherVM| | - hied
server emulator emulator emulator
ESXi ESXi ESXi

Please note: vMotion of a VE license server VM to a different ESXi server is possible if the target server is managed by the same vCenter Server.
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The use of a Charon VE License Server has a number of prerequisites:

1. The VE license server itself
a. VE license server package
b. A suitable Linux instance to be used as the VE license server. This instance must run
i. in a supported cloud environment,
ii. in a supported VMware environment, or
iii. on a supported physical server.
2. Correct firewall settings
3. The VE-capable Charon emulator software

a. For general VE mode: must run on a Charon host with appropriate network access to the VE license server (see restrictions for VMware
environments in the section Charon VE-Capable Emulator and Management Software below).

b. For AutoVE mode: a Charon instance launched from a compatible Automatic Licensing marketplace image. Please note that the AutoVE
definitions must be added before the first launch of such an instance.

These requirements are described in more detail below.

VE License Server Package

The Charon VE License Server package is delivered as an RPM package. Stromasys or your Stromasys VAR will provide you with the software or a
download link.

Package name:
|'i cense-server-<version>.rpm

Where <version> indicates the version of the software, for example, 2.0.1.
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Linux Instance for the License Server

The license server package must be installed on a supported Linux instance. This instance can run in a supported cloud, in a supported VMware
environment, or on a physical host.

Currently Supported Cloud Providers

At the time of writing, the following cloud providers are supported by the VE license server:

Amazon AWS

Oracle Cloud Infrastructure (OCI)
Microsoft Azure

Google Cloud Platform (GCP)
IBM cloud

Nutanix AHV

Please refer to your cloud provider's documentation for configuring and launching an appropriate instance. A description of the basic steps of launching a
cloud instance can be found in Additional Information and in the cloud-specific Getting Started guides on the Charon-SSP and Charon-PAR
documentation pages.

Depending on the cloud environment, Stromasys may offer prepackaged Charon VE images on selected cloud marketplaces. Such images include the
Charon VE-enabled emulator software (already installed) and the VE License Server RPM package (can be installed optionally). An instance launched
from a prepackaged image can also be used as a VE license server. Newer versions of Charon-SSP AL marketplace images also contain the VE License
Server RPM that can be installed optionally.

Currently Supported VMware Platforms and Requirements

Below are the VMware Platforms supported by the VE license server at the time of writing, and the associated requirements:

Requirements for direct ESXi host binding

The VE license server must run in one of the VMs on the ESXi server.

Any Charon emulator using the VE license server must run either on the same VM as the VE license server or on a VM running on the same
ESXi host.

ESXi/vSphere version 6.5 and above.

Valid license that supports the vSphere API feature. Otherwise the license server fails to start with the message
Failed to detect ESXi/vCenter Server.

Ports 443 (TCP) and 902 (TCP, UDP) on the ESXi system must be accessible to the VE license server host.
100 MB of free disk space on the ESXi server to be used by the VE license server host.
User and password on the ESXi/vSphere host used for the binding between license server and ESXi/vSphere host.

The user used in the esxi_bind command must have at least the following permissions that are assigned via a custom role definition (please note that
the permission paths/names can be slightly different depending on the vSphere version):

® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk
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Requirements for vCenter Server binding

The VE license server must run in a VM on one of the ESXi systems managed by the vCenter Server.

Any Charon emulator using the VE license server must run either on the same VM as the VE license server or on a VM on an ESXi host
managed by the same vCenter Server.

vCenter Server version 6.5 and above.

Valid license that supports the vSphere API feature. Otherwise the license server fails to start with the message
Failed to detect ESXi/vCenter Server.

Ports 443 (TCP) and 902 (TCP, UDP) on the vCenter system must be accessible to the VE license server host.
100 MB of free disk space on the vCenter Server to be used by the VE license server host.
User and password on the vCenter Server used for the binding between license server and vCenter Server.

The user used in the esxi_bind command must have at least the following permissions that are assigned via a custom role definition (please note that
the permission paths/names can be slightly different depending on the vSphere version) :

® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk

Please note: vMotion for the virtual machine running the VE license server can only be used if the license server binds to the vCenter Server. The target
system must be managed by the same vCenter Server.

The VE license server for VMware environments has also been tested successfully in a Google GCVE (Google Cloud VMware Engine) environment.
Please contact Stromasys to discuss your requirements if you need this product combination.
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Currently Supported Physical Servers

At the time of writing, the following physical platforms are supported by the VE license server:

® Modern Intel x86 or AMD platform with sufficient resources for the required Linux operating system

Linux Host Requirements for the VE License Server

The Linux system on which the VE license server runs must fulfill the requirements described below.

Linux Hardware and Software requirements

Software requirements for the VE License Server itself:

® Red Hat, CentOS, or Oracle Linux (64-bit) versions 7.x or 8.x
® Rocky Linux 8.1-8.5

Basic hardware requirements (cloud instance capabilities or VMware host configuration) for running only the license server:

Must be sufficient for the selected Linux operating system.

Additional hardware requirements (cloud instance capabilities or VMware host configuration) for running the emulator software on the same

sxstem:

If the license server is combined with the Charon emulator software on the same instance, the instance used must satisfy the requirements
of the Charon emulator host and all instances that will run on it. Please refer to your product-specific documentation for more information:

® For Charon-SSP, refer to the Charon-SSP user's guide of your emulator version for details (see Charon-SSP for Linux).
® For Charon-PAR, refer to the Charon-PAR user's guide of your emulator version for details (see Charon-PAR documentation).

Additional Linux Host Requirements for AWS cloud (for VE license server versions < 1.1.23)

Only required for VE license server versions earlier than 1.1.23.

In the AWS cloud, an |IAM role allowing the ListUsers action (IAMReadOnlyAccess in the example below) must be attached to the VE license server
instance. This can be done during the launch of the instance as shown in the sample below.

Step 3: Configure Instance Details

Capacity Ressraation (| Open ¥ 3 Create new Capsciy Reservason

Alternatively, the role can be set/changed by selecting the instance, right-clicking on it, and selecting Security > Modify IAM Role (in the older AWS
console, use the Action menu). If such a role has not yet been defined, please refer to Creating and Attaching an AWS IAM Role (versions < 1.1.23 only)
and to the documentation provided by AWS for additional information.

Additional Linux Host Requirements for IBM cloud

For the VE license server to work properly in the IBM cloud, an API key must be created and installed. Please refer to Creating and Installing an IBM API
Key.
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Firewall Considerations

Communication Between License Server and Client Systems

Any intermediate firewall as well as the cloud-specific subnet and instance security settings must permit the necessary ports for the appropriate source
systems:

® Basic license operation
The TCP port that is used by the license client to access the license must be permitted on the license server, and by any intermediate firewall.
Default: TCP/8083; an alternative port can be configured in /opt/license-server/config.ini.

® Access to license server web interface

® The TCP port used by remote systems to web-based management interface must be permitted on the license server, and by any
intermediate firewall.
Default: TCP/8084; an alternative port can be configured in /opt/license-server/config.ini.

® TCP port 80 must be available to the license server to redirect HTTP requests to HTTPS. For remote connections, the port must also be
permitted through intermediate firewalls. Starting with version 1.1.25, redirection (and thereby use of TCP port 80) can be enabled or
disabled in /opt/license-server/config.ini.

® |mportant: at the time of writing, the web-server component of the license server applications will not start if a port required by the web
server is already used by another application. This will also prevent the licensing component from starting.

See Additional Configuration Options - the config.ini File.
See Cloud-Specific Firewall Information for an overview about the traffic filtering mechanisms used in the different cloud environments.
Simplified sample commands if firewalld is used on the Linux system:

# firewal | -cnd --permanent --zone=public --add-port=8084/tcp

# firewall-cnd --permanent --zone=public --add-port=80/tcp

# firewall -cnd --permanent --zone=public --add-port=8083/tcp

# firewal |l -crnd --rel oad

® The default zone name can be found with the command fi rewal | -cnd - - get - def aul t - zone, a list of all zones can be displayed with the
command firewal | -cnd --get-zones.

® The parameter --permanent writes the command to the respective firewalld configuration files. To add the command to the running firewall, re-run
it without the parameter --permanent.

® The simplified sample above does not limit the source IP address to the addresses of the license clients. This would require a more sophisticated
configuration. Please refer to the documentation of your Linux system.

Communication between Primary and Backup AutoVE License Servers

When AutoVE mode is used, the primary and backup license servers can synchronize their database of registered clients. The TCP port for this
synchronization must be permitted on both servers. Default: TCP/8085; an alternative port can be configured in /opt/license-server/config.ini.

Communication Between License Server and Cloud Infrastructure

The license server must be able to access information provided by the cloud infrastructure. In particular, it must be able to communicate with the following
addresses/systems:

® The metadata server of the cloud environment (169.254.169.254) on AWS, Azure, OCI, and GCP
® |frunning a VE license server version before 1.1.23 on AWS, the host iam.amazonaws.com
® |f running on GCP there are the following additional requirements:

® Access to the host www.googleapis.com.

® Service account and role assigned to the instance that allow access to the APl and metadata server.
This is normally provided by the Compute Engine default service account and the Default access scope in the Identity and API
access section. Do not change the default assignment unless know how to assign the required permissions in a custom configuration. If
the permissions are not correct, the fingerprint creation will fail with Failed to retrieve instance document.

® |f running on the IBM cloud, the hosts iam.cloud.ibm.com and resource-controller.cloud.ibm.com

Any intermediate firewall as well as the cloud-specific subnet and instance security settings must permit communication with these systems for the VE
license server to function properly. See Cloud-Specific Firewall Information for an overview about the mechanisms used in the different cloud
environments, and your Linux firewall documentation for any Linux specific questions.

The license server system must have an appropriate DNS configuration to look up the IP addresses of the hostnames listed above.
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Communication Between License Server and ESXi Host / vCenter Server

The license server must be able to access the following ports on the ESXi host or vCenter Server it binds to: ports 443 (TCP) and 902 (TCP and UDP).

Charon VE-Capable Emulator and Management Software

The VE license server software requires matching Charon emulator software. At the time of writing this support was available for Charon-SSP, and
(starting from version 3.0.6) for Charon-PAR.

Please note:

® The requirements are different for the two modes of a VE license server (general VE or AutoVE). They are described below.
® The protocol versions used by the emulator software and the license server must be compatible. The software checks for compatible protocol
versions and reports an error should there be a mismatch.
® The Charon VE-capable emulator software can run on the same system as the license server or on a separate system with appropriate network
access to the VE License Server. However, there are restrictions in a VMware environment.
® Restrictions for VMware environments:
® |f the license server binds to the ESXi host on which the license server VM runs, any Charon emulator using the VE license server
must run either on the same VM as the VE license server or on a VM running on the same ESXi host.
® |f the license server binds to the vCenter Server that manages the ESXi host on which the license server VM runs, any Charon
emulator using the VE license server must run either on the same VM as the VE license server or on a VM on an ESXi host managed by
the same vCenter Server.

Charon Emulator Packages for VE Licenses (General VE Mode)

The VE licenses are supported by the following products:

® Charon-SSP 4.2.x and later
® Charon-PAR 3.0.6 and later

Stromasys or your Stromasys VAR will provide you with the software or a download link. In certain cloud environments, Stromasys may offer
prepackaged Charon VE images on selected cloud marketplaces. If you use a Charon host in the cloud and the instance was launched from such a
prepackaged image, the required VE-capable emulator software is already installed (refer to the respective cloud-specific Getting Started Guide for more
information).

For detailed information about the relevant installation packages, please refer to the product documentation specific to your emulator product and version:

® For Charon-SSP, refer to the Charon-SSP user's guide of your emulator version for details (see Charon-SSP for Linux).
® For Charon-PAR, refer to the Charon-PAR user's guide of your emulator version for details (see Charon-PAR documentation).

Charon Automatic Licensing Marketplace Images (AutoVE Mode)

If the VE license server is used in AutoVE mode, the license client must be an instance launched from a compatible marketplace Automatic Licensing
image. At the time of writing AutoVE is only supported by Charon-SSP AL marketplace images.

® The AutoVE license server must be defined for the instance before first launch (see Configuring AutoVE Information on the Charon AL Host).
® This support was added in Charon-SSP version 5.3.8 and later images (at the time of writing on AWS, OCI, GPC, and Azure).
® Charon-PAR does not support AutoVE at the time of writing.
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VE License Server Software Installation

If you are not familiar with the installation of RPM packages, please refer to the general Charon user's guide of your product, or your Linux system
documentation.

Please note:

® In versions before 1.0.17, the license server will not start automatically after the initial installation. It will be started once a valid license has been
installed (see Installing a License on the VE License Server).

® When upgrading to version 1.0.24 or above from an older version of the license server, a license update is required due to a change in the
license schema.

® |f you plan to use a primary and a backup license server, the license server software must be installed on both systems.

VE License Server Installation Steps

Perform the following steps to install the VE License Server software:

1. Copy the license server software package to the license server host (if needed):

a. For example, use sftp to connect to the VE license server system.
# sftp -i ~/.ssh/<nykey> <user>@<linux-ip>
where

i. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

ii. <user>is the user associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on AWS, or the

custom user on your VMware virtual machine;
for an instance installed from a prepackaged Charon marketplace image, use the SFTP user charon for Charon-SSP and centos

for Charon-PAR)
iii. <linux-ip> is the ip address of your license server system
b. Copy the software package to the license server system using the following SFTP command:
> put <l ocal -path-to-1icense-server-package>
2. Use ssh to log in on the license server host.
# ssh-i ~/.ssh/<nmykey> <user>@l i nux-i p>
where

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine;
for an instance installed from a prepackaged Charon marketplace image, use sshuser for Charon-SSP and centos for Charon-PAR)

c. <linux-ip>is the ip address of your license server system
3. As a privileged user (root) go to the directory where you stored the installation package and install the package:
a. Become the root user: # sudo -i
b. Go to the package location: # cd <pat h-t o- package-directory>
On an instance installed from a prepackaged Charon-SSP marketplace image, the installation package is stored
under /charon/storage)
c. Install the package:
i. Linux7.x:# yuminstall |icense-server*.rpm
ii. Linux8.x:# dnf install |icense-server*.rpm
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Below, you find the sample output of an installation (version 8.x of the supported Linux distributions; assuming that the RPM is in the current working
directory):

# dnf install |icense-server-2.0.1.rpm
Last netadata expiration check: 0:19:36 ago on Di 03 Mai 2022 13:20:02 CEST.
Dependenci es resol ved.

Package Architecture Version Reposi tory Si ze
Instal l'ing:
| i cense-server x86_64 2.0.1-1 @omandl i ne 53 M

Transaction Summary

Install 1 Package

Total size: 53 M

Installed size: 85 M

Is this ok [y/N: y

Downl oadi ng Packages:

Runni ng transacti on check
Transacti on check succeeded.
Runni ng transaction test
Transaction test succeeded.
Runni ng transaction

Preparing : 171
Running scriptlet: |icense-server-2.0.1-1.x86_64 171
Installing : license-server-2.0.1-1.x86_64 1/1
Running scriptlet: license-server-2.0.1-1.x86_64 1/1

Created symink /etc/systend/system nulti-user.target.wants/|icensed.service /etc/systend/ systenilicensed. service.
Verifying : license-server-2.0.1-1. x86_64 171

Install ed:
license-server-2.0.1-1.x86_64

Conpl et e!

VE License Server Post-Installation Tasks

After the installation, it is strongly recommended to change the default password of the web GUI. Please refer to VE License Server Web-based
Management GUI for more information.

© Stromasys 1999-2022 20/ 142



Charon VE License Server 2.0 | User's Guide Version 2 | 09 September 2022

Charon VE-Capable Emulator Software Installation

The Charon emulator software can be installed as a standard installation based on installation packages provided by Stromasys, or (in supported cloud
environments) be provided as a marketplace image from which a Charon emulator host instance can be launched.

The detailed host requirements, the installation, and the management of the Charon emulator software are described in the user's guides of the
respective products and versions.

For a standard Charon emulator installation, please refer to the following resources on the Stromasys product documentation page:

® For Charon-SSP, refer to the Charon-SSP user's guide of your emulator version for details (see Charon-SSP for Linux).
® For Charon-PAR, refer to the Charon-PAR user's guide of your emulator version for details (see Charon-PAR documentation).

To launch a Charon emulator host instance from a prepackaged VE or AutoVE enabled marketplace image, please refer to the cloud-specific
information in the appendix or your cloud-specific Getting Started guide.

® A prepackaged VE image will provide a Charon emulator host suitable to use a VE license server operating in general VE license mode.

® A prepackaged AL (Automatic Licensing) image will provide a Charon emulator host suitable to use a VE license server operating in AutoVE
mode.

® Please note: not every cloud environment will offer one or both types of prepackaged marketplace images. Please refer to the cloud-specific Getti
ng Started guide of your product, or contact your Stromasys representative to check the availability.
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Important Information to Protect the License Validity
Overview - Requesting and Installing a License
License Installation Using the Command-Line
®  Running the esxi_bind Command (VMware environment only)
B Collecting the Fingerprint Data on the License Server
B Sending the C2V File to Stromasys and Receive License Data File
B |nstalling the License Data on the License Server
®  Verifying License Installation and License Content
B Checking the License Server Log file
B Using the license_viewer Program to Display the Content of a License
B |icense Installation Using the Web Interface

Important Information to Protect the License Validity

Certain actions can invalidate your license. Therefore, once you have installed your license, please note the following points:

For cloud deployments: if supported by the cloud provider, the VE license server instance can be moved to a different subnet, as long as the original
instance can be moved.

It is also possible to backup and restore (to the same instance) the license server data. Please note: it is not possible to use such a backup to revert to a
previous license version.

However, the following actions will invalidate the license:

1. All supported VE license server platforms:

Copying the license server data to a different instance.

Seriously damaging the root filesystem of the license server system.
Re-installing the license server system.

Copying the virtual machine on which the license server runs. This includes cloning a virtual machine, or recovering a backup into a new
virtual machine.

® Changing the number of CPU cores of the license server system.
2. VMware VE license server platforms:
® Restrictions from point 1 above.
® |f the license server is bound to the ESXi host: using vMotion on the VM in which the VE license server runs.
® |f the license is bound to a vCenter server:
® Using vMotion to move the VM in which the license server runs to a system not controlled by the same vCenter.

® Restoring the license server from a backup or snapshot and rebinding the restored license server to a new vCenter server (e.g.,
DR case).

® Changes to the API interface of the ESXi host or vCenter Server.

® The license can become temporarily unavailable if the user credentials or address information recorded by esxi_bind are changed. In
this case, esxi_bind must be run again to define the correct user credentials and address information.

3. AutoVE license server platforms:
® Restrictions from point 1 above.

® Charon emulator host instance register with their license server only once at start.
This is recorded on the license server in /opt/license-server/instances.db.
If this file is lost, the license is not invalidated from the license server's point of view, but it can no longer be used from the Charon host
instances as they will not register a second time. The Charon host instances would have to be recreated (fresh instance launch from a
supported marketplace instance). Therefore, it is very important to backup up the instance database file. If a peer license server is used,
the databases are synchronized between the two servers providing another level of data backup.

4. Physical VE license server platforms:
® Restrictions from point 1 above.
® Replacing the boot disk (i.e., the disk on which the operating system is installed).

If your license is invalidated for whatever reason and you cannot revert the action that caused the invalidation, you must request a new license from
Stromasys. Therefore, planning your license infrastructure should include a backup license server to insure continuity until you received your new
primary license.
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Overview - Requesting and Installing a License

Overview of the basic steps to request and install a license:

® VMware only: for the first license request in a VMware environment, or if the binding data has changed, use the esxi_bind command to bind the
license server to its ESXi host or vCenter Server.

Collect the fingerprint (the customer-to-vendor - or C2V - file) on the license server and (if applicable) the backup license server.
Send the fingerprint data to Stromasys.

Stromasys will send you a license. This is a V2C file with the license data and a text file with human readable license content.
Install the license data (the vendor-to-customer - or V2C - file) on the license server and (if applicable) on the backup license server.
Verify the license installation.

These basic steps are described in more detail below.

License Installation Using the Command-Line

The following sections will show how to perform a license installation on the VE license server. Alternatively, you can use the web-based GUI (see VE
License Server Web-based Management GUI)

Running the esxi_bind Command (VMware environment only)

The esxi_bind command sets up the necessary communication connection between the VE license server and the ESXi host / the vCenter Server.
It must be run on the license server (and the backup license server, if applicable):

once before the first license is requested, and

again should the user credentials, the password, or the address data for the access to the ESXi host / the vCenter Server change. Please make
sure that the password of the selected user account does not automatically expire after a certain time period. This would cause disruptions in the
license server operation and make it impossible for clients to receive their license.

Perform the following steps:

1. Use ssh to log in on the license server instance (assuming that username/password login is possible for an on-premises VMware installation).
# ssh <user>@license-server-ip>
where

a. <user> is the user for interactive login associated with your license server system
b. <license-server-ip> is the ip address of your license server system

2. Become the privileged user on the license server and run the esxi_bind program.
a. Become the root user: # sudo -i

b. Run the esxi_bind program:
# /opt/license-server/esxi _bind -a <address> -u <usernane> -p <password>
where

i. <address>is the IP address of the ESXi host or vCenter Server
ii. <username> is a user on the ESXi host or vCenter Server (see notes below).
iii. <password> is the password of the user
3. If the command is successful, it will create the file /opt/license-server/config.ini containing the connection data (the password is encrypted).

Important notes regarding the user on the ESXi host or the vCenter Server:

1. The username on the vCenter Server can take different forms:

® Simple username
esxi_bind parameter example: -u myuser nane

® Username includes a domain name in one of the following two formats:

® <domain>\<username>
esxi_bind parameter example (quotes are mandatory): -u ' nydomai n\ myuser nane'

® <username>@<domain>
esxi_bind parameter example: -u myuser nane@rydonai n

2. The user must have at least the following permissions:
® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk
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Please note: if username and/or password contain Unix shell meta-characters, these characters must be escaped (enclose the string in single quotes, or
add a backslash character in front of the meta-character).

Collecting the Fingerprint Data on the License Server

The fingerprint is collected on the license server using the c2v utility.
Perform the following steps to collect the fingerprint on the license server and (if applicable) the backup license server:

1. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@l i cense-server-ip>
where

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine or your physical server;
for an instance installed from a prepackaged Charon supported marketplace image, use sshuser for Charon-SSP and centos for Charon-
PAR)

c. <license-server-ip> is the ip address of your license server system
2. Become the privileged user and run the c2v program.
a. Become the root user: # sudo -i

b. Run the c2v program: # /opt/license-server/c2v [-a] --filename <ny-file> c2v --platform <ny-platforne
where
i. The optional - a parameter creates the fingerprint for a AutoVE license. Regular VE mode and AutoVE mode are mutually
exclusive.
ii. <my-file>.c2v is the path and name under which you want to store the fingerprint. The file type is C2V (customer-to-vendor)

iii. <my-platform> indicates the platform on which the license server runs (possible values: physical, aws, oci, gcp, azure, ibm, nu
tanix, or esxi; for AutoVE: aws, oci, gcp, azure)

3. Copy the resulting C2V file to your local system (unless you can send email from the license server system).

Sending the C2V File to Stromasys and Receive License Data File

Stromasys or your Stromasys VAR will provide you with an email address to which you should send the C2V file you created in the previous step.
Please also indicate the following:

® License requirements based on your contract with Stromasys (product version, number of concurrent instances, is this the main or the backup
license, etc.).

® Do you require a license with or without a passphrase (can be selected per product section)?
® The use of a passphrase requires VE license server versions 1.1.x and higher.
® The use of a passphrase requires Charon-SSP emulator versions 4.3.x and higher.
® For Charon-PAR, a passphrase is mandatory. It is required to identify the correct license section.
® Do you require an AutoVE license?
® Available starting with VE license server version 1.21 for supported cloud-specific Automatic Licensing marketplace images.

In response, you will receive a so-called V2C (vendor-to-customer) file which contains the license data. The content of the license (type of emulated
hardware, expiration date, number of concurrent instances, etc.) depends on your contract with Stromasys. You may also receive a text file containing the
license content in human readable form.
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Installing the License Data on the License Server

The license data is installed on the license server using the v2c utility.
Perform the following steps to install the license on the license server (if a backup license server is to be used, it needs its own license):

1. Copy the V2C file to the license server (e.g., with SFTP).

2. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@l i cense-server-ip>
where

a. <mykey> is the private key of the key-pair you associated with your license server instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine or you physical server;
for an instance installed from a prepackaged Charon supported marketplace image, use sshuser for Charon-SSP and centos for Charon-
PAR)

c. <license-server-ip> is the ip address of your license server system
3. Become the privileged user and run the v2¢ program.
a. Become the root user: # sudo -i

b. Run the v2c program: # /opt/|icense-server/v2c -f <ny-file>. v2c
where <my-file>.v2c is the path and name under which you want to store the fingerprint. The file type is V2C (vendor-to-customer).

After the installation of the V2C file, the license server will be restarted.
Please note:

® Please note that to install a license with a new license ID (or another changed static parameter - see below), the old license must first be
removed in an additional step (see Removing a License from a VE License Server in the applicable VE License Server Guide).

® |n versions before 1.0.17, the license server will not start until a valid license has been installed.

The following example shows the initial installation of a V2C file:

$ sudo /opt/license-server/v2c -f nylicense.v2c
<<V2C>> Coing to inport "nylicense.v2c" ...
<<V2C>> Inported "nylicense.v2c" successfully.
<<V2C>> Restarting license server ...

<<V2C>> Done

If the V2C file installed is an update to an existing license, the v2c command will first show the difference between old and new license and wait for the
user confirmation before proceeding with the update.

Verifying License Installation and License Content
Checking the License Server Log file

Check the license server log file to see if the server started successfully or reported an error. Use the following command (as the privileged user):
# cat /opt/license-server/log/license.log

The log should indicate that the license server is ready to serve licenses.
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Using the license_viewer Program to Display the Content of a License

The license server provides a license_viewer program to view the content of the license. To run it, use the following command (as the privileged user):

# /opt/license-server/license_viewer

The following sample shows the output for several different licenses:

Regular VE license on AWS

# /opt/license-server/license_viewer

<<Li cense Viewer>> Current |icense:

Li cense Fingerprint: 07792211f c8ce3f dc085
Cust oner Nane: Stronasys

Li cense I D: 01.00000001. 002. 020

Key Type: NORMAL

Pl atform amazon. aws

Rel ease Date: 2021-06-17 13:08:01

Grace Period: 120 minutes

Li cense Check Interval: 60 mnutes

<truncated>

Virtual
Product Code:
Expiration Date:
Maj or Version: 5
M nor Version: 3
Maxi mum CPU. 64

Maxi mum Virtual Menory: 1048576MB
I nstances Al lowed: 3

Har dwar e: Char on- SSP/ 4M Char on- SSP/ 4U
Char on- SSP/ ALL
2021-12-22 23:55:00

Countdown license on physical server

<<Li cense Viewer>> Current |icense:

Li cense Fingerprint: 5f9d9of 13f 390e3b071 <truncated>
Cust onmer Nane: Stromasys

Li cense I D: 01.00000001. 002. 194

Key Type: COUNTDOMWN

Expiration Date: 240 hour(s)

Pl at form physi cal . machi ne

Rel ease Date: 2021-07-29 09:06: 15

Grace Period: 480 ninutes

Li cense Check Interval: 60 minutes

Virtual Hardware: Charon-SSP/4U
Product Code: test

Maj or Version: 5

M nor Version: 3

Maxi mum CPU:. 4

Maxi mum Virtual Menory: 10240MB

I nstances Al |l owed: 4
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Regular VE license on physical server
# lopt/license-server/license_viewer

<<Li cense Viewer>> Current |icense:

Li cense Fingerprint: 07792211f c8ce3fdc085 <truncated>
Cust omer Nanme: Stromasys

Li cense | D: 03.00000003. 002. 006

Key Type: NORMAL

Pl atform physical . machi ne

Rel ease Date: 2021-12-08 13:18:32

Grace Period: 120 mnutes

Li cense Check Interval: 60 m nutes

Virtual Hardware: Charon-PA9-64-L1
Product Code: CHPA9-64-L1-1P
Expiration Date: 2022-06-08 23:55: 00
Maj or Version: 3

M nor Version: 0

Maxi mum CPU: 1

Maxi mum Virtual Menory: 2048MB

I nstances Allowed: 10

Passphrase: 77U8- HXR9- VUFK- 1B9V

AutoVE license on AWS

<<Li cense Viewer>> Current |icense:
Li cense Fingerprint: 5aaa364f 9f c602323eaab2c <truncat ed>
Cust omer Nanme: Stronmasys

Li cense | D: 03.00000003. 002. 007

Key Type: NORVAL

Expiration Date: 2022-02-14 23:55:00

Platform anazon. aws

Rel ease Date: 2021-07-27 10:42: 44

Grace Period: 1440 m nutes

I nstances Allowed: 3

Aut o License: true
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The license contains a key-specific section and one or more product-specific sections. Please note that the product-specific section is mostly not
applicable to AutoVE licenses as this license is based on the number and configuration of the cloud-based host instances.

Important key-specific license parameters:

Parameter
Platform
Release Date

Customer Name

License ID

Key Type

Expiration Date

Grace Period

License Check
Interval

Explanation
The platform for which the license has been created. This parameter cannot be changed by a license update.
Date on which the license has been issued.

The owner of the license. This parameter cannot be changed by a license update. If a change is required, the existing license
must be removed before creating a new fingerprint.

In older versions, the license ID changed if the license server software was reinstalled; in newer versions, it will remain
unchanged as long as the license server host instance is not re-installed. This parameter cannot be changed by a license update.
If a change is required, the existing license must be removed before creating a new fingerprint.

Possible values:

® NORMAL - time-limited or perpetual license

® COUNTDOWN - limited to a certain number of emulator runtime hours. The countdown starts, when the first emulator logs in
to the license, and stops again when the last emulator disconnects from the license.

Possible values:

® License expiration date (for Key Type = NORMAL)

® Configured number of emulator runtime hours (for Key Type = COUNTDOWN). The remaining hours can be seen in the web
interface of the license server and the emulator log file.

Time in minutes the emulator can run after the license used by the emulator has timed out or disappeared. Configured by
Stromasys when creating the license (default: 2 hours for general VE, 24 hours for AutoVE).

Frequency with which the emulator will check the license availability and validity (1 hour).

Important product-specific license parameters (most parameters not applicable to an AutoVE license):

Parameter

Virtual Hardware

Product Code

Expiration Date

Explanation
The emulated hardware covered by this product section.
The product code covered by the license.

The expiration date.

Major Version and Minor The major and minor product versions.
Version
Maximum CPU Defines the maximum number of CPUs in an emulated system (emulated SPARC in the example).

Maximum Virtual Memory Defines the maximum amount of RAM in an emulated system.

Instances Allowed

Passphrase

© Stromasys 1999-2022

General VE mode: defines the maximum number of concurrently running emulated systems.

AutoVE mode: defines the maximum number of concurrently active AL cloud instances using the AutoVE license server.

Defines the passphrase that must be configured on the license client system. This is optional for Charon-SSP, but
mandatory for Charon-PAR.
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License Installation Using the Web Interface

The license server provides a web interface to display important license characteristics, to display license client systems, and to enable license updates.

It is accessed using the URL htt ps: // <l i cense-server-i p>: <web- gui - port > where

® Jicense-server-ip is the address or the name of the VE license server, and
® web-gui-port is the port on which the web-server runs (default 8084).

Using justhttp: // <l i cense- server - i p> will cause a redirection to the configured HTTPS port (access to TCP port 80 required).

Prerequisite: access to TCP port 8084 of the license server (or an alternative port configured in the file /opt/license-server/config.ini file) must be possible.

The following image shows sample output of a general VE license for SSP:

CBEnt List

Jpdate License WVE License Server: w1.1.13, Bulld Time: Aug 27 2021 11:35:05

License 1D:
Platform:

/032.00000003.002.006
lphysical.machine

Customer Name:
License Type:
Protocol Version:

;k!m'nu:n
MORMAL
2.0

Release Dabe:

A0=[ul-203 L{LITCH

Grace Period:
License Fingerprint:

120 minutes
232bAE063M6TE402 5dead ST 10eb9 1 Shebl82 Tef332c4M42 1432338573705

Product Section:
wirtual Hardware:

1
(Charan-S5P4 M, Charan-55PrU, Chanan-55PAU+ Charon-S5P4Y, Charon-S5PaY +

Product Code:
Explration Date:
Major Version:

[Charon-5SPYALL
:ﬂ?- Feb-2022(UTChH
|5

Minor version:
Mlacimum CPU:

2
hd

Faximum virtual Memory: .!]I:IﬂﬂflTﬁ

Instances Allowed:

The first section of the samples shows the basic characteristics of the license. The Product Section shows the licensed products and their characteristics.

See VE License Server Web-based Management GUI and Additional Configuration Options - the config.ini File for more information.
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The Charon host (for AutoVE) or the Charon emulator (for general VE) must be configured with the information needed to find the VE server(s).

The license server address, and optionally, a passphrase must be configured on the Charon host system:

® General VE mode: this configuration must be made for every emulated system that is to use the license server. This configuration can be
performed via the configuration file or (for Charon-SSP) via the Charon Manager.

® AutoVE mode: this configuration must be made for the Charon host system before the first launch of the instance. This is currently only available
for Charon-SSP cloud instances launched from supported AL marketplace images (Charon-SSP version 5.3.8 or higher).

The following sections describe this configuration.

® VE License Server - General VE Mode
® Charon Host System - Configuring the AutoVE Server Information
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VE License Server - General VE Mode

Every VE-enabled Charon emulator must be configured with the information how to reach the primary VE license server and - if applicable - also the
backup license server. If the license is protected by a passphrase, this passphrase must also be configured. These steps are described in the following
sections:

® Charon-SSP Configuration
® Configuring the License Server Details Using the Charon Manager
® Configuring the License Server Details in the Configuration File
® Configuration File Location
® Adding the License Server Details to the Configuration File
® Additional Information
® Charon-PAR Configuration

-SSP Configuration

Configuring the License Server Details Using the Charon Manager

To configure the license server details using the Charon Manager, perform the following steps:

1. Start the Charon Manager and log in to your Charon-SSP host system. Please refer to the user's guide of your Charon-SSP product for details.
2. Select the emulated SPARC system from the list of VMs on the left and click on Edit Virtual Machine to open the configuration window:

Vst Machine - Toots HEIp ﬁ

"."'Hunﬁ: Summary | Log | Console

t Hardware model:  SUN-4U

Virtualization mode; Emulation
irtual CPUs: 1

DIT optimization:  Client 2T
DIT page size: 480 KB

FF boost ratic: 0
Power options: Balanced
Memory: 1GB

Memory allocator:  malloc
Graphics card: Disabled

TTYA: Telmet, 9000
TTYE: Disabled
Audic: Disabled

MNWRARM: Disable auto-boot: off
Eth - Disabled

Edit Virtual Machine Run Virtual Machine

4U-1 is nat running

3. In the configuration window, select the license configuration section:
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Virtual Machine Settings X
Device .'\..I:I"'u.l'l.' L|CEH5:E
Model  SUN-4U HASE:
CFU 1 )
_ Reqular license 10:
oI Client T
Memory 1GB

Backup license |Dx
Graphics  Disabled

SCSI Disabled

TIYA 9000 Primary license server. B
TTYB Disabled

TIfX  Disabled Passphrase: =
GPIB Disabled

Audio Disabled Backup license server: ®
UsE Disabled

Ethermet enplsB Passphrase: o
NVRAM Public Cloud:

Nothing has to be set.

Log 4U-2.log

OK Cancel

Enter the following data into the Virtual Environment section of the license configuration pane:

® Primary license server: the format of this field is <ip-address>[:<port>]. Where

® <jp-address> is the name or address of the primary license server (use localhost or 127.0.0.1 if the license server is on the same system
as the emulator),

® <port>is the TCP port on which the license is served (if not specified, the default port 8083 will be used).

® Backup license server: if you have a backup license server (supported in Charon-SSP version 4.1.19 or later), add the IP address, and, if not-
default, the TCP port of the backup server in this field. The format is the same as for the primary license server. The backup server typically
provides a license limited to a certain number of runtime hours should the primary server become unavailable. If all valid licenses are lost or
removed while an emulator is running, there is a grace period (configured on the license; default: 2 hours). The grace period is the time period
during which the emulator continues to run after its license has been lost or removed. If there is no valid license after the grace period ends, the
emulator will stop (this could cause data loss for a running guest system).

® Passphrase fields: the passphrase authenticates the license client to the the license server. It is defined when the license is created by
Stromasys. Please let Stromasys know if you require a license with or without a passphrase (can be selected per product section); passphrases
are supported in emulator versions 4.3.x and higher. If your license was created with a passphrase, enter the passphrase in the corresponding
fields. You will find the passphrase on the license server in the output of the license_viewer program. If the license contains more than one
product section, there will be a passphrase for each product section. Select the one defined for the product section the emulator instance will use.

4. Click on OK to save the configuration. It will become active at the next start of the emulator.

Configuring the License Server Details in the Configuration File

If your Charon-SSP host system allows command-line access, you can manually edit the configuration file of an emulated SPARC system. This section
only describes the license server parameters. Please refer to your general Charon-SSP user's guide for a full documentation of the configuration file
options.

Configuration File Location

The default location for the configuration files is in /opt/charon-agent/ssp-agent/ssp/<architecture>/<vmname>/<vmname>.cfg.
In the above path

® <architecture> stands for sun-4m, sun-4u, or sun-4v,
® <ymname> stands for the name of the emulated SPARC.

However, if the Charon-SSP system is managed without the GUI, the user can decide where to store the emulator configuration files.
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Adding the License Server Details to the Configuration File

To add the license server |IP address to the configuration file, perform the following steps:

1. Log in to the system as the privileged user.

2. Open the configuration file with a text editor
(the default location is in /opt/charon-agent/ssp-agent/ssp/<emul-architecture>/<emul-sparc-name>/) where
<emul-architecture> stands for sun-4m, sun-4u, or sun-4v.

3. Locate the [license] section (if it does not exist, add it).

4. Add the parameter
server = <license-server-ip-address>[:<port>]
to the section, where

a. <license-server-ip-address> is the IP address of the license server, and
b. <port>is the TCP port on which the license is served (if not specified, the default port 8083 will be used).

5. Optionally, add a backup license server. The backup server typically provides a license limited to a certain number of runtime hours should the
primary server become unavailable.
Relevant parameter:
backup_server = <backup-license-server-ip-address>[:<port>]
to the section, where

a. <backup-license-server-ip-address> is the IP address of the backup license server, and
b. <port>is the TCP port on which the license is served (if not specified, the default default port 8083 will be used).

6. If defined on the license, add the license passphrase. The passphrase provides an authentication of license client to license server. The correct
values for <primary-license-server-passphrase> and <backup-license-server-passphrase> can be found in the license_viewer output of the
license server. If there are several product sections on the same license, be careful to select the passphrase associated with the correct product
section. Relevant parameters:

a. server_key = <primary-license-server-passphrase>
b. backup_server_key = <backup-license-server-passphrase>

7. Save the configuration file.

8. At the next restart of your emulator instance, the configuration becomes active.

Additional Information

Depending on your Charon-SSP product, the Charon Manager will show additional license management tools. In particular the following:

® Primary and backup license configuration under HASP in the license configuration section.
® HASP Tools in the Tools menu.

Please note: These tools are not relevant for Charon-SSP VE licenses. The same is true for the license management command-line tools hasp_srm_viev
and hasp_update that are installed with the Charon Agent.
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Charon-PAR Configuration

For Charon-PAR, the configuration of primary and (optionally) backup license server must be entered into the emulator configuration file using a text
editor.

Relevant parameter:

license_key_ id "VE://<license-server-|P>[:<port>]/<passphrase>/"
Where the following parameters are used:

® <Jicense-server-IP>: the IP address of the VE license server (127.0.0.1 if the VE license server is on the same host).
® <port>: the TCP port on which the license is served (if not specified, the default port 8083 will be used).
® <passphrase>: the passphrase of the correct product section on the license. This is required for the emulator to identify the correct section.

To configure a backup license server, repeat the line, but with the address and passphrase of the backup license server. The first line is treated as the
primary server, the second as the backup server.

Please note: the parameter | i cense_i d "<product -1 i cense- nunber>" which is used by Sentinel HSAP licensing to identify the correct product
section is not supported by the VE license server. If it is in the configuration file, comment it out.
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The AutoVE mode is an extension of the Automatic Licensing configuration available for selected cloud marketplaces.

Important restrictions:

® At the time of writing, AutoVE mode for Charon products is only available when using an Automatic Licensing (AL) Charon-SSP marketplace
image on AWS, GCP, OCI, or Azure (minimum version 5.3.8) to create a Charon host instance.

® The AutoVE license server information must be configured before the Charon host instance is first launched. The information can be changed

later, but once the host system has connected to a public license server in the selected cloud, it cannot be reconfigured to use an
AutoVE server (and vice-versa).

The following sections will discuss the AutoVE configuration for a Charon host system:

® Charon AL Host Instance on AWS

® Configuring the AutoVE Server Information at AWS Instance Launch

® Changing the AutoVE Server Configuration After AWS Instance Launch
® Charon AL Host Instance on OCI

® Configuring the AutoVE Server Information at OCI Instance Launch

® Changing the AutoVE Server Configuration After OCI Instance Launch
® Charon AL Host Instance on GCP

® Configuring the AutoVE Server Information at GCP Instance Launch

® Changing the AutoVE Server Configuration After GCP Instance Launch
® Charon AL Host Instance on Azure

® Configuring the AutoVE Server Information at Azure Instance Launch

® Changing the AutoVE Server Configuration After Azure Instance Launch
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Charon AL Host Instance on AWS

Configuring the AutoVE Server Information at AWS Instance Launch

Please note:

® The example below shows the appearance of the AutoVE license server information that is entered as User Data in the Advanced Details
configuration section at the bottom of the Launch an Instance window during the initial configuration of an instance. Scroll down to the bottom
of the configuration window to open and display the user data section in the Advanced Details.

® |n the older GUI version, the Advanced Details section is part of the Configure Instance window - the layout is somewhat different, but the
configuration options are the same.

Enter the information for the AutoVE license server as shown in the example below:

Metadata accessible Info

Enabled v

Metadata version Info

V1 and V2 (token optional) v

Metadata response hop limit infe

Allow tags in metadata info

Select v

User data Info

primary_server=172.31.34.2 35:8033i

User data has already been base64 encoded

Valid User Data configuration options:

® primary_server=<i p-address>[: <port >]
® backup_server =<i p- addr ess>[ : <port >]
where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Changing the AutoVE Server Configuration After AWS Instance Launch

Once an instance has been launched, the AutoVE server information in the User Data can be changed. To do this, use the following steps:

If the instance is running, it must be stopped (cleanly shut down any guest systems running in the Charon emulator before).
Select your instance from the instance list, right-click on it and select Instance settings > Edit user data.
Modify the AutoVE configuration in the user data as needed and click on Save.
Activate the changes:
® Restart the emulator instances and any required guest systems. It can take a minute or two until the change becomes active.

® |f changes are made to the VE license server configuration (e.g., changing the port numbers), the VE license server must also be
restarted.

Please note: removing the AutoVE server configuration completely will not enable the instance to connect to the public license server

Charon AL Host Instance on OCI

Configuring the AutoVE Server Information at OCI Instance Launch

For OCI, you have to enter a cloud-init script at instance configuration in the Advanced Options section.

The following image shows an example:

ZzHide advanced options

Management Availability configuration Oracle Cloud Agent

Instance metadata service ()

Require an authorizalion header
When erabled, appications thal rely on the nglance retadaty sendos (IMDS] musst wse the IMDSY2 endpcint and provide an authodzaton header. All requests

0 IMDE ] e derded, Engbile thiy gefting only f e image soppois BADSVE
Initiakzation script

You can provide a startup script that runs when your instance bools up or restarts, Startup scripts can install software and
updaies, and ensure ihat services are running within the instance.

Choose cloud-inkt script file © Paste cloud-init script

Cloud-init scipt

#lbin'sh
echo "primany_sener=10.10.10.10" » /opticharon-license-sener
echo "backup_server=10.20.20.20° > fopticharon-cense-server

Valid User Data configuration options:

® primary_server=<i p-address>[: <port >]
® backup_server =<i p- address>[: <port >]

where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.

© Stromasys 1999-2022 36/142



Charon VE License Server 2.0 | User's Guide Version 2 | 09 September 2022

Changing the AutoVE Server Configuration After OCI Instance Launch

Once an instance has been launched, the AutoVE server information in the User Data can be changed. To do this, use the following steps:

The Charon host instance must be running.

Log in to the Charon host instance as the root user.

Open the file Jopt/charon-license-server with a text editor.
Modify the AutoVE configuration as needed and save the file.
Activate the changes:

® After cleanly shutting down any running guest operating systems, restart the emulator instances and any required guest systems. It can
take a minute or two until the change becomes active.

® |f changes are made to the VE license server configuration (e.g., changing the port numbers), the VE license server must also be
restarted.

Please note: removing the AutoVE server configuration completely will not enable the instance to connect to the public license server.

Charon AL Host Instance on GCP

Configuring the AutoVE Server Information at GCP Instance Launch

The AutoVE license server information is entered as Custom Metadata. In the initial instance configuration window, go to the bottom where the NETWOR
KING, DISKS, SECURITY, MANAGEMENT... configuration section is located. Open it and select the Management section. Add the Custom Metadata as
shown in the example below:

Metadata

You can set custom metadata for an instance or project outside of the server-defined metadata.
This is useful for passing in arbitrary values to your project or instance that can be queried by
your code on the instance. Learn more

Key * Value
primary_server 127.0.0.7
A
backup_server 10.128.0.3
.
+ ADD ITEM

Valid User Data configuration options:

® primary_server <ip-address>[:<port>]
® packup_server <ip-address>[:<port>]

where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Changing the AutoVE Server Configuration After GCP Instance Launch

Once an instance has been launched, the AutoVE server information in the Custom Metadata section can be changed. To do this, use the following steps:

In the GCP management console, open the details window of your Charon host instance.
Klick on the Edit symbol at the top of the page.

Scroll down to the Custom Metadata section.

Modify the AutoVE configuration as needed and click on Save at the bottom of the page.
Activate the changes:

® After cleanly shutting down any running guest operating systems, restart the emulator instances and any required guest systems. It can
take a minute or two until the change becomes active.

® |f changes are made to the VE license server configuration (e.g., changing the port numbers), the VE license server must also be
restarted.

Please note: removing the AutoVE server configuration completely will not enable the instance to connect to the public license server.

Charon AL Host Instance on Azure

Configuring the AutoVE Server Information at Azure Instance Launch

The AutoVE license server information is entered as instance User Data. In the initial instance configuration window, go to the Advanced section.

® Open it and scroll down to the User Data section.

® Enable the User Data by ticking the checkbox.

User data

Pass a script, configuration file, or other data that will be accessible to your applications througheout the lifetime of the
wirtual machine. Don't use user data for storing your secrets or passwards. Learn mare about user data for Vikds

Enable user data D

® Then enter the correct primary and backup AutoVE servers as shown in the example below:

User data

Pass a script, configuration file, or other data that will be accessible to your applications throughout the lifetime of the
virtual machine. Don't use user data for storing your secrets or passwords. Learn mare about user data for VMs of

Enable user data E

User data = primary_server= 10,2.0.4 o
backup_server=10.2.0.111:9808

Valid User Data configuration options:

® primary_server=<i p-address>[: <port >]
® backup_server =<i p- addr ess>[ : <port >]
where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Changing the AutoVE Server Configuration After Azure Instance Launch

Once an instance has been launched, the AutoVE server information in the User Data section can be changed. To do this, use the following steps:

In the Azure management console, open the Overview window of your Charon host instance.
Find the Configuration option in the left-hand pane and open it.
Scroll down to the User Data section and tick the checkbox that enables editing the data.
Modify the AutoVE configuration as needed and click on Save at the top of the page.
Activate the changes:
® After cleanly shutting down any running guest operating systems, restart the emulator instances and any required guest systems. It can
take a minute or two until the change becomes active.
® |f changes are made to the VE license server configuration (e.g., changing the port numbers), the VE license server must also be
restarted.

Please note: removing the AutoVE server configuration completely will not enable the instance to connect to the public license server.
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Contents

B General Information
B Steps to Transfer a License

General Information

If required, a VE license can be transferred from one license server to another.

Please note:

® This action will invalidate the license on the original license server.
® Only a valid, working license can be transferred.

Steps to Transfer a License

The steps below describe the license transfer to another server:

1. Become the root user on the license server.

2. Export the transfer license from the original license server:
# [opt/license-server/c2v -t <export-file> tfr

You wil

| receive a warning message:
tewe-vml ~]# fopt/ - g r =t x.tfr

i ok o g ok ok ol o ok o o ok ok o o ok o o

ou want to continue?
Fl‘l.E.‘ﬁﬁE‘ 'irlput “'_'r'- 5" to r.'.-:'.nnf'irrn or press any ':'ThE'I' kevs to ﬁhl.':-]'t'_

Confirm by entering the string yes, or abort by entering any other input (submit the input using the RETURN key).

3. Create a C2V file on the destination license server:
# lopt/license-server/c2v -f <destination> c2v -p <platfornme

4. Send both files (the TFR and the C2V file) to Stromasys (email address will be provided by Stromasys).
5. You will receive a V2C file.

6. Import the V2C file on the destination license server:
# lopt/license-server/v2c -f <new v2c>.v2c

7. If the address and/or passphrase of the license server has changed, adapt the configuration of the license client with the new license server data.

For more information about creating a C2V file and installing a V2C file, please refer to Installing a License on the VE License Server.

© Stromasys 1999-2022 40/ 142



Charon VE License Server 2.0 | User's Guide Version 2 | 09 September 2022

Sometimes, it may be necessary to remove a license from a VE License Server.

There are several ways to remove an existing license:

® On arunning VE license server:
1. If anew V2C file with a license update is installed on the license server, the old license will be removed. If a completely new license (e.
g., different license ID / different license owner) is to be installed, the old license must be manually removed (see below) and a new
fingerprint must created.
2. If you initiate a license transfer (c2v -t <fil e- nane>) on a license server, the installed license will be invalidated. See also Transferri
ng a License to Another Server.
® Deinstalling the license server software. After reinstalling the license server software, the old V2C file can be imported to re-install the license
(the fingerprint of the host is not changed by deinstalling and reinstalling the VE license server software). If this is done on an AutoVE server,
back up the client registration database (/opt/license-server/instances.db) before deinstalling the license server software and restore it after
reinstalling the license server software.
® Removing the directory /opt/license-server . After such an action, a new license server installation is needed should the license server be
required again.
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The file lopt/license-server/config.ini offers additional configuration options for the VE License Server.

There are samples of the options in /opt/license-server/config.ini.sample.
The file currently has three sections:

® [esxi]: the parameters in this section are set up by the esxi_bind program. Do not modify them manually.

® [peer]: contains the configuration of a peer license server when running in AutoVE mode. If a peer has been defined, the two license servers
can synchronize their client databases and act as primary and backup AutoVE servers. It contains the following parameters:

® address: IP address of the peer license server
® port: TCP port used to contact the peer server

® passphrase: used to authenticate to the peer server (must be the same as configured on the the license installed on the peer). This use
of the passphrase is different from the client/server authentication when the license server runs in general VE mode.

® [general]: used to define non-default ports for the VE server operation:
® port: TCP port used to serve the license to license client systems. Default: 8083.
® http_port: TCP port on which the web interface can be accessed. Default: 8084.

® http_redirect: available starting with version 1.1.25. Enables (= on) or disables (= off) HTTP to HTTPS redirection. Default: on. If HTTP
redirection is enabled, TCP port 80 must be accessible to the license server. If another application uses port 80, redirection has to be
disabled.

® sync_port: local TCP port for communicating with the peer server. Default: 8085. Relevant for AutoVE mode.

Please note:

® After parameters in this file have been changed, the license server must be restarted to activate the changes (# systenct| restart
i censed).

® After the web server port has been changed, the browser cache should be cleared to avoid problems.
® |f the ports required by the web GUI are not accessible to the license server's integrated web server, the license server will not start.
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Starting with VE license server version 1.1.13, the previous information-only web interface has been changed to a management interface. It provides the
following functions:

® Accessing the Management GUI and Logging in

® (Certificate Warning when Connecting to the Management GUI
Displaying the License Information
Displaying the List of Connected Clients
Displaying the List of Registered Clients (AutoVE mode)
Updating a License

® Exporting a C2V File

® Importing a V2C File
® Managing Web-GUI Users

® Resetting a lost Admin Password

Prerequisites:

® The TCP port used by remote systems to web-based management interface must be permitted on the license server, and by any intermediate
firewall.
Default: TCP/8084; an alternative port can be configured in /opt/license-server/config.ini.

® TCP port 80 must be available to the license server to redirect HTTP requests to HTTPS. For remote connections, the port must also be
permitted through intermediate firewalls. Starting with version 1.1.25, redirection (and thereby use of TCP port 80) can be enabled or disabled in /
opt/license-server/config.ini.

® Important: at the time of writing, the web-server component of the license server applications will not start if a port required by the web server is
already used by another application. This will also prevent the licensing component from starting.
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Accessing the Management GUI and Logging in

The web-based management GUI is provided by the license server on TCP port 8084 by default (the port can be changed in /opt/license-server/config.ini;
see also Additional Configuration Options - the config.ini File).

Use the following URL in any web browser to access the management GUI:
https://<host>: <port >/ where

® hostis the name or address of the VE license server, and
® portis the TCP port (8084 by default).

Use localhost as the hostname for accessing the GUI of a license server running on the local system. Example: ht t ps: / /| ocal host : 8084. Using just
http://<license-server-i p> will redirect to the configured HTTPS port.

Please note: any intermediate firewall must allow the TCP ports used for the management GUI.

Upon connecting to the URL, a login screen will be displayed.

L < @ O & Btps:iilocalbhost:3084 % @ £ | Q search

[ Fedora Project [ Red Hat [ Work

License Server
Manager

Default credentials:

® Username: charon
® Password: stromasys

After logging in, you will be presented with a list of menu options on the left pane of the screen and the content of the selected option on the right hand. PI
ease change the default password immediately.
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Certificate Warning when Connecting to the Management GUI

When connecting to the VE license server web-based management GUI for the first time, the web browser will issue a warning and inform the user that
the connection is not private. This is due to the fact that Stromasys, when creating the installation kit, cannot foresee the actual customer environment.
Thus, the SSL certificate included with the license server kit includes a dummy hostname that does not match the real hostname of the customer license
server system, and it also contains Stromasys as the certificate authority which is unknown to web-browsers by default.

It is possible to override the warning and connect to the page. Otherwise, users must

® either obtain a certificate for the host from one of the commercial certification authorities, or
® they must create their own self-signed certificate and add it to the web browser.

The new certificates replace the server.pem certificate in /opt/license-server/certs (move the old certificate to a save place).
Steps to create a self-signed certificate:

Log in as the root user.

Stop the license server (# systentt| stop |icensed)

Go to /opt/llicense-server/certs.

Move the existing content of the directory to a backup directory.

® Create a root certificate (each command must be entered on one command-line - irrespective of necessary line breaks in this document):

# openssl genrsa -out ca.key.pem 2048
# openssl req -new -key ca. key. pem -out ca.csr -subj "/C=CN ST=GY O=STROVASYS/ OU=LI CENSE/ CN=STROVASYS. COM'
# openssl x509 -req -days 7300 -sha256 -extensions v3_ca -signkey ca. key.pem-in ca.csr -out ca.cer

® Create a server certificate:

# openssl genrsa -out servercert.key.pem 2048

# openssl req -new -key servercert.key. pem -out servercert.csr \
-subj "/ C=CN ST=GD O=STROVASYS/ OU=LI| CENSE/ CN=host nane. donai n"

# openssl x509 -req -extfile <(printf "subjectA t Name=DNS: host nane. donai n, DNS: host nane. donmai n") \
-days 7300 -sha256 -CA ca.cer -CAkey ca. key. pem -CAserial ca.srl -CAcreateserial \
-in servercert.csr -out servercert.cer

Replace hostname.domain with the real name of the VE license server system.

® Create the combined server certificate for the license server:
# cp servercert.cer server.pem
# cat servercert.key.pem >> server.pem

Restart the license server (# systencttl start |icensed)
Import the root CA (ca.cer) into your browser’s Trusted Root Certification Authorities Certificate Store.

Please note: at the time of writing, the custom certificate was overwritten by upgrading or downgrading the license server software. Therefore, make
sure to back up you certificate and to restore it after an upgrade or downgrade of the license server.
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Displaying the License Information

The first screen after login is the license information screen similar to the one shown below:

LICENSE INFORMATION

VE License Server: w1.1.13, Bulld Time: Aug 27 2021 11:35:05

License 1D: :ﬂS.IZIDﬂCIIJIKI 3.002 008
Platform: .fuh:.lsl-:nl.rna:hulc
Customer Hame: !‘:!rwu:.'n.-

License Type: MORMAL

Protocol Version: 2.0

F0=[ul=20F L{LITC)

Grace Period:
License Fingerprint:

120 minutes

232bAE03METE025dead ST 1 10eb9] Shat a2 Tef332c4f4214323385 73708

Product Section:
wirtual Hardware:

1
[Charon-55Pra M, Charen-55PRU, Chamn-SSPaU+ Charon-S5 P, Charon-S5Pav +

Product Code:
Expiration Date:
Major Version:

ICharon-5SPIALL
j0z-Feb-2022(UTCH
]

Minor Version:
Maximum CPLU:

Maximum virtual Memoery:

2
hd
1048576

Instances Allowed:

1

It can be selected via the menu on the left (License Information).
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Displaying the List of Connected Clients

The client list can be displayed by selecting the Client List option on the left pane. A sample with one connected client is displayed below:

L pmsiablan CLIENT LIST
Lo Ho. ClientIP Client 0% Froduct Harme Werai CPU Nismber M y (0] Login Time Preduct Sectian
1 (A0 CendS Limm release T 7008 (CHARON-55PlaM vE2A ] g 0 2=12=13 1k |
? (27000 CennOS Limn release T 71008 | Choron-PAS-E4-14 w310.21508 |- - 2024-12-13 1202148 |5

Please note: Charon-PAR license clients cannot inform the license server about the configured number of CPUs and amount of memory. Hence, for
these clients, the corresponding fileds in the display will be empty.

Displaying the List of Registered Clients (AutoVE mode)

This option shows clients registered with the AutoVE license servers independent of whether the instance is active.

REGISTERED INSTANCES

Registered Instances (e e — Reglstersd Time

M

| i-0053enebodiddiioc 2031-07-37 8323
2 i DBIGCOCT 7268 be] 2031 -07-27 I

3 i-DBETER 34014100 T 200728 0730847
F i-07d2003a56: 36510l 2031-11-26 V54239

© Stromasys 1999-2022 47/ 142



Charon VE License Server 2.0 | User's Guide Version 2 | 09 September 2022

Updating a License

The license management section can be opened by selecting Update License on the left pane. This will open the license management screen as shown
below:

EXFORT C2V FILE RESULT

Update License
e VE License w

IMPFORT VW2C FILE RESULT

The license management section includes two options:

® Exporting a C2V file (the fingerprint of the license server system)
® Importing a V2C file (the license file created by Stromasys after receiving the C2V file)

The result panes show the result of the operation including any errors that may have occurred.
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Exporting a C2V File

As an alternative to the command-line program for C2V export, you can create your C2V file via the management GUI. The section for C2V export has
two input fields described below:

Field Description
License Type Options:

® VE License: select if the license server operates in general VE license mode.
® AutoVE License: select if the license server operates in AutoVE mode.

General VE license mode and AutoVE mode are mutually exclusive.

Platform Drop-down menu to select platform on which the license server runs. This list is different depending on the mode in
which the VE license server runs:

Platforms supported by general VE license mode:

Amazon AWS
Oracle OCI
Microsoft Azure
Google GCP

IBM Cloud
Nutanix AHV
VMware ESXi
Physical Machine

The platform selected must match the platform on which the license server host system runs.
Platforms supported by AutoVE mode:

Amazon AWS
Oracle OCI
Microsoft Azure
Google GCP

The platform selected must match the platform on which the license server host system runs.
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Steps to export a C2V file:

1. Enter the correct License Type.
2. Select the correct Platform.
a. If the chosen platform is VMware ESXi, there will be an additional menu indicated by three dots. Click on this option to open the
esxi_bind configuration window.

SPECIFY ESXI/VCENTER SERVER

Enter the IP address and the login information of the ESXi host or vCenter Server to which the license server should bind.
Then press Submit.

Important notes regarding the user on the ESXi host or the vCenter Server:
i. The username on the vCenter Server can take different forms:

® Simple username
example for web-GUI: myuser nane
example for esxi_bind command: -u nyuser nane

® Username includes a domain name in one of the following two formats:

® <domain>\<username>
example for web-GUIl: mydomai n\ nyuser nane
example for esxi_bind command: -u ' nydonai n\ nyuser nane'

® <username>@<domain>
example for web-GUI: myuser name@rydomai n
example for esxi_bind command: -u myuser name@rydonai n

ii. The user must have at least the following permissions:
® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk

Please note: if username and/or password contain Unix shell meta-characters, these characters must be escaped (enclose the string in
single quotes, or add a backslash character in front of the meta-character).

3. Click on Export to create the C2V file.

4. After a successful export, a download option will be displayed that allows you to download the created file to your local system (see below).

EXPORT G2V FILE RESULT

2oy Chao ri|1|:_:| B |'.ni."|;| EnvironmaeEnt
<<C2y2» Craating c2v file “fopt/ license-serverfweb/license.cv’
LSV Daana.

Physical Maching s

Send the C2V file to Stromasys for them to create a license.
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Importing a V2C File

In response to the C2V file sent, you will receive two files from Stromasys. One text file containing the license content in human-readable form, and the
V2C license file.

You can import the V2C license file using the v2c command-line utility, or you can use the web GUI. In the section Import V2C File perform the following
steps:

1. Click on Browse to open a file browser.
2. Select the V2C file to be imported as shown below.

IMPORT V2C FILE

Upload Y2C File:

UGN (03.00000003.002...2021-09-01.v2c

3. Click on Import to import the new/updated license. You will receive a message about the license import being complete. The license server will
restart and you have to re-login to the GUI.

4. Check the new license via the License Information tab.

Managing Web-GUI Users

The access to the web GUI requires a username and a password. The Users section enable the management of such users. They are separate from the
Linux system users.

Default credentials:

® Username: charon
® Password: stromasys

Each user can have one of two roles: Admin or Guest. The role cannot be changed after a user has been created.
Admin users have access to all options. Guest users can only display information and change their password.

The following image shows the initial user overview:

Licenses Information USERS

Client List
Update Licends
-
Ligout
Username Rele |
charon Ldrmiin |

Available options on the Users screen:

® Add User: add a new web GUI user
® Modify: change the password of a user
® Remove: available for additionally created users. Not available for the default user.
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Clicking on Add User opens a pop-up-window similar to the following:

Mazilla Firefox - O =
o & https:filocalhost:3084/add_user.htmil o =
ADD USER
Lsermame;
Password
Confirm password:
Pate: Guest w

You can set the following parameters:

® Username
® Password
® Role (to change the role of a user later, the user must be deleted and recreated)

Click on Submit to create the user.

The following shows a list with two additional users for which the Remove option is also available.

License informeation USERS

Client List

Update License m

Lisgeut
Username Role
charan Admin Madify
arl usest Madily I B

Clicking on Modify will open a window similar to the Add User window - with the difference that only the password change option is enabled.

Resetting a lost Admin Password

If the password of the admin user charon is lost it can be reset via the command-line.

As the root user, use the following command:
# /opt/license-server/license_server -p

You will be prompted for the new password twice.
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This section describes some information that could become relevant during the operation of a VE license server and the corresponding Charon emulator
products.

Sentinel/Gemalto Tools not Applicable to the VE License Server
Actions that Can Invalidate a VE License
Starting and Stopping the License Server
Primary and Backup License Server / Peer Servers
®  General Information

B Backup License Server Operation
B | og Files

B |icense Server Log File
® | og File Location
® | og File Samples

B Charon-SSP Emulator Log Files
B | og File Location
® | og File Samples

B Charon-PAR Emulator Log Files
B | og File Samples

® Management GUI Web Server Log File

Sentinel/Gemalto Tools not Applicable to the VE License Server

Any Sentinel/Gemalto-specific license tools provided with the emulator installation are not applicable to the VE license server configuration.

Sentinel/Gemalto-specific tools and configuration options in Charon emulator kits:

In Charon emulator kits, the Sentinel/Gemalto-specific license tools and configuration options are available when installing the complete emulator
packages. These tools and options are in particular the following:

® Charon-SSP:
® HASP Viewer, HASP Updater, and HASP Manager in the Tools > HASP Tools menu of the Charon Manager
® The Regular and Backup License parameter in the emulator license configuration section
® The command-line tools in /opt/charon-agent/ssp-agent/utils/license
® Charon-PAR:
® The command-line tools in /opt/charon/bin (including the update tool hasp_update, and the license viewer and C2V creation tool hasp_s
rm_view)
® The license_id configuration parameter is not supported. To choose a specific product section, the passphrase of the section is used.

The above tools and commands cannot be used for managing VE licenses. Please ignore them if you have a VE license.
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Actions that Can Invalidate a VE License

For cloud deployments: if supported by the cloud provider, the VE license server instance can be moved to a different subnet, as long as the original
instance can be moved.

It is also possible to backup and restore (to the same instance) the license server data. Please note: it is not possible to use such a backup to revert to a
previous license version.

However, the following actions will invalidate the license:

1. All supported VE license server platforms:

Copying the license server data to a different instance.

Seriously damaging the root filesystem of the license server system.
Re-installing the license server system.

Copying the virtual machine on which the license server runs. This includes cloning a virtual machine, or recovering a backup into a new
virtual machine.

® Changing the number of CPU cores of the license server system.
2. VMware VE license server platforms:
® Restrictions from point 1 above.
® |f the license server is bound to the ESXi host: using vMotion on the VM in which the VE license server runs.
® |f the license is bound to a vCenter server:
® Using vMotion to move the VM in which the license server runs to a system not controlled by the same vCenter.

® Restoring the license server from a backup or snapshot and rebinding the restored license server to a new vCenter server (e.g.,
DR case).

Changes to the APl interface of the ESXi host or vCenter Server.
The license can become temporarily unavailable if the user credentials or address information recorded by esxi_bind are changed. In
this case, esxi_bind must be run again to define the correct user credentials and address information.
3. AutoVE license server platforms:
® Restrictions from point 1 above.

® Charon emulator host instance register with their license server only once at start.
This is recorded on the license server in /opt/license-server/instances.db.
If this file is lost, the license is not invalidated from the license server's point of view, but it can no longer be used from the Charon host
instances as they will not register a second time. The Charon host instances would have to be recreated (fresh instance launch from a
supported marketplace instance). Therefore, it is very important to backup up the instance database file. If a peer license server is used,
the databases are synchronized between the two servers providing another level of data backup.

4. Physical VE license server platforms:
® Restrictions from point 1 above.

® Replacing the boot disk (i.e., the disk on which the operating system is installed).

If your license is invalidated for whatever reason and you cannot revert the action that caused the invalidation, you must request a new license from
Stromasys. Therefore, planning your license infrastructure should include a backup license server to insure continuity until you received your new
primary license.
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Starting and Stopping the License Server

Please note: In versions before 1.0.17, the license server can only be started if a valid license is installed.

The license server is a systemd service that is controlled via systemctl:

® Starting the license server:  # systentt!| start |icensed
® Stopping the license server: # systenct! stop |icensed
® Restarting the license server: # systenctt| restart |icensed

The licensed service logs information to its log file in /opt/license-server/log/license.log and to journalctl.

Primary and Backup License Server / Peer Servers

General Information

Charon emulators for VE licenses support a backup license server to ensure service continuity should the primary license server become temporarily
unavailable. The primary/backup servers in general VE license mode operate differently from the peer servers of AutoVE mode:

® For general VE license mode, backup licenses are typically limited to a certain number of emulator runtime hours. The backup license server is
only used for failover if the primary license server fails in order not to deplete the available runtime hours unnecessarily.

® For AutoVE mode, the two license servers act as peers between which the client database is synchronized. The total number of instances
available on both servers determines the number of Charon host cloud instances that can be licensed from the license server pair. Each instance
can connect to either of the two servers. However, if one of the peers fails and there are not enough available instances on the second peer,
there is no backup for an instance trying to fail over to the second peer due to failure of its primary server - and the emulators running on this
instance will fail. The license on the server designated as backup server can be a countdown license (specified number of runtime hours) or a
normal license.

The example below shows the output of a time-limited license:

# /opt/license-server/license_viewer
<<Li cense Viewer>> Current |icense:
Li cense fingerprint: 07792211f c8ce3fdc085 <truncated>
Cust omer nane: Stronasys

Li cense ID: 01.00000001. 002. 020

Key type: COUNTDOMN

Expiration date: 100 hour(s)
Platform amazon. aws

Rel ease date: 2021-06-17 13:08:01
Grace period: 120 minutes

Li cense check interval: 60 m nutes

Virtual Hardware: Charon-SSP/ 4M Char on- SSP/ 4U
Product code: Charon-SSP/ ALL

Expiration date: 2021-12-22 23:55:00

Mpj or Version: 5

M nor Version: 3

Maxi mum CPU: 64

Maxi mum virtual menory: 1048576MB

I nstances al |l owed: 3

The above sample is a backup license with 100 hours of emulator runtime. The remaining hours can be checked via the web interface.

Backup License Server Operation

Should the primary license server become unavailable, the emulator tries to connect to the backup license server. If this succeeds, the emulator
continues to run without interruption. If no connection to a valid license can be established within 2 hours (default for general VE license mode) or 24
hours (default for AutoVE mode), after the loss of the license has been detected, the emulator will stop. The grace period is defined on the license.

Please note: If you do not have a valid backup license and the primary license server is unavailable for more than the grace period, make sure to shut
down the guest operating system cleanly before the end of the grace period. Failure to do so may cause data loss or corruption.

If the primary license server becomes available again after the emulator has switched to the backup server, the emulator will automatically switch back to
the primary server to avoid unnecessary depletion of the backup license runtime hours in VE license server mode.
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Log Files

Log files provide important information about the operation of the license server and the Charon emulator software. In case of problems, this is the first
place to check.

License Server Log File

Log File Location

License server log file /opt/license-server/log/license.log

At every license server start, a new version of the log file is created and the previous file is rotated to license.log. 1. Other existing versions are rotated
accordingly.

Log File Samples

Normal startup:

2020-01-16 09: 00: 43 | NFO MAI' N Build tinme: Jan 16 2020 10: 54: 15
2020-01-16 09: 00: 44 | NFO MAI N Li cense server is ready to serve.

No valid license installed:

2020-01-10 12:17:19 | NFO MAI N Build time: Jan 10 2020 17:22:12
2020-01-10 12:17:19 ERROR License |license is not avail able.
2020-01-10 12:17:19 | NFO MAI N The programis term nated.

Client connection log (new in 1.0.28):

2020-10- 02 21: 46: 29 | NFO MAI N Li cense server is ready to serve.
2020-10-03 01:31: 09 | NFO Server CHARON- SSP/ 4U v4. 1. 32 has logged in from 127.0.0. 1: 40704.
2020- 10-03 01:45:21 | NFO Server CHARON- SSP/ 4U v4.1.32 from 127.0.0. 1: 40704 has been di sconnect ed
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Charon-SSP Emulator Log Files

Log File Location

The default emulator log file location is /opt/charon-agent/ssp-agent/ssp/<architecture/<vm-name>/.

® <architecture> can be sun-4m, sun-4u, or sun-4v.
® <ym-name> is the name of the emulated SPARC system.

The log file is called <vm-name>.log. At every emulator start, a new version of the log file is created and the previous file is rotated to <vm-name>.log.1.
Other existing versions are rotated accordingly. The number of retained files is determined by the log configuration of the emulated SPARC system.

Please note: The log file path can be changed by the user to a non-default value.

Log File Samples

Working license found during emulator start:

2020-07-16 21:25:10 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO

Trying to login to |icense server: 127.0.0.1
Connected with license server: 127.0.0.1

Found avail able license I D: 01.00000001. 002. 044.
Cust omer nane: Stromasys/ Testing.

Virtual hardware nodel Charon-SSP/4Mis |icensed.
Maxi mum concurrent instances are linmted to 4.
Maxi mum al | owed virtual CPU(s) are 4.

Maxi mum al | owed virtualized menory is 512 MB.

Maj or al | owed version nunber is 4.

M nor al | owed version nunber is 2.

Expiration UTC time: 2020-12-31 15:55:00.

mERAAAAAAAAM

Connection to license server lost temporarily and then restored:

(Li cense | oss detected)

2020-07-16 22:25:56 ERROR VE Failed to connect with the |icense server!
2020-07-16 22:25:56 WARN VE Charon will be termnated within 2 hours!

(License server connection restored)

2020-07-16 23:26: 01 | NFO
2020-07-16 23:26: 01 | NFO
2020-07-16 23:26: 01 | NFO
2020-07-16 23:26:01 | NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO

Connected with license server: 127.0.0.1

Found avail able license I D: 01.00000001. 002. 044.
Cust omer name: Stromasys/ Testing.

Virtual hardware nodel Charon-SSP/4Mis |icensed.
Maxi mum concurrent instances are linmted to 4.
Maxi mum al | owed virtual CPU(s) are 4.

Maxi mum al | owed virtualized menory is 512 MB.

Maj or al | owed version nunber is 4.

M nor al | owed version nunber is 2.

Expiration UTC time: 2020-12-31 15:55:00.

Local UTC tine: 2020-07-16 15:26:01.

The license is verified, back to nornal operation.

mERAAAAAAAASS

Please note: The output shows a 2 hour grace period. The grace period implementation changed several times. In VE versions before version 4.1.21, the
grace period was 24 hours. It was shortened to two hours after the introduction of the backup license server feature in 4.1.19. Since version 1.1.12, the
grace period is determined by the corresponding license parameter. If a valid license has not become available before the end of the grace period, the
emulator will be stopped.
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Switch to backup license server:

2020- 06-29 18: 08: 25 ERRCOR VE Failed to connect with the |icense server!

2020- 06-29 18:08: 25 INFO VE Trying to login to license server: 127.0.0.1
2020- 06-29 18: 08: 34 ERRCR VE Failed to connect with the |icense server!

2020- 06-29 18: 08:43 WARN VE Charon will be term nated within 2 hours!

2020- 06-29 19: 08:57 INFO VE Connected wWith |license server: 172.31.40.62
2020-06-29 19: 08:57 INFO VE Found avail able Iicense ID: 01.00000001. 002. 045.

License Server version mismatch:
The software checks for compatible protocol versions between license server and emulator software. It logs an error if the versions are not compatible.

The following messages may logged in older versions:

2020-01-16 11:24:38 WARN VE Failed to get data fromlicense server!

2021-08-10 17:03:42 FATAL VE Li cense server is unavail abl e!

Newer versions have a more descriptive error message:

2021-08-10 17:16:41 ERROR VE Li cense protocol version is invalid.

Charon-PAR Emulator Log Files

The default location for the Charon-PAR emulator log files is the directory in which the emulator was started. The name and location can be influenced
via the configuration file and using a start-up parameter.

By default log file name is char on- par. <YYMVDD>- <t i mest anp>- <i ncr ement al nunber >. 1 og.

The link char on- par . | og points to the current log file.

Log File Samples

Working license found during emulator start:

20211213: 120216. 970965: Trying to login to license server: 127.0.0.1
20211213: 120219. 975731: Li cense al | owed CPUs: 8.

20211213: 120219. 975746: Li cense al | owed nmenory size: 32768.

20211213: 120219. 979873: Connected with |icense server: 127.0.0.1

20211213: 120219. 979900: Found avail abl e |icense I D: 03.00000003. 002. 006.
20211213: 120219. 979908: Cust oner nane: Stronmasys

20211213: 120219. 979915: Grace period is 120 m nutes.

20211213: 120219. 979928: Virtual hardware npdel Charon-PA9-64-L4 is |icensed.
20211213: 120219. 979937: Maxi mum concurrent instances are linmted to 10.
20211213: 120219. 979950: Maxi mum al | owed virtual CPU(s) are 8.
20211213:120219. 979959: Maxi num al | owed virtualized nenory is 32768 MB.
20211213:120219. 979967: Maj or al | owed version nunber is 3.

20211213:120219. 979976: M nor al | owed version nunber is O.

20211213:120219. 979988: Expirati on UTC tine: 2022-06-08 23:55: 00.

20211213: 120219. 980216: Product Name = Charon- PA9-64- L4 License key | D = 03.00000003. 002. 006.
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License server not found at start:

20211214: 193342. 307175: VE prinary |icense 192.168. 2.2

20211214: 193342. 307701: There is no VE backup server.

20211214:193342. 334171: Trying to login to license server: 192.168.2.2

20211214: 193351. 337196: warn: Unabl e to login to server because the |license server failed to respond
20211214:193351. 337392: err: Fail ed to connect with the |license server.
20211214:193351. 337457: err: Fail ed to connect with the |license server.
20211214: 193351. 337509: err: Exi t

20211214:193351. 339823: err:Invalid |license product nane

Management GUI Web Server Log File

This log file contains errors encountered by the web server providing the management GUI of the VE license server.
Log file location: /opt/license-server/log/webserver.log

Sample content:

$ cat /opt/license-server/log/ webserver.|og

<attenpt to start the license server a second tine>

[1636549131] [error] [client ] cannot bind to 80: 98 (Address already in use)
[1636549131] [error] [client ] cannot bind to 8084s: 98 (Address already in use)
[1636549131] [error] [client ] Failed to setup server ports

<restart of the license server>

[1636551531] [error] [client 192.168.2.80] SSL syscall error 104
[1636551532] [error] [client 192.168.2.80] SSL syscall error 104
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Please note: some parameters (e.g., the license ID and the owner of the license) cannot be changed by an update. In such cases, it is necessary to
remove the existing license and then create a C2V for a new license to be created. See also section Verifying License Installation and License Contentin |
nstalling a License on the VE License Server, and Removing a License from a VE License Server.

An update to a license may become necessary due to

the expiration date being reached,
Charon emulator product upgrade,

® additional Charon emulator instances,
® etc.

To update your license, perform the following steps:

1. Create a new C2V file on the license server.
2. Send the output to Stromasys.

3. Install the received V2C file on the license server. The new license update will automatically remove the previously installed license version
(starting with version 1.0.35).

Please refer to Installing a License on the VE License Server for a detailed description of these steps.
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Please note:

If you are not familiar with the installation of RPM packages, please refer to the regular user's guide or your Linux system documentation.
You do not need to stop running emulator instance before upgrading the license server.
Please refer to the general Charon user's guide for information on how to upgrade the Charon emulator software.

If the old license server was uninstalled before installing the new version (instead of performing an upgrade), the license (V2C file) must be
imported again using the v2c utility.

To upgrade the license server package, perform the following steps (SFTP is used as a sample file transfer method):

1. Use sftp to connect to the license server instance.
# sftp -i ~/.ssh/<nykey> <user>@<linux-ip>
where

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for on-premises VMware installations that allow logins with username/password)

b. <user>is the user associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on AWS, or the custom
user of your VMware virtual machine;
for an instance installed from a prepackaged, supported Charon marketplace image, use the SFTP user charon for Charon-SSP and cent
os for Charon-PAR)

c. <linux-ip>the ip address of your license server system

2. Copy the software package to the license server system using the following sftp command:
> put <l ocal -path-to-1icense-server-package>

3. Use ssh to log in on the license server system.
# ssh -i ~/.ssh/<nykey> <user>@l i nux-i p>

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for on-premises VMware installations that allow logins with username/password)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user of your VMware virtual machine;
for an instance installed from a prepackaged, supported Charon marketplace image, use sshuser for Charon-SSP and centos for
Charon-PAR)

c. <linux-ip>the ip address of your license server system

4. As a privileged user (root) go to the directory where you stored the installation package and update the package. If you used the VE image and
copied the file using SFTP to user charon, the file will be in the hierarchy under /charon/storage.

a. Become the root user: # sudo -i
b. Go to the package location: # cd <pat h-t o- package-directory>
c. Install the package:

i. Linux 7.x:# yum update |icense-server*.rpm

ii. Linux8.x:# dnf update |icense-server*.rpm

Normally, the license server will restart and continue to work normally. To check the status, perform the following steps:

Look at the content of the license server log: /opt/license-server/log/license.log
Use the ps command to check that the server is running:
# ps -ef |grep |license-server
® Starting with version 1.1.18, a new parameter to the license server is available to display the license server status:
# cd /opt/license-server
# ./license_server -s

About an hour after the installation check the emulator log files of any active instances to verify that no unexpected problem has been caused by the new
version.
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Please note:

If you are not familiar with the deinstallation of RPM packages, please refer to the regular user's guide or your Linux system documentation.
Before you deinstall a VE license server, make sure that no active emulator guest system depends on this license server.

Shut down any running emulator guest systems depending on this license server.

Please refer to the general Charon user's guide for information on how to remove the Charon emulator software.

If you re-install the license server again after the deinstallation, the license (V2C file) must be imported again using the v2c utility.

To uninstall the license server package, perform the following steps:

1. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@xl i nux-i p>

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for an on-premises VMware installation that allows login with username/password).

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user of your VMware host;
for an instance installed from a prepackaged, supported Charon marketplace image, use sshuser for Charon-SSP and centos for
Charon-PAR)

c. <linux-ip>the ip address of your cloud instance

2. As a privileged user (root) perform the deinstallation command:
a. Become the root user: # sudo -i
b. Remove the VE license server package:

i. Linux 7.x:# yum erase |icense-server

ii. Linux8.x:# dnf erase |icense-server
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The License Server kit contains the following command-line utilities:
[ ]
[ ]
[ ]
[ ]
.

All License Server utilities are located in /opt/license-server.

The c2v Utility

The v2c Utility

The license_viewer Utility

The esxi_bind Utility

Command-Line Options of the License Server

The c2v Utility

The c2v (Customer-to-Vendor) utility enables the user to collect the initial fingerprint of the license server system and later collect C2V data for license
updates.

Usage: c2v [opti ons]

The options are described in the table below:

Option Description
-f, --filenane name Specifies the name of the file in which the C2V data will be stored.

-p, --platform platform VE platform on which the license server runs:

aws: to run on Amazon Cloud

oci: to run on Oracle Cloud

azure: to run on Microsoft Azure
gcp: to run on Google Cloud Platform
ibm: to run on the IBM cloud
nutanix: to run on Nutanix AHV

esxi: to run in a VMware environment
physical: physical host system

-a, --auto Create a C2V for an AutoVE license (mutually exclusive with general, non AutoVE
licenses).

-t, --transfer Export a transfer file (.tfr) to transfer the license to another system.

-d, --debugl og Print a debug log.

-h, --help Print the usage information. Default if no parameter is selected.

The v2c Utility

The v2c¢ (Vendor-to-Customer) utility enables the user to install the initial license and subsequent license updates.
Usage: v2c [options]

The options are described in the table below:

Option Description

- f, -filename name Specifies the name of the file containing the V2C data.

-s, --silent Run v2c in silent mode. New in version 1.1.23

-d, --debugl og Print a debug log.

-h, --help Print the usage information. Default if no parameter is selected.
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The license_viewer Utility

The license_viewer utility enables the user to displayed installed licenses.
Usage: | i cense_vi ewer [options]

The options are described in the table below:

Option Description

-c, --client Displays the license clients connected to the server.

-r, --register Displays the registered license clients.

-0, --output file.csv Send command output to a CSV file. New in version 1.1.23.

-u, --usage Shows license utilization. That is, it shows how many of the allowed instances for each product

sections are currently used and how many instances are still available. New in version 1.1.23.
-h, --help Print the usage information

No parameter If run without parameters, the installed licenses will be displayed.

The esxi_bind Utility

The esxi_bind utility is used to establish the connection between license server and ESXi host or vCenter Server.
Usage: esxi_bind [ opt i ons]

The options are described in the table below:

Option Description
-a, --address ip-address IP address of the ESXi host or vCenter Server.
-u, --usernane username Username of a user on the ESXi host or vCenter Server.

Important notes regarding the user on the ESXi host or the vCenter Server:

1. The username on the vCenter Server can take different forms:
® Simple username
example for web-GUI: myuser nanme
example for esxi_bind command: -u nyuser nane
® Username includes a domain name in one of the following two formats:

® <domain>\<username>
example for web-GUI: nydonai n\ nyuser nane
example for esxi_bind command: -u ' nydonmi n\ nyuser nange'

® <username>@<domain>
example for web-GUI: myuser nane@rydonai n
example for esxi_bind command: -u myuser name@rydonai n

2. The user must have at least the following permissions:
® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk

Please note: if username and/or password contain Unix shell meta-characters, these characters must be
escaped (enclose the string in single quotes, or add a backslash character in front of the meta-character).

-p, --password password Password of the user specified in the username option.
-d, --debuglog Print a debug log.
-h, --help Print the usage information. Default if no parameter is selected.

Please note: if username and/or password contain Unix shell meta-characters, these characters must be escaped (enclose the string in single quotes, or
add a backslash character in front of the meta-character).
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Command-Line Options of the License Server

The license server itself has some command-line options. They are described below.

Usage: license_server [ opt i ons]

Option Description

-p, --password Change the password of the web GUI user charon. Available starting with version
1.1.14.

-s, --status Display the status of the license_server. Available starting with version 1.1.18.

-1 debug Enable debug log output.

-h, --help Print the usage information.

No parameter If run without parameters, the system will attempt to start the license server.
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This section provides additional information to support the installation of the license server and the emulator packages.

Creating and Attaching an AWS IAM Role (versions < 1.1.23 only)
Creating and Installing an IBM API Key

Configuring AutoVE Information on the Charon AL Host
Setting up a Linux Instance in AWS (New GUI)

Setting up a Linux Instance in OCI

Setting up a Linux Instance on Azure

Setting up a Linux Instance on GCP

Setting up a Linux Instance in the IBM Cloud

Installing the Charon-SSP Manager

Starting the Charon-SSP Manager

Cloud-Specific Firewall Information

Please note: cloud providers may change their management GUI without prior warning. Hence, the screenshots in this document may not always reflect

the latest GUI appearance. However, they will still provide an illustration of the described configuration steps.
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Creating ' AWS IAM Role (versions < 1.1.23 only)

Please note: this step is only required if running a VE license server with a version earlier than 1.1.23. Starting with version 1.1.23, this no longer is a
requirement.

The Charon VE License Server on AWS requires that an IAM role that allows at least the ListUsers action is attached to the instance. This section
provides an overview of how to create such a role if required. Please refer to the AWS documentation for details.

The basic steps to create and attach a new IAM role definition are the following:

1. Go to the IAM service section.

2. Define a policy with the required permission if it does not already exist.

3. Define a role including the policy with the required permissions.

4. Attach the new IAM role to your instance during instance creation or to an existing instance.

These steps are described in more detail below.

Step 1: Go to the IAM service section:

Open the services overview and search for IAM or open it from the Recently Visited list:

w Favorites All services

Recently visited

Customer Enablement

This will open the IAM dashboard.

Step 2: Define a policy with the required permissions (if it does not already exist):

Select Policies in the IAM dashboard:

ldentity and Accoss

Management (LAM) L] |AM dashboard
Shgn-im URL for LAM users in this aceount
Lphboard hetps:/ G484 16 1187, signin, s, amazon, comiconscle. 1] |
» Access management &M resources
Groups

Security alerts

This will open a list of existing policies. If the required policy does not already exist, click on Create policy to create a new one as shown below:

q Create policy ’

Filter policies ~ Q

Identity and Access
Management (IAM)

Policy actions «

Dashboard

= Access management Policy name - Type Used as

© Stromasys 1999-2022 67/142



Charon VE License Server 2.0 | User's Guide Version 2 | 09 September 2022

The Create policy window opens.

® At the top of the page click on Choose a service and select IAM.

® Use the filter field to search for the list options.

® Select the ListUsers option.

Wikual edites

= LAM [1 action)

Create policy

Expard all | Collapse all

= Actions Spaecily the actions allowed in LAM

e

Listhconssinys

ListACODUNEARSEE

Listimached GroupPolicies

© :

A policy defiress the AWS pemissions thal you can assign 1o & wser, group, of mle. You can oreate and edit a policy in the visual aditor and using JSOMN. Leam morns

Impoet managed polic

Clone  Remove

Swiich io dery peamissions

ListrgtanceProfilesF ool ListSorverCartificabes

LesthirADmacs ListSersiceSpecitcCrodentals

ListOpaniDConnectProvidens ListSigningCertificates

ListAttachedRolePolices ListPolicies ListSSHPublicKeys
ListhmachedUsarPobcis LsiPohciesGraningSanicafcoess i =
ListE rties ForPodicy ListPolicy\Versions « Lisllbsars
At the bottom of the page click on Review policy.
The review page opens:
Create policy 1 °
Review policy
Hame* | MylListPolicy
o A - Wl e s Py
Description
Smmary
Q
Servks ~ Resource Requeat condition
Allow (1 of 241 services) Show remaining 240
LA Limited: List Al resources None

Add a name for the policy and click on Create policy at the bottom of the page.
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Step 3: Define a role including the policy with the required permissions:

Select Roles on the sidebar of the IAM service section (for example on the IAM dashboard):

ldentity and Accoss

Custormer managed pobcies: &

Policies :
Security alerts

Management (LAM) ! |AM dashboard
Skgn-In URL for LAM users in this account
Dashboard hetps:OE0484 161187 signin.aws.amazon.comiconscle £F] | Gustomize
+ Accoss management 1AM resources
Groups Lsers; 22 Raoles
Users Groups: 3 Identity providers

This will open a list of existing roles. To create a new role, click on Create role.

Identity and Access
Management (IAM) 1

Dashboard

= Access management

Groups ‘ Create role ’Delctr:rolc:

+ |AM Roles Documentation
» Tutorial: Setting Up Cross Account Access

+ Common Scenarios for Roles

Users

Roles Q

Palicies

Role name ~
The Create role window opens. Select
® the AWS service, and
® the EC2 use case.
Create role o 2) (3
Select type of trusted entity
T ——
=" o]
; Web identity -
p  AWS service Another AWS account SAML 2.0 federation
(u . Da @ = (o
=1

Allows AWS senvices o perform aclions on your behall. Learm mone

Choose a use case

Co
ECZ

Allows ECZ inslances 1o call AWS services on your behall

Lambda

Allows Lambda funclions o call AWS serices on your béhall

Then click on Next: Permissions at the bottom of the window.
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The permissions window opens and allows you to select the appropriate policy. Use the filter field to find your policy and select it.

Create role N : BENRE
~ Attach permissions policies

Choose one oF mone palicias to attach 1o your new role

Create policy =

Filter policies - Q My Showing 1 result
Policy name - Used as

LA MylAMListUsers Permissions policy (1)

Click on Next: Tags and optionally add tags to your rule. Then click on Next: Review to open the review window. Assign a name to your new role as
shown in the sample below:

Create role 2 3 o

Review

Provide the required information below and review this role before you create il
Role name®  MylAMListRule

Role description Allows EC2 instances 1o call AWS sendces on your behalf

Maxenum 10 haraciers. Usea alphan A e '+ ' characier

Trusted entities AWS senice: ecl amaZzondws.com

Policies MylAMLisiUsers G

Permissions boundary Permissions boundary is not set

No lags were dddind

Then click on Create role at the bottom of the window to complete the creation of your role.

The sample below shows the JSON code created for the rule:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Visual Editor0",
"Effect": "Alow',
"Action": "iamListUsers",
"Resource": "*"
}
]
}
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SteE 4: Attach the new IAM role to your instance during instance creation or to an existing instance.

To attach the role to an instance during instance creation, use the IAM role option in the Configure Instance Details window, as shown in the sample

below.

Step 3: Configure Instance Details

Capacity Rvseraabon . ]

LM rsde (0 C:\__-_..:___ LA ,_,:E

Alternatively, the role can be set/changed by selecting the instance, right-clicking on it, and selecting Security > Modify IAM Role (in the older AWS
console, use the Action menu). Please note that if the instance is stopped, you have to detach an existing role before you can add a new one. On a
running instance, you can replace the existing role without removing it first. If you replace an existing IAM role, ensure that this will not impact other

functionality of your instance.
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Creating and Installing an IBM API Key

The VE license server requires an API key (filename apikey.jason) to be able to run on an instance in the IBM cloud. Perform the following steps to
create and install this key:

Step 1: if you have not created an API key yet, create and download the API key.

You can use the same key for several license server systems. So this step may not be needed.

Go to Manage > Access (IAM) > API keys and click on Create an IBM Cloud API key as shown below:

API keys

Creabe, view, and work with AP] s

b marape. [BH Cloud AP] beys ave avocialed with
and Clarkshs indrasinanute APLL, deperadirg on the
actess 1hat is assignaed bo Ehe wiar, The dollowing 1able displays 4 bif of AP] keys creabed in this aceousd., Ls

i e s

Loaking for mone optiens fo manage API Keys? Try [EM
iyl chynamically and 13oring thes secerely i your own ded

for creating and leasing AFT

AP ks assciated with & eber's kentity biree the arms scosis That (he user i signed acress all Accousts

To upiate the access for an AP koey, assign or remove aocess for the user

Simiug Pame 4 Descrigeion Baie Creaied

This will open the Create API key window. In this window enter

® Name and
® Description

Then click on Create.

Please note: you will be offered to download the key for a short period of time after creating it. This is the only opportunity to download it. Therefore,
download the key immediately.

Step 2: install the API key on the license server.

To install the key on the license server, do the following: copy the API key (name apikey.json) to the directory /opt/license-server on the license server
instance in the cloud using your preferred method (e.g., SFTP).

Step 3: check if the license server starts normally.

If the key is missing, the license server log (/opt/license-server/license_log/license.log; starting with VE license server 1.1.11 the path is /opt/license-server
/log/license.log) shows the error message Failed to find apikey.json file! After the key has been correctly installed, this error should be gone.
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Configuring AutoVE Information on the C

The AutoVE mode is an extension of the Automatic Licensing configuration available for selected cloud marketplaces.

Important restrictions:

® At the time of writing, AutoVE mode for Charon products is only available when using an Automatic Licensing (AL) Charon-SSP marketplace
image on AWS, GCP, OCI, or Azure (minimum version 5.3.8) to create a Charon host instance.

® The AutoVE license server information must be configured before the Charon host instance is first launched. The information can be changed

later, but once the host system has connected to a public license server in the selected cloud, it cannot be reconfigured to use an
AutoVE server (and vice-versa).

The following sections will discuss the AutoVE configuration for a Charon host system:

® Charon AL Host Instance on AWS

® Configuring the AutoVE Server Information at AWS Instance Launch

® Changing the AutoVE Server Configuration After AWS Instance Launch
® Charon AL Host Instance on OCI

® Configuring the AutoVE Server Information at OCI Instance Launch

® Changing the AutoVE Server Configuration After OCI Instance Launch
® Charon AL Host Instance on GCP

® Configuring the AutoVE Server Information at GCP Instance Launch

® Changing the AutoVE Server Configuration After GCP Instance Launch
® Charon AL Host Instance on Azure

® Configuring the AutoVE Server Information at Azure Instance Launch

® Changing the AutoVE Server Configuration After Azure Instance Launch
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Charon AL Host Instance on AWS

Configuring the AutoVE Server Information at AWS Instance Launch

Please note:

® The example below shows the appearance of the AutoVE license server information that is entered as User Data in the Advanced Details
configuration section at the bottom of the Launch an Instance window during the initial configuration of an instance. Scroll down to the bottom
of the configuration window to open and display the user data section in the Advanced Details.

® |n the older GUI version, the Advanced Details section is part of the Configure Instance window - the layout is somewhat different, but the
configuration options are the same.

Enter the information for the AutoVE license server as shown in the example below:

Metadata accessible Info

Enabled v

Metadata version Info

V1 and V2 (token optional) v

Metadata response hop limit infe

Allow tags in metadata info

Select v

User data Info

primary_server=172.31.34.2 35:8033i

User data has already been base64 encoded

Valid User Data configuration options:

® primary_server=<i p-address>[: <port >]
® backup_server =<i p- addr ess>[ : <port >]
where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Changing the AutoVE Server Configuration After AWS Instance Launch

Once an instance has been launched, the AutoVE server information in the User Data can be changed. To do this, use the following steps:

If the instance is running, it must be stopped (cleanly shut down any guest systems running in the Charon emulator before).
Select your instance from the instance list, right-click on it and select Instance settings > Edit user data.
Modify the AutoVE configuration in the user data as needed and click on Save.
Activate the changes:
® Restart the emulator instances and any required guest systems. It can take a minute or two until the change becomes active.

® |f changes are made to the VE license server configuration (e.g., changing the port numbers), the VE license server must also be
restarted.

Please note: removing the AutoVE server configuration completely will not enable the instance to connect to the public license server

Charon AL Host Instance on OCI

Configuring the AutoVE Server Information at OCI Instance Launch

For OCI, you have to enter a cloud-init script at instance configuration in the Advanced Options section.

The following image shows an example:

ZzHide advanced options

Management Availability configuration Oracle Cloud Agent

Instance metadata service ()

Require an authorizalion header
When erabled, appications thal rely on the nglance retadaty sendos (IMDS] musst wse the IMDSY2 endpcint and provide an authodzaton header. All requests

0 IMDE ] e derded, Engbile thiy gefting only f e image soppois BADSVE
Initiakzation script

You can provide a startup script that runs when your instance bools up or restarts, Startup scripts can install software and
updaies, and ensure ihat services are running within the instance.

Choose cloud-inkt script file © Paste cloud-init script

Cloud-init scipt

#lbin'sh
echo "primany_sener=10.10.10.10" » /opticharon-license-sener
echo "backup_server=10.20.20.20° > fopticharon-cense-server

Valid User Data configuration options:

® primary_server=<i p-address>[: <port >]
® backup_server =<i p- address>[: <port >]

where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Changing the AutoVE Server Configuration After OCI Instance Launch

Once an instance has been launched, the AutoVE server information in the User Data can be changed. To do this, use the following steps:

The Charon host instance must be running.

Log in to the Charon host instance as the root user.

Open the file Jopt/charon-license-server with a text editor.
Modify the AutoVE configuration as needed and save the file.
Activate the changes:

® After cleanly shutting down any running guest operating systems, restart the emulator instances and any required guest systems. It can
take a minute or two until the change becomes active.

® |f changes are made to the VE license server configuration (e.g., changing the port numbers), the VE license server must also be
restarted.

Please note: removing the AutoVE server configuration completely will not enable the instance to connect to the public license server.

Charon AL Host Instance on GCP

Configuring the AutoVE Server Information at GCP Instance Launch

The AutoVE license server information is entered as Custom Metadata. In the initial instance configuration window, go to the bottom where the NETWOR
KING, DISKS, SECURITY, MANAGEMENT... configuration section is located. Open it and select the Management section. Add the Custom Metadata as
shown in the example below:

Metadata

You can set custom metadata for an instance or project outside of the server-defined metadata.
This is useful for passing in arbitrary values to your project or instance that can be queried by
your code on the instance. Learn more

Key * Value
primary_server 127.0.0.7
A
backup_server 10.128.0.3
.
+ ADD ITEM

Valid User Data configuration options:

® primary_server <ip-address>[:<port>]
® packup_server <ip-address>[:<port>]

where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Changing the AutoVE Server Configuration After GCP Instance Launch

Once an instance has been launched, the AutoVE server information in the Custom Metadata section can be changed. To do this, use the following steps:

In the GCP management console, open the details window of your Charon host instance.
Klick on the Edit symbol at the top of the page.

Scroll down to the Custom Metadata section.

Modify the AutoVE configuration as needed and click on Save at the bottom of the page.
Activate the changes:

® After cleanly shutting down any running guest operating systems, restart the emulator instances and any required guest systems. It can
take a minute or two until the change becomes active.

® |f changes are made to the VE license server configuration (e.g., changing the port numbers), the VE license server must also be
restarted.

Please note: removing the AutoVE server configuration completely will not enable the instance to connect to the public license server.

Charon AL Host Instance on Azure

Configuring the AutoVE Server Information at Azure Instance Launch

The AutoVE license server information is entered as instance User Data. In the initial instance configuration window, go to the Advanced section.

® Open it and scroll down to the User Data section.

® Enable the User Data by ticking the checkbox.

User data

Pass a script, configuration file, or other data that will be accessible to your applications througheout the lifetime of the
wirtual machine. Don't use user data for storing your secrets or passwards. Learn mare about user data for Vikds

Enable user data D

® Then enter the correct primary and backup AutoVE servers as shown in the example below:

User data

Pass a script, configuration file, or other data that will be accessible to your applications throughout the lifetime of the
virtual machine. Don't use user data for storing your secrets or passwords. Learn mare about user data for VMs of

Enable user data E

User data = primary_server= 10,2.0.4 o
backup_server=10.2.0.111:9808

Valid User Data configuration options:

® primary_server=<i p-address>[: <port >]
® backup_server =<i p- addr ess>[ : <port >]
where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Changing the AutoVE Server Configuration After Azure Instance Launch

Once an instance has been launched, the AutoVE server information in the User Data section can be changed. To do this, use the following steps:

In the Azure management console, open the Overview window of your Charon host instance.
Find the Configuration option in the left-hand pane and open it.
Scroll down to the User Data section and tick the checkbox that enables editing the data.
Modify the AutoVE configuration as needed and click on Save at the top of the page.
Activate the changes:
® After cleanly shutting down any running guest operating systems, restart the emulator instances and any required guest systems. It can
take a minute or two until the change becomes active.
® |f changes are made to the VE license server configuration (e.g., changing the port numbers), the VE license server must also be
restarted.

Please note: removing the AutoVE server configuration completely will not enable the instance to connect to the public license server.
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Setting up a Linux Instance in AWS (New GUI)

This chapter describes how to set up a Linux instance in AWS. The purpose for which the instance is created will determine the prerequisites for image
and instance type used.

This page reflect the AWS GUI changes in spring 2022.

General Prerequisites
AWS Login and New Instance Launch
New Instance Configuration
Initial Access to the Instance
® SSH Interactive Access
® File Transfer with SFTP

General Prerequisites

As this description shows the basic setup of a Linux instance in AWS, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in AWS, you need an Amazon AWS account.
® Secondly, prerequisites will be different depending on the planned use of the instance:
® Option 1: the instance is to be used as a Charon emulator host system:

® Refer to the hardware and software prerequisite sections of the User's Guide and/or Getting Started guide of your Charon
product to determine the exact hardware and software prerequisites that must be fulfilled by the Linux instance. The image you
use to launch your instance and the instance type you chose determine the software and hardware of your cloud instance.

® A Charon product license is required to run emulated legacy systems. Refer to the licensing information in the documentation of
your Charon product, or contact your Stromasys representative or Stromasys VAR for additional information.

L4 Option 2: the instance is to be used as a dedicated VE license server:
® Refer to the VE License Server Guide for detailed prerequisites.

® Certain legacy operating systems that can run in the emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.
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AWS Login and New Instance Launch

Please note that the AWS GUI occasionally changes. This may lead to screenshots not always reflecting the exact appearance of an configuration screen.
To start the creation of a new cloud instance, perform the following steps:
1. Log in to your AWS management console.

2. Find and select the EC2 service. You can find it in the Recently visited section, or use the services drop down menu:

Recently visited Com pu e

Favorites

All services AWS App Runne

Application Integration

AR & VR

s in the Cloud
AWS Cost Management

Blockchain ECE ||-|'|;|g

e Builder

Nait ]yt rilce To Sutomate mmilze and deploy 05

Business Applications

Elastic Beanstalk

. Risn ane Mar
] Contalners

This will open the E2C dashboard.
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Please note: The following sample image shows the new E2C dashboard. The old dashboard looks somewhat different, but still has the Launch

instance button.

3. On the EC2 dashboard click on the Launch Instance button.

(B HNew ECZ Experience

LT Mg

ECZ Dashboard
ECZ Global View
Events

Tags

Limits

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
*.':_.il..'lr'tl:_| % Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

¥ Images

AMIs

AMI Catalog

x

Resources EC? Glabal view [ | & || ) |

¥ou are using the following Amazon EC2 resources in the US East (N, Virginia) Regian;

Instances (running) 5 Dedicated Hosts
Elastic IPs ] Instances

Key palrs 59 Load balancers
Flacement groups 4] Security groups
Snapshots 28 WValumes

32

136

104

(@) Easily size, configure, and deploy Microsoft SOL Server Always On avallability
groups on AWS using the AWS Launch Wizard for SOL Server. Learn mare

Launch instance

To get started, launch an Amaron EC2 instance, which 15 a virtuat senser In the clowd

Migrate a server [5

Clicking on Launch Instance will allow you to initiate the instance creation process consisting of seven steps:

. Choose AMI

. Advanced details
. Launch instance

© N OAWN

. Enter an instance name

. Choose Instance Type
Key pair configuration

. Network and security group configuration
. Storage configuration

These steps are described in the next section.
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New Instance Configuration

The instance creation and configuration process will guide you through a number of configuration steps and allow you to start the new instance when
done.

1. Enter an instance name:

ECX Inftances Laurch an instancs

Launch an instance ...

Amazon ECZ allows you to create virtual machines, or instances, that ron on the AWS Clowd, Quickly get stasted by
followirng the dmple steps below,

Name and tags

B

[ wee-testing-5 4] Adhd adidmicnal thgs

If needed, you can add additional tags to the instance.

When done, proceed to the Application and OS Images section to choose an AMI.

2. Choose AMI:
AMIs are prepackaged images used to launch cloud instances. They usually include the operating system and applicable application software.
Which AMI you select depends on the planned use of the instance:

® |f the instance is to be used as a Charon emulator host system several AMI choices are possible:

® Installing the Charon host system from a prepackaged Charon marketplace image: they contain the underlying operating system
and the preinstalled Charon software.

® Depending on the cloud provider and the Stromasys product release plans, they may be available in two variants:

® Automatic licensing (AL) for use with a public, Stromasys-operated license server, or with a private, customer-operated
AutoVE license server

® Virtual environment (VE) for use with a private, customer-operated VE license server

® |nstalling the Charon host system using a conventional Charon emulator installation with the Charon emulator installation RPM
packages:

® Choose a Linux AMI of a distribution supported by your selected Charon product and version (see the user's guide of your
product on the Stromasys documentation site).

® |f the instance is to be used as a dedicated VE license server:
® Please refer to the VE License Server Guide in Licensing Documentation for the requirements of the Linux instance.

After deciding on which AMI is required, select a matching Linux or Charon product AMI in the Marketplace or (depending on your environment) from My
AMls.
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¥ Application and 05 Images (Amazon Machine Image) e

An AMI i & template that containg the software configuration [operating oyitem, agplication Lerver, and applications) required to

tounch your instancoe, Search or Browse for AMis if you don't see what you are looking for below
Recents My AMIs Quick Start
Q Owned Shared Q
by me with me

Browse more AMIs

Amazon Machine Image (AMI)

Charon-55P-v5.4, 2 ve-elg-build1
B S L 4

Description
Charon-55P-v5.4, 2. ve-el8-bulld1
Architecture AM| 1D

xB6_b6d4 ami-005fe6b73682cd82d

You can use the search field or select one of the categories displayed to start your search. Select the Linux AMI appropriate to your planned use of
the instance, that is,

® a prepackaged Charon VE marketplace image (as shown in the example above), or
® a prepackaged Charon AL marketplace image for Automatic Licensing or AutoVE, or
® a Linux version supported for an RPM product installation, or

® a Linux version supported for the VE license server.

Then proceed to the next section, the Instance type selection.
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3. Choose Instance Type:
Amazon EC2 offers instance types with varying combinations of CPU, memory, storage, and networking capacity.

Select an instance type that matches the requirements of the Charon product to be used. Please note that some marketplace images have a restricted
selection of instance types.

When done, proceed to the Key pair configuration.

¥ Instance type info

Instance type

c5.xlarge Compare instance types

Family: ¢5 4 wCPU B GiB Memaory v
On-Demand Linux pricing: 0.17 USD per Hour
On-Demand Windows pricing: 0.354 USD per Hour

v Key pair (login) inro

¥ou can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required

we-20190703 v G Create new key pair

4. SSH key pair configuration:
In this section, you can

® cither create a new SSH key pair and download the private key, or

® you can select an existing key pair to use for logging in to the new instance. If you select an existing key pair, make sure you have the
matching private key. Otherwise, you will not be able to log in.

After configuring your key pair, proceed to the Network settings section.

5. Network configuration:

This section offers basic default settings to connect your instance to the network. However, in most cases, you will have to adjust the settings to your
environment.

To do this, click on the Edit button at the top of the section:

¥ Network settings Edit

Metwork

VP

Subnet

Mo preferance (Default subnet in any availability zone)

Auto-assign public IP

Enable
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This will open the edit window and allow additional settings:

The VPC (if a non-default VPC is to be used)
The desired subnet (either an existing one or a newly created subnet)

Enable or disable the automatic assignment of a public IP address to the primary interface (automatic assignment is only possible if a single

network interface is selected for the instance)
® Assign an existing or new custom security group (cloud-provided firewall)

¥ Network settings

VPC - required Info

vpc (default) - &

172.31.0.0/16
Subnet Info
subnet-06245dc0cc2302c57 we-test-subnet & Create new subnet

VPC: v { I KLY Availability Zone; us-east-1¢ v E

IP addresses available:

Auto-assign public IP Info

Enable v
Firewall (security groups) Info

A security group Is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

instance

Create security group O select existing security group

Comman security groups Info

v G Compare security
group rules
we-test-securitygroupl sg-0f82ab6634809d45ff X
VPLC: vpC
Security groups that you add or remove here will be added to or remowved from all your network interfaces

‘ P Advanced network configuration

The Advanced network configuration option at the bottom of the section opens an additional configuration section in which you can set more advanced
interface options and add additional network interfaces (automatic assignment of a public IP address only works if there is only one network interface

attached to the instance)

Once you are done with the network configuration, proceed to the Configure storage section.

6. Storage configuration:

The size of the root volume (the system disk) must be appropriate for your environment (recommended minimum system disk size: 30GB). You can add

more storage now or later to provide space for virtual disk containers and other storage requirements.

Please note: It is recommended to create separate storage volumes for Charon application data (e.g., disk images). If required, such volumes can

later easily be migrated to another instance.
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Advanced

¥ Configure storage inro

1 | 40 - | GIB | gp2 ¥ FRootveolume

(2 Free tier eligible customers can get up to 30 GB of EBS General Purpose (55D) or Magnetic storage *

Add new volume

0 x File systems Edit

If needed, open the Advanced details section to access additional settings.

7. Advanced details:
In this section, you can many parameters. Three that are more likely to be useful to a Charon emulator environment are shown here as examples:

CPU characteristics (enable or disable more than one thread per CPU core, options depend on the selected instance type):

Specify CPU options

Core count

2 v

Threads per core

2 L

Number of vwCPUs
4

IAM role

For a VE license server system with a version earlier than 1.1.23, you must assign the required IAM role (allowing the ListUsers action) to the instance
(see marked field above). For more information see Creating and Attaching an AWS IAM Role.

* Advanced details e

Purchasing option Infe
Request Spot Instances

Regueest Spot Instances at the Spot price, capped at €

18M instance profile Infe
Create new LA
profile E

Select v

User data

© Stromasys 1999-2022 86/ 142



Charon VE License Server 2.0 | User's Guide Version 2 | 09 September 2022

If your instance is based on a Charon AL marketplace image and planned to be used for AutoVE licensing (instead of the public license servers), you
must add the corresponding information to the instance configuration before the first launch of the instance.

Please note:

® The example below shows the appearance of the AutoVE license server information that is entered as User Data in the Advanced Details
configuration section at the bottom of the Launch an Instance window during the initial configuration of an instance. Scroll down to the bottom
of the configuration window to open and display the user data section in the Advanced Details.

® |n the older GUI version, the Advanced Details section is part of the Configure Instance window - the layout is somewhat different, but the
configuration options are the same.

Enter the information for the AutoVE license server as shown in the example below:

Metadata accessible Info

Enabled v

Metadata version Infeo

V1 and V2 (token optional) v

Metadata response hop limit Info

Allow tags in metadata Info

Select v

User data Info

primary_server=172.31 _34.235:8033|

User data has already been baset4 encoded

Valid User Data configuration options:

® primary_server=<i p- address>[: <port >]
® backup_server =<i p- addr ess>[ : <port >]

where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.

8. Launch your instance:

Click on Launch instance in the right-hand pane to launch your instance (if the launch button is not visible, you may have to claose overlaying text panes
first):
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¥ Summary

Mumber of instances Info

1 =

Software Image (AMI)

Charon-55P-v5.4.3-el8-build1
ami-D09%2c1 2T0be5FET1

Virtual server type (Instance type)

cS.xlarge

Firewall (security group)

Mew security group

Storage (volumes)

1 volume(s) - 40 GIB

Cancel Launch instance

Verify that instance is running:

After starting your instance for the first time, you will see it in the initializing state in the list of your AWS instances. It will take a bit of time to get to the
running state.You will eventually see a launch success message with a link to your instance. Clicking on this link will take you to your new instance in the
instance overview list.

In addition to the instance state, important information, for example, the public IP address and public DNS name (marked in red) of the instance will also
be displayed. The following image shows an example:

mstances 1/ v &) oo v ] [t |

Q 1 &
vomrche wee- 5 Clamr Filbary
a Hams Instante 15 Instance state Inatance type T Satus eheck alarm State wallabilicy pesm @ Fublic iPed ONE Pakie iPwi ..
[ -] T g L2 b @ Fis alarei s asl=1¢
woir-lifnBl- Rt S stoppe E - He alarrrm. -kl 1¢

The following sections will show you how to access the instance and how to perform additional storage and network configurations.

Please note:

® |f you select your instance, the bottom of the screen will show a detailed description and status information of your instance.

® You can rename your instance after creating it by clicking on the pencil symbol that will appear next to the instance name when placing the
mouse pointer over it, or by editing the name tag of the instance.
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <nanagenent - user - nane>@xcl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <nmanagenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance in OCI

This chapter describes how to set up a basic Linux instance in OCI.

Contents

B General Prerequisites

B OCI New Instance Launch

B |nitial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

General Prerequisites

As this description shows the basic setup of a Linux instance in OCI, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in OCI, you need an OCI account.
® Secondly, prerequisites will be different depending on the planned use of the instance:
® Option 1: the instance is to be used as a Charon emulator host system:

® Refer to the hardware and software prerequisite sections of the User's Guide and/or Getting Started guide of your Charon
product to determine the exact hardware and software prerequisites that must be fulfilled by the Linux instance. The image you
use to launch your instance and the instance type you chose determine the software and hardware of your cloud instance.

® A Charon product license is required to run emulated legacy systems. Contact your Stromasys representative or Stromasys
VAR for details.

® Option 2: the instance is to be used as a dedicated VE license server:
® Refer to the VE License Server Guide for detailed prerequisites.

® (Certain legacy operating systems that can run in the emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

OCI New Instance Launch

Please note: This section only shows a very basic example. Please refer to the Oracle Cloud documentation for more detailed information.
To start the creation of a new cloud instance, perform the following steps:
Step 1: log in to your Oracle Cloud environment.

Step 2: go to the instance list in the compute section and click on Create Instance.

Comgute Instances in testing2019 (root) Compartment
Dedizated Wirbual Machine Hoste St by Cremed Duse (Desc) - - 1%

This opens the Create Compute Instance window.
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Step 3: on the first part of Create Compute Instance window, name your instance and select the correct image for it. If installing a prepackaged
marketplace Charon image, this image must be used. If you plan to install Charon using RPM packages, use a Linux version supported for your Charon
product version.

Create Compute Instance

HAME

we-vpe-lest

CREATE IN COMPARTMENT

L

mycompartment (rosot)

Configure placement and hardware Collapse

The availabilily domain helps delerming which shapes are available. A shape is a template that determines the number of CPUs, amount of
memory, and other resources allocated fo an instance, The image is the operating system that runs on top of the shape,

ANAILABILITY DaOMAIN

AD A1 AD 3

Samc:US-ASHBELURN-AD-1 et Samc US-ASHELURMN-AD-3
CHOOEE A FAULT DOMAR FOR THIS IMSTAMNCE
H yoia dan gebect a Fasll domain, Oracks w e (e bl placemen for

Image
i

O ACL = Oracle Linux 7.8 _——
Lirue: Imnage Build: 2020.08.23-0 o0& Imag

To select the correct image, select Change Image. This will allow you to browse the different available categories for the image from which to launch
your instance.

The image below shows an example of the image selection screen:

Browse All Images

An image is a template of a virtual hard drive that determines the operating system and other software for an instance.
Images shown according to pemmissions in compariment marketplace. CHANGE COMPARTMENT

Platform Images Oracle Images Partner Images Customn Images Boaot Volumes Image OCID

Pre-buill images for Oracle Cloud Infrastructure. See Oracle-Provided Images for more infarmation

Operating System
Canonical Ubuniu 16.04
Canonical Ubuntu 16,04 Minirmal

Canonical Ubuntu 18.04

Optionally, change the compartment. Select the correct image and confirm your selection by clicking on Select Image at the bottom of the page. This will
take you back to the Create Compute Instance window.
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Step 4: in the middle part of the Create Compute Instance window, select the appropriate shape (i.e., the virtual Charon host hardware), the subnet
membership of the instance and whether to assign a public IP address. If required, you can also create a new virtual cloud network or a new subnet
here.

- "} VM.Standard2.2
intel/ , | _ Change Shape
Virtual Machine, 2 core OCPLU, 30 GB memory, 2 Gbps network bandwidth

Networking Collapse

Metworking is how your instance connects lo the internet and other resources in the Console. To make sure you can connect to
your instance, assign a public IP address to the instance.

Network
© select existing virtual cloud network Create new virtual cloud network Enter subnet QCID

Virual cloud netwerkdn compartl (root) (Change Compartment)

we-labi

L

Subnet
© select existing subnet Creale new public subnet

@ compartl (rooty (1) (Change Compartment)
Public Subnet : mysubnet

Public IP Addres

© Assign a public IPv4 address Do not assign a public IPv4 address

4x

Assigning a public IP address makes this instance accessible from the intemet. If yow're not sure whether you need a
public IP address, you can always assign one later.

2= Show advanced opfions

To select an appropriate shape conforming to the hardware requirements of the emulated SPARC system, click on Change Shape.
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This will open a window where you can select the correct system type. Currently, it will only allow you to select one of the fixed OCPU Intel shapes.

Instamce tpe

Virtual Machine

Browse All Shapes

A wirtual maching is an independent computing emviranment that
runs on top of physical bare metal hardwarne.

A shape is a template that determines the number of CPUs, amount of memory, and other resources allocated 1o a newly crealed inslance. Sae
Compute Shapes for more information.

Bare Metal Machine

A bare medal compute mstance gives you dedscated physical Server
access lor highest performance and strong iselation.

Shape senes

AMD Rome

loads,

Shape Hame
VM. Standard®.1
WM. Standard® 2
V. Standard2 4
VM. Sandard2 8
Vi Standard?. 16
Wi Standardz, 24

0 Selected

Cancel

AMDZ Customzable OCPU count
For general purpose work-

16

Specialty and Legacy

Earber generation AMD and Intel Standard
shapes. Always Free, Dense 1'0, GPU, and
HPC shapes.

Network Bandwidth (Gbps)  Max. Total VNICs

'
Intel Skylake
{ intEI. Fied OCPU count. Latest

genaration Intel Slandarnd

shapas vy
Memory (GB) Local Disk
15 Black Storage Only 1
30 Black Storage Only 2
&0 Black Storage Only 4.1
120 Block Storage Only 8.2
240 Black Storage Only 16.4
320 Block Sworage Only 246

Domt see the shape you want? View your service limits and request an increase,

Showing & lems

Select the appropriate shape and confirm your selection by clicking on Select Shape at the bottom of the page. This will take you back to the Create

Compute Instance window.
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Step 5: near the bottom of the Create Compute Instance window create a new SSH key-pair or upload the public SSH key of an existing key-pair that
you will use to access your instance. If you create a new key-pair, you must download the private key and store it in a save place for later use. Optionally,
you can also download the public key.

Add SSH keys

Linux-based instances use an S5H key pair instead of a password io authenticate remote users. Generata a key pair or upload your own public key now.
When you connect 10 the inslance, you will provide the associaled privabe key,

i) GENERATE 58H KEYS CHOOSE 5SH KEY FILES PASTE S5HKEYS N ESHKEYS

Dawnload the private key so that you can connect to the instance using S5H. it will not be shown again.

A4 Save Private Key | J Save Public Key

Step 6: optionally define non-default parameters (including the size) for the boot volume.

The boot volume section allows you to configure the boot volume of your instance with additional non-default parameters. For example, you can configure
disk encryption parameters and a non-default system disk size (recommended minimum system disk size: 30GB).

Configure boot volume

Your koo volume ks a detachable device that contains the image used o boot your compute instance,

SPECIFY A CLISTOM BOOT WOLLIME SIZE

VUM DO TANCe ke

WESE IN-TRANSIT ENCRYPTION

ENCRYPT THIS VOLLUILE WITH A KEY THAT YO0 MANEGE
. T e wolume, bt v } 1 ke from & vaulk that you have access 1o # vou want greater oo or the key e i horw it's used. Lea

e aboul mangging Four gen encryplion keys
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Step 7: support an IMDSv2 authorization header for applications relying on the IMDS service to improve security. For this, open the additional options by
clicking on Show Advanced Options at the bottom of the instance creation page, select the Management tab, and activate the authorization header, as

shown below:

Z5 Hide advanced options

Management Availability Configuration Oracle Cloud Agent
g

Instance metadata service ()

Require an authorization header

equasts 1o IMDSv1 anre danisd, Enab

¢ inglpnce melndaia senvce (EIMEKS) must use the IMDSY2 endp

Intialization Script
updates, and ensure that services are running within the virtual machine.

© Choose cloud-init script file Paste clowd-init script

¥ou can provide a startup script that runs when your instance bools up or restarts. Startup scripts can install software and

For Charon-SSP marketplace images, this is supported starting with Charon-SSP marketplace images version 4.2.2 and VE license server 1.0.33. On
existing instances, this parameter can be changed, by editing the instance metadata service settings for the instance (go to Instance Details and click on

Edit in the line Instance Metadata Service).

Only change the configuration to IMDSv2 if the image you launched the instance from supports it. Otherwise, you may not be able to connect to
your instance. Please note: at the time of writing, the official CentOS 7 image on OCI did not support the new feature. If you create an instance to be
used as a host for a manual VE license server or Charon VE installation, verify the capabilities of the image used before you enable the new IMDSv2

feature.
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Step 8: Additional configuration for AutoVE setup.

If the instance is launched from a Charon AL marketplace image and is planned to use AutoVE licensing (instead of the public license servers), you must
add the corresponding information to the instance configuration before the first launch of the instance:

For OCI, you have to enter a cloud-init script at instance configuration in the Advanced Options section.

The following image shows an example:

2% Hide advanced oplions

Management Availability configuration Oracle Cloud Agent

Instance metadata senvice (1)
Require an authorization header

Inftiakzation script

You can provide a startup script that runs when your instance boots up or restaris, Startup scripts can install software and
updates, and ensure that services ane running within the instance.

Chaose cloud-init script tile © Paste cloud-init script

#lhin‘sh
echo “primary_server=10.10.10.10" » /opt'charon-license-senver
echo “backup_server=10.20.20.20" > foplicharon-hcense-server

Valid User Data configuration options:

® primary_server=<i p- address>[: <port>]
® backup_server =<i p- addr ess>[ : <port >]

where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Step 9: The networking type selection may be required to allow offloading parameters to be disabled on an Ethernet interface dedicated to the emulator.
For the Charon emulators, offloading parameters on the Ethernet interfaces it uses must be disabled. This is required for proper functionality and good
performance of the emulator. To allow this configuration to be correctly reflected in the underlying cloud instance NICs for Charon-SSP versions before
4.1.32, the correct networking type (HARDWARE ASSISTED (SR-I0OV) NETWORKING) must be chosen for the instance. For other emulator products,
this is required if a dedicated interface is used by the emulator and there are problems with disabling offloading parameters. For this, open the additional
options section by clicking on Show Advanced Options at the bottom of the network configuration section as shown below:

=z Hide advanced options

Use network security groups to control traffic (2)

Private |P address Optional
DNS record
© Assign a private DMS record Do not assign a private DNS record

Hostnama Oplional

Fully qualified domain name: <hosiname:.sub091016141 00 welab1.oracleven.com

Launch Options
Let Oracle Cloud Infrastructure choose the best networking type
Allgw Oracke Cloud Infrastraciure 1o choose the nebworking type, dépending on the in
Paravirtualized networking
For general pupose workloads such as enlerprise applications, microservess, and small databaces
OV) networking

ch as video streaming. realtime applications. and large of clustered databases

© Hardware-assisted (SR-|
Some instances might not launch properly if you override the recommended networking type.

After your instance is running, you can test whather it launched successiully by connecting to it using a Secure Shell
(S5H) or Remote Desktop connection. If the connection fails, the networking type is not supported. The instance
must be relaunched using a supported networking type.

Learn more about recommended networking types.

On this tab select HARDWARE ASSISTED (SR-IOV) NETWORKING (after creation, the instance will display the NIC Attachment Type VFIO). Please
observe the warning displayed: not all shapes support this type properly.

Step 10: Click on Create at the bottom of the page to create your instance.
Step 11: verify your instance is running.

Your instance should now be visible in the list of compute instances.
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <nanagenent - user - nane>@xcl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <nmanagenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance on re

®  General Prerequisites
B Azure Login and New Instance Launch
® | ogging in to your Azure account
B Creating a Virtual Machine
B |nitial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

General Prerequisites

As this description shows the basic setup of a Linux instance in Azure, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in Azure, you need an Azure account.
® Secondly, prerequisites will be different depending on the planned use of the instance:
® Option 1: the instance is to be used as a Charon emulator host system:
® Refer to the hardware and software prerequisite sections of the User's Guide and/or Getting Started guide of your Charon
product to determine the exact hardware and software prerequisites that must be fulfilled by the Linux instance. The image you
use to launch your instance and the instance type you chose determine the software and hardware of your cloud instance.
® A Charon product license is required to run emulated legacy systems. Contact your Stromasys representative or Stromasys
VAR for details.
® Option 2: the instance is to be used as a dedicated VE license server:
® Refer to the VE License Server Guide for detailed prerequisites.
® Certain legacy operating systems that can run in the emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

Azure Login and New Instance Launch

Logging in to your Azure account

To log in perform the following steps:

® (o to portal.azure.com. You will see a Microsoft Azure login screen.
® Enter your login credentials.
® Upon successful login, the Azure home screen will be displayed as shown in the example below:

Arure services
— 3 FILAN
+ =2 @ = = a < &= » -
Create 2 Wartual App Serdon Storage SOL databases  Azwre Datsbarts  Ansre Cosmes Kb FanctionApp  More serioes
U machineg Acounki fow Potgoed e sl
Navigate
amm
Subrrptions: [ !] Resource Qrougs EEE  Adresources E (Darhiboard
Toals
a Mxrosolt Lesen o @ Anye Montor 0 Secuntty Center g ot Mlanaapaman
Livarn Azt with free onlies Mesitor yous apgr and SHCLTE YOUT SEpS Al BArlyre and oplisise you
fraining fopem Micnoaoft infrastructuse irdeastructune loud spend for fres
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Creating a Virtual Machine

Step 1: Click on the Virtual machines or on the Marketplace icon on the home page. If you create your instance via the Marketplace icon, please select

the Charon listing from the Marketplace offerings, select to create an instance, and continue with Step 3.

Azure services

+ @) & o i 4 O

Markeiplace Wirtyad LTt Eiaiinge SUbgEnpLang AN reeineis AZung Actrm App Senaies
R machines Qroups Directory

Recent resources

Clicking on Virtual machines opens the virtual machines overview list.

Step 2: Click on the Create link in the overview list.

Home

Virtual machines =

Stromasys Inc (stromasys.com)

}

Create ~ | & Switch to classic E‘ Reservations ~- 63 Manage view -~ 'ij Refresh < Export to CSV = Cpen que

I Flter for any field Subscription == stromasys subscription Type == all Resource group == all

For a basic setup, select Azure virtual machine from the drop down list opened by the Create link. This opens the Basics tab of the Create a Virtual
Machine window.

Step 3:

Enter your data on the Basics tab. Mandatory data are, for example:

Your subscription

Existing resource group (or click on Create new)

Virtual machine name (cannot be changed after launching the instance)
Region for the virtual machine

The Azure image from which to launch your instance. Click on See all images to select the correct image. If installing a prepackaged
marketplace Charon image, select the matching image. If you plan to install Charon using RPM packages, use a Linux version supported by your
Charon emulator product.

Size of your VM (click on See all sizes to see a list of available sizes)
User name for the administrative user of the VM (enter sshuser)
Authentication type. Select SSH public key and paste the public key of the key-pair to use into the field provided.
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Basics tab upper part sample:

Select the image from which to launch your instance and the correct size of your instance (please review the sizing requirements above). Enter the other
information in accordance to your environment.

Home > Virtual machines >

Create a virtual machine

Basics  Disks  Networking Management Advanced  Tags  Review + create

Create a wirtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUF resources,

Subscription * () | stromasys subscription o |
" Resource group * (D) | stromasys-lab v |
Create new

Instance details

Virtual machine name * (@O | we-testingAL \..-'l
Region © | (US5) East US |
Availability options (D | Mo infrastructure redundancy required w |
Security type (D | Standard : |
Image * @ | Charon-55P-v5.4.3-2l8-build1 - Gen1 w |
ISe-e all irnageﬂ| Configure VM generatior
Azure Spot instance (D D
Size * (0 | Standard_Dds_v3 - 4 vepus, 16 GIB memory ($140.16/month) LY

m [ - Pravious | | Mext : Disks =
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Basics tab lower part sample:

Enter the user sshuser as the administrative user.
Select SSH public key authentication. You can then use one of the following steps to install your SSH public key.
® | et Azure create a new key-pair for you.
® Use the public key from a key-pair on your computer. As shown in the example below, you will have to past your public key into the field
provided.
® Use a key-pair previously created on Azure.
® The default allowed inbound port will allow SSH connections without limiting the source IP range. Some images may also have preconfigured
access rules that cannot be changed during the launch of the instance. In either case, remember to adapt the rules to your requirements after
creating the instance or in the Networking tab (advanced) during the creation of the instance.

Home > Virtual machines

Create a virtual machine

Administrator account

Authentication type (@ i_;:l S5H public key
O Password

ﬂ Azure now automatically generates an 55H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username ® (D | sshuser W |
S5H public key source | Use existing public key R |
S5H public key * © /SOMTY6TIZInBlygNZbPMMcFoXLBSXyBRgkD1T6 +81eORojDPBFQNIbj ~

SusyiACknQZ6p VXALF6cLGGoOQzM + /SufH2 2hCOTXi3sb
fuFgl96tpjVIc1BIONakses we-2019

i Learn more about creating and using 55H keys in Azure o

Inbound port rules
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular

network access on the Networking tab.

Public inbound ports * (D (O None
(®) Allow selected ports

Select inbound ports * SSH 22y e

Ak This will allow all IP addresses to aceess your virtual machine. This is enly
recommended for testing. WUse the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Click on Next: Disks. This will open the Disks tab of the VM creation window.
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Step 4: Define the disks for your VM.

Please note: By default, Azure VMs have one operating system disk and a temporary disk for short-term storage (mounted on /mnt/resource and not
persistent). The recommended minimum system disk size is 30GB. You can attach existing additional data disks, or create new disks and attach them.

Disks tab sample:

Home Virtual machines

Create a virtual machine

Basics Disks  Metworking Management  Advanced Tags Review + create

Azure WMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Leam more

Disk options

Delete with VM & D

Emcryption at hast (i

ﬂ Encryption at host is not registered for the selected subscription. Learn more about enabling thes feature F

08 disk type * (D | Premiunm 550 (locally-redundant storage) W

Encryption type * (Default) Encryption at-rest with a platform-managed key N

Enable Ultra Disk compatibility (&
Ultra disk is supported in Availability Zone{s) 1,2,3 for the selected VM size

Standard_Dds_v3

Data disks for we-testingAL

You can add and configure additional data disks for your virtual machine or attach exasting disks. This VM alse comes with a
temporary disk.

LUN Mame Size (Gil) sk type Host caching  Delete with VM (0

Create and attach a new disk Attach an existing disk

[ < Previous ] | Mext : Networking >

Click on Next: Networking. This will open the Networking tab of the VM creation window.
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Step 5: Enter the necessary information in the Networking tab.

On this tab, you can define the network configuration of your VM:

Virtual Network (existing or new)

Subnet (default or other subnet)

Whether a public IP should be assigned or not (note that the license server must be accessed via a public IP address from the Azure range)
Basic, advanced, or preconfigured security settings (which ports are open for access to the VM).

Networking tab sample:

Horme > Virtual machines > Create a virtual machine

Create a virtual machine

Basics Disks NMetworking Management Advanced Tags Review + create

Define network connectivity far your virtual machine by configuring network interface card (MIC) settings. You can control
ports, inbound and cutbound cennectivity with security group rules, or place behind an existing load balancing solution.
Learn maore

Metwork interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (& we-test]-vnet ~ |
Create new
Subnet * () [ default (10.0.0.0/24) v |

Manage subnet configuration

Public IP (& (new) we-test-vm2-ip " |
Create new

NIC network security group (© D Mone S Basic O Advanced

Public inbound perts * (1) O Mo @ Allow selected ports

Select inbound ports * | S5H 22y e

AL Thiz will allow all 1P addresses to access your virtual machine. This iz only
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

Accelerated netwerking O (® o

The selected VM size does not support accelerated networking,

Review + create < Pravious [ MNext:Management >

Optionally, you can proceed to the Management, Advanced, and Tags tabs to configure additional details of your VM. However, for a basic test, this is
not required. Click on Review + Create to proceed to the review screen.
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Step 6: additional configuration for AutoVE setup.

If the instance is launched from a Charon AL marketplace image and is planned to use AutoVE licensing (instead of the public license servers), you must
add the corresponding information to the instance configuration before the first launch of the instance:
The AutoVE license server information is entered as instance User Data. In the initial instance configuration window, go to the Advanced section.

® Open it and scroll down to the User Data section.

® Enable the User Data by ticking the checkbox.

User data

Pass a script, configuration file, or other data that will be accessible to your

cations throughout the lifetime of the

wirtual maschine. Dar your secrats or passwards. Learn m

Enable user data :.‘

t use user data for stonm

® Then enter the correct primary and backup AutoVE servers as shown in the example below:

User data

Pass a script, configuration file, or other data that will be accessible to your applications threughout the lifetime of the

virtual machine. Don’t use user data for storing your secrats or passwords. Learn mare about user data for
Enable user data E
Liser data * prmmary_servers 10,.2.0.4

backup_server=1020.111 :?E-‘?El

Valid User Data configuration options:

® primary_server=<i p-address>[: <port>]
® backup_server =<i p- addr ess>[ : <port >]

where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.

Step 7: Check the data on the Review + Create screen and create VM.

Verify that the checks passed successfully and click on Create to create the VM.

Sample Review+Create screen:
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Home > Virtwal machines > Create a virbual machine

Create a virtual machine

Basics Disks  Metworking Management  Advanced Tags  Rewiew + create

PRODUCT DETAILS

Standard D25 v3 Subseription credits apply (0

by Microsoft 0LOBT0 EURYShr
Terms of use | Privacy palicy Pric g for other VM sizes

TERMS

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offeringls) listed
above; (b} authonize Micresoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency & my Azure subscription; and (c) agree that Microseft may share my contadt, wsage and transactional
infarmation with the providen(s) of the afferings) for support, billing and other transactional activities. Micresoft does not
provide rights for third-party offerings. See the Azure Markeiplace Terms for additional details.

AL You have set S5H port(s) open to the internet. This is ondy recommended for testing. If you wans to change this setting, go

ek to Basics tab.
Basics
Subscription Free Trial
Resource group we-test]
Virtual machine name we- bty
Region [U%) East US
Availability options Ma infrastructure redundancy required
Authentication type Passward
Usermame charon
Public inbound ports S5H

< Previous Mext = Dowwmnload a template for automation
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If key-pair was newly created, download private key:

If you chose to let Azure create a new SSH key-pair, you will be asked to download the private key after clicking on the Create button, this step is very
important as this is the only opportunity to download the private key, which is required to access your VM. The image below shows a sample of this
prompt:

Generate new key pair

€ 2n 55H key pair contains both a public key and a
private key. Azure doesn't store the private key.
After the S5H key resource is created, you won't be
able to download the private key again. Learn more

Download private key and create resource

| Retumn to create a virtual machine

The Deployment page:

Create will take you to the Deployment page (possibly after downloading the private SSH key) where the current status of the deployment is displayed.
Once the VM has been fully deployed, the Deployment Complete screen will be displayed.

Sample Deployment Complete screen:

dcrme > CrasteVim-OpenLagic Cant05-7.7- 20200131 141144 - Ovrvien
. CreateVm-OpenLogic CentOS5-7.7-20200131141144 - Overview

] Dwiete ih Redeploy '.L_. Rafresh

fr. Ovrvirw & Your deployment is complete

ER inputs
u Deployment name:  CreateVm-Openlogic Cent0S-7.7-2020013114 Stark ime: 13172020, 22922 PM

Outputs Subscription:  Free Tria Correlation 100 d2432600-d 544-4676-b385-MaP0 32T
Resource group:  we-best
Template

w Deployment details (Downlosd
Nt Steps

1 Recommsradid

¢ Recommended

e Recommended
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Click on Go to resource to get to the details page of the newly created VM. The image below shows a sample of a detail page:

[+ I PR

B Aty log

R Raoois oonmeod WA
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&F Deagnone and sobee problems

Setungt
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F Connect
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P Secuity
Ao tecommendabiony
B Extersion:
B Contreann SHney
B Avaabikty + waling
il Confgenton
Idermry

Progecties

-"-_ Liocks

F Conma

O weswant [ Soop BS Captere [§ Delere O Rebesh [
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Properties  Monitering  Capablities  Recommendations  Tuborial
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w-Senil
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -o ServerAlivelnterval =30 -i <path-to-your-private-key> <nanagenent - user - nane>@xcl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <nanagenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance on GCP

Contents

®  General Prerequisites
GCP Login and New Instance Launch
® | ogging in to GCP
B Preparation
B Select or Create Project
B Create VPCs and Subnets for Instance
Creating a New VM Instance
B |nitial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

General Prerequisites

As this description shows the basic setup of a Linux instance in the GCP cloud, it does not list specific prerequisites. However, depending on the use
case, the following prerequisites should be considered:

® To set up a Linux instance in the GCP cloud, you need an GCP account.
® Secondly, prerequisites will be different depending on the planned use of the instance:
® Option 1: the instance is to be used as a Charon emulator host system:

® Refer to the hardware and software prerequisite sections of the User's Guide and/or Getting Started guide of your Charon
product to determine the exact hardware and software prerequisites that must be fulfilled by the Linux instance. The image you
use to launch your instance and the instance type you chose determine the software and hardware of your cloud instance.

® A Charon product license is required to run emulated legacy systems. Contact your Stromasys representative or Stromasys
VAR for details.

L4 Option 2: the instance is to be used as a dedicated VE license server:
® Refer to the VE License Server Guide for detailed prerequisites.

® Certain legacy operating systems that can run in the emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

GCP Login and New Instance Launch

Logging in to GCP

To log in perform the following steps:

® Go to https://console.cloud.google.com. You will see the login screen.
® Enter your login credentials.
® Upon successful login, a Google cloud dashboard screen will be displayed similar to the example below:
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Select or Create Project

A project organizes all your Google Cloud resources. To organize all resources for a certain application purpose, you can group them in their own project.
So before you start creating resources, select or create the appropriate project.

To select or create a project, select the project list from the top of the Google cloud console window, as shown below:

Select a project

Q. Ssaech projects snd folders

EECENT ALL
hame b
o ge My Pt Poges eatitol e 2R0500

Either select the correct project or create a new one by clicking on the NEW PROJECT button.
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Create VPCs and Subnets for Instance

Important rules for Google cloud instances with respect to network interfaces:

Interfaces can only be added during instance creation.
Each network interface configured in a single instance must be attached to a different VPC network.

The additional VPC networks that the multiple interfaces will attach to must exist before an instance is created. See Using VPC Networks for
instructions on creating additional VPC networks.

You cannot delete a network interface without deleting the instance.

IP forwarding can only be enabled when the instance is created.

A VPC network has a default transmission unit (MTU) of 1460 bytes for Linux images and Windows Server images. During the creation of a VPC
you can choose an alternative MTU size of 1500. Google-provided Linux system images are already automatically configured with the
appropriate MTU at start. For custom images (especially, if they do not rely on DHCP), set the MTU to the same value as configured for the VPC
to avoid the increased latency and packet overhead caused by fragmentation, or even connectivity problems.

Therefore the required VPCs and subnets must exist before the instance is created.

To create additional VPCs (if required), perform the following steps.

Step 1: Open the VPC network section by clicking on the Navigation menu, then selecting VPC network, and clicking on VPC networks - as illustrated
below.

= Google Cloud Platform 8 we-testing «

¥ Pins appear here @ X

METWORKING

ita Network services >  External IP addresses
Firewall
#}  Hybrid Connectivity >
Routes
;:‘ Metwork Service Ti... VPC network peering
9 Metwork Security » Shared VPC

Serverless VPC access

%  Network Intelligen... >
Packet mirroring

OPERATIONS r

This will open the VPC overview page with the already existing VPCs. If all required VPCs and subnets already exist, continue with creating the new VM
instance. Otherwise, continue with step 2.
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Step 2: If you need to create a new VPC, click on CREATE VPC NETWORK at the top of the VPC overview list.

Google Cloud Platform 3 wetesting =
::: VPC network VPC networks CREATE VPC NETWORK
B VP metworks T —— —
[¥  Extemal IF pddresses  delsult 24
i Fiowwall ug-cenirall dedauh
Burope-wesll defauh
* . us-west] dafauht

Q, Search products and résources
& REFRESH
M IP address ranges El'!l"ﬂ.'lj"
Auta -
101280020 112800
10.132.0.0/20 10013201
10.132.0.0020 10013201

Fiswwaall Rules

This opens the VPC configuration window.

Step 3: Create VPC and subnets.

In the VPC configuration window, enter

® the VPC name,
® the subnet name, region and address, and
® optionally, an alternative MTU size (at the bottom of the window).

::: VPC network

B  VPC networks

O External IP addresses
EZ  Firewall

X Routes

<= VPG network peering
bd  Shared VPC

7% Serverless VPC access

I|§|I Packet mirraring

&« Create a VPC network

HName

M i |:-Ern':.1r|-::|1

we-test-vpel

Dezcription

Subnets

Subinets let you create your own private clowd topology within Google Cloud. Click
Autarmatic to create 8 subnel i each region, of click Custom to manually defing the
subineds. Learn more

Subnet creation mode
Custom  Automatic

we-lestnet] ra

)
>

Mew subnet

Name
Name is pemanént

we-test-net2
Add a descriplion
Region

us-eastl -

IP address range
10.0.2.0/24

Click on Create at the bottom of the window to create the VPC.
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The new VPC should appear in the VPC overview list. Selecting the VPC in the overview list will open the detail information window. Example:

::: VPC network & VPC network details & EDIT B DELETE VPC NETWORK
B VPE natworks we-test-vpel
i Subet Creaton Frede
[%  Emternal IP addresses PR
E:E Firaveall Crynamio routing maode
Regional
¥ Foutes P "
Mt
< VPG netmork peeding
Subnets ¢ infemal IP addresses Firpwall rules Aoutes WPE Netwaork Pasring rivale serice connection
Pl Shaced VPC
Add subnet  Flow logs -
a9 Serveress VPG access
Mame -~ Region P address fanges L+F T Privane Google scoess Pl g
'IEI' Paciet mirroring
welestngtl  userast] 100010024 10011 off off [ 1
wetesl-net?  us-east] 10020024 10.0.2 of ot ]
Erpuivalerit REST
Step 4: Create firewall rules for the VPC.
With the detail information open, click on Firewall. This will allow you to define the required firewall rules for the VPC.
An example of a small set of firewall rules that allow incoming SSH and ICMP is shown below:
n VPG network « VPG network details # BT W DELETE VPE HETWORK
& VPC natwoks weleslvpe
Subrat creatan mode
[5  Exensd P eSdresses PR
3 Firweald TP g st
Risgetual
. [T 0 DHE ssrwet pobey
Narw
o NPT nateonk pedring
Ll Dl Sk Rt C Rt | Prieile 44 1
] Ehuaned VPG
Add Tl rulie
3 Sereeral VPG sstedl
i Pecket misrering — Py
Harra Ty Targris Fitery Prosapals | party Artin Frigaity Lagn 1 ot Lar b
kemprany g Apply el nges: 000024 kmp Aliw 100 off
:.1hqn]- . [T &a P e (1= 1] P A 10 T
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Creating a New VM Instance

Step 1: Go to the VM instance overview page.

Open the Navigation menu, click on Compute Engine and then on VM Instances as illustrated below:

= Google Cloud Platform @

'ﬂ' Home 3 Instance groups
ammm s e tmes e e e e neen e e e |AETAACE IRMplates
¥  Pinsappearhere @ ? oo tenant nodes
1'..&_ Marketplace Machine images
Disks
B Biling Snapshats
RPI  APis & Services >  Images
'ﬁ' Support » e
Migrate for Compute Engine
B 1AM & Admin P committed use discounts
W+ Getting started Mgtichts
Health checks
& security * | zone
s Anthos ¥ Metwark endpoint groups
Operations
COMPUTE Securtty scans
- App Engine » 05 patch management

£} Compute Engine D ¥

This will open the list of already existing VM instances.

Step 2: Click on CREATE INSTANCE at the top of the overview list.

{e} Compute Engine i Snoes & WPoERT VM (3 REFRESH morer ] +2 MANASE ACEESE
B v nstaces
Columng
Wa ancs groupe
o v = Tnes L i s el Eant
Ofet-ingtance-1 msanin g 100143 07 (et Mara =N -
B Scletenan rodes
B Machos imsges
B iushs

This will open the VM creation window as shown below.

© Stromasys 1999-2022 115/ 142



Charon VE License Server 2.0 | User's Guide Version 2 | 09 September 2022

Step 3: Configure the basic information of your new VM instance.

In the main configuration window set the following information at a minimum:

Name of the instance (permanent setting)
Correct Machine family and Machine type to match the requirements of the Charon products installed on the instance.

Boot disk type and size, and the image to use as the operating system (recommended minimum system disk size: 30GB). To change the image
for, press the Change button and select the correct image. If installing a prepackaged marketplace Charon image, select the matching image. If
you plan to install your Charon product using RPM packages, use a Linux version supported for your product.

The following image illustrates the basic settings:

&« Create an instance

To create a VM instance, select one of the options

Hame 15 permanent

we-test-1
A MNewVMinstance N Likiadi
Create a single VM Instance from scratch name | we-1es51ing
ot Al Ik
Wew VM instance from template Reglon Zone
Create a single VM instance from Region iz penmanent Zone |3 permanent
an existing template us-centrall (lowa) - us-centrall-a -
" " Machic aRdgurgiiom
[F] New VM instance from machine
image
Create a single VM instance from Genaral-purpose  Memory-oplimized Compute-aptimized
an existing rischine image Machine fypes for common workloads, optimized for ¢ ned ity
Series
¥ Marketplace Ll v
L"E;h:? & ran :'.'5"1':"1'3 cokation phtn E Paweded by Intel Skylake CPU platioim af cne af its predecessor
a VM instance
n1-standard-2 (2 ¥CPU, 7.5 GB memory) o
VoL !'.‘.['l'l'lu::,-

ﬁwf’ 2 T5GE

Container
D"Eplﬂ!f a contalner Image o] th.IS WM Instance, Learn mose

|

b Mew 20 GB standard persistent disk

I s | Irnage
e @ charon-ssp-vd-1-26-ve-build1
|

| Identity and APl access

Service sceount
Compute Engine default service account -

Additional points to note:

® The CPU platform and GPU section provides the option to define the vCPU to core ration. That is, you can modify the settings such that each
CPU visible to the host operating system corresponds to one CPU core of the GCP instance.

® |n the Identity and APl access section by default a service account (Compute Engine default service account) and the Default access scope
are assigned to the instance. If this instance is to be used as a VE license server, do not modify these settings unless you are confident that
you can provide equivalent permissions in a custom configuration. The VE license server will not function correctly without these permissions.
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Step 4: Add you SSH key for remote access to the cloud instance.

Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page:

lentity and APl access

Service account
Compute Engine default service account -

Agcess scopes
@ Allow default access

Allow full access to all Cloud APls
Set access for each AP

Firewall

Add tags and firewall rubes to allow specific network traffic from the Internet
Allow HTTP traffic
Allow HTTPS traffic

Management, security, disks, networking, sole tenancy

The advanced settings allow you to create and add disks and network interfaces during the creation of a VM.
Please note: network interfaces can only be added during the creation of a VM instance.

The advanced settings also allow you to add your public SSH key for accessing the VM once started. To do this,

® select the tab Security in the advanced settings section,
® paste your public key into the field provided (the username extracted from the key will be displayed).

M agernen SR ity Disk= M |'_-I'.'.'-_‘:.'|=||.|:_| Sole Tenan oy
Shiglded VM
Tum on all settings for the mest Secune configuratior

Tum on Sacure Boot
~" Tum on vTPM
« Tum on Integrity Manitaring
SEH Keys
These keys allow acoess only o this instance, unlike project-wide 554 keys Leam mane

Block project-wide SSH keys

When checked, project-wide S5H keys connod access this instancs Leorn more

X
<+ add item
La5s

You can collapse the section again by clicking on Less.
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Step 5: Optionally, configure additional NICs and/or IP forwarding

To add an additional network interface, perform the following steps:

® Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page.
® Select Networking from the advanced settings section.
® Click on Add network interface.
® Select the correct subnet.
® Set the information about internal and external IP address (static or ephemeral) as required.
Management  Security Disks  MNetworking  Sole Tenancy
Hetwork tags
Hostname

Set a custorn hostname for this instance or leave it default. Choice s permanent

we-test] us-east]-b.cowe-testing-283214 interna

HNetwork interfaces
Hetwork interface is permanent

default default (10.142.0.0,20) ra
Metwork interface T A
Metwork

we-test-vpel -
Subnetwork

we-test-net] (10.0.1.0724) -

Primary internal 1P

Ephemeral {Automatic) -
Show alias IP ranges

External IP
Ephemeral -

Network Service Tier
® Premium (Current project-level tier, change)
Standard (us-eastl)

Done | Cancel

After adding all the required information, click on Done.
To enable IP forwarding, perform the following steps:

Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page.
Select Networking from the advanced settings section.

Select the edit option for the default NIC.

Enable IP forwarding

Click on Done.

Please note: you have to set up a firewall manually when you add additional network interfaces. See Network Management and the GCP documentation
for more detail.

Step 6: additional configuration for AutoVE setup.
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If the instance is launched from a Charon AL marketplace image and is planned to use AutoVE licensing (instead of the public license servers), you must
add the corresponding information to the instance configuration before the first launch of the instance:

The AutoVE license server information is entered as Custom Metadata. In the initial instance configuration window, go to the bottom where the NETWOR
KING, DISKS, SECURITY, MANAGEMENT... configuration section is located. Open it and select the Management section. Add the Custom Metadata as

shown in the example below:

Metadata

You can set custom metadata for an instance or project outside of the server-defined metadata.
This is useful for passing in arbitrary values to your project or instance that can be queried by
your code on the instance. Learn more

Key * Value
‘ primary_server ‘ 127.0.0.1
4
‘ backup_server ‘ 10.128.0.3
4
+ ADD ITEM

Valid User Data configuration options:

® primary_server <ip-address>[:<port>]
® backup_server <ip-address>[: <port>]

where

® <jp-address> stands for the IP address of the primary and the backup server as applicable, and
® <port> stands for a non-default TCP port used to communicate with the license server (default: TCP/8083).

Please note: at least one license server must be configured at initial launch to enable AutoVE mode. Otherwise, the instance will bind to one of the
public license servers operated by Stromasys.
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Step 7: Create the VM.

Once you filled in all the required data, create the VM by pressing the Create button at the bottom of the page:

< Create an instance

Lreploy a ready-10-go solution anto s
a VM instance Machine fype
ni-standard-2 (2 vCPU, 7.5 GB memony) ™
: wCPU Memory
'V 2 7508
CPU platfiorm and GPU
Contairer
Deploy a containes image to this VM instance. Learn maore
Bood disk
k. Hew 20 GB standard persistent disk
=y Image
& charon-ssp-vd-1-26-ve-buildl Change
Identity and APl access
Service socount
Compute Engine default service account -
Access scopes
@& Allow defaull access
Allpw Fulll access to all Cloud APls
Se1 acoess for each AP
[Firewall
Add tags and feewall nules 1o allow specilic network trafse from the Intemnat
Albow HTTP traffic
Allow HTTPS traffic
I Ia nagenmen, security, disks, ::-'_-I.'.-u,\:'p:u'.:,'_ e tenancy
The following options have been customized
Labels
I SSH ks

vou will be billed for this instance. Compute Engine pricing £

This will create the VM, start it and show it in the VM instances list.
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Step 8: Verify the settings of the newly created cloud instance.

After successful creation, the new instance will be shown in the VM instances list:

{iﬁ Compute Engine VM instances [l CREATE INSTANCE & IMPORT ¥ (' REFRESH
B  vMinstances
wo-best-1 ) = Cobamng =
H“.r mstance groups
Hame Tomar Bcommendation i e by Intermal IP Extarnal IP Connect
E  wstance teenplates
[~ Ii-a POOR3E 15 299 | e 54 70200 192 B - H
B Sole-tenant nodes
By clicking on it, you will see the details of the cloud instance, as shown in the example below:
fg} Compute Engine & VM Instance detalls # ENT ) RESET CREATE MACHINE IMAGE 1By CREATE SIMILAR W STOR W DELETE
-] M ingtance & we-test]
M MorRonng SCrenahi
hd  ElESOE groups —
IH EBermole accenn
st
slance femplaies 534 | -

B Solesenant rodes =
B machone mages

laga
O Disks o
E  snapshous Ll

Frilafue b
F images ETIISNIIT
5 TP Ulgihrn ype

ol -standand T (2 vCPUs, 7.5 6B memond
& wugrate Nof Compute Dngine Erpersaton

Betomaticaly cheds
Committed ugs discounts

TP platform
11 sadata it Hurdwedl

Dy devvce
B Zomwes Foo

ed-Larmrall -a
& Meowork endpoin groups

Labeh
@ Opason e wE-esting
@ Secuwy scana ‘Craution tma

Jul 18, 30, 34h B0 P
3 Of patch mandgieren —

Hamr Mrfworh, Twbrateor Prirary interral B Akyy P ranpe Extmrral & Foetwrork. Tier P lorwending Hrtworh Getada
£ Setungs
ol il LT (Ll REwal ] WO W W e P af [r——

B Warketplace
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -o ServerAlivelnterval =30 -i <path-to-your-private-key> <nanagenent - user - nane>@xcl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <nanagenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance in the IBM Clo

Contents

® General Prerequisites
® |BM Cloud Login and New Instance Launch
® | ogging in to IBM Cloud
®  Preparation
® Creating a Resource Group if Required
® (Creating VPCs and Subnets for Instance
® (Creating a New Virtual Server Instance
® |nitial Access to the Instance
® SSH Interactive Access
® File Transfer with SFTP

General Prerequisites

As this description shows the basic setup of a Linux instance in the IBM cloud, it does not list specific prerequisites. However, depending on the use case,
the following prerequisites should be considered:

® To set up a Linux instance in the IBM cloud, you need an IBM account.
® Secondly, prerequisites will be different depending on the planned use of the instance:
@ Option 1: the instance is to be used as a Charon emulator host system:
® Refer to the hardware and software prerequisite sections of the User's Guide and/or Getting Started guide of your Charon
product to determine the exact hardware and software prerequisites that must be fulfilled by the Linux instance. The image you
use to launch your instance and the instance type you chose determine the software and hardware of your cloud instance.
® A Charon product license is required to run emulated legacy systems. Contact your Stromasys representative or Stromasys
VAR for details.
® Option 2: the instance is to be used as a dedicated VE license server:
® Refer to the VE License Server Guide for detailed prerequisites.
® Certain legacy operating systems that can run in the emulated systems provided by Charon emulator products require a license of the original

vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

IBM Cloud Login and New Instance Launch

Logging in to IBM Cloud

To log in perform the following steps:

® Go to hitps://cloud.ibm.com. You will see the login screen.
® Enter your login credentials.
® Upon successful login, your cloud dashboard screen will be displayed.

Please note: if you want to use an existing resource group and VPC, select the correct VPC from the resource list (click on the menu symbol at the top
left of the cloud console screen and select Resource List).
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Creating a Resource Group if Required

To organize resources in your account, you can group related resources in a resource group. If you have not already created a resource group, you can
do so by selecting:

Manage > Account > Resource Groups and then clicking on the Create button. Add the name of the group in the pop-up window and confirm with Creat

A sample screen is shown below.

Create a new resource #roup

Mame

wesfestng

Creating VPCs and Subnets for Instance

If the necessary VPC and the associated subnets do not exist yet, create them before you create your virtual server. A virtual server can be a member of
one VPC.

Step 1: go to the VPC section.

Select the Menu at the top left, and then VPC Infrastructure > Network > VPCs. This will open the list of existing VPCs or an empty list as shown in the
sample below:

Virtual Private Clouds

Wirtual Private Cloud Status Retsurce greup Subrels Delsult ACL Delalt Security Graup

Mo Virtual Private Clouds

Step 2: start the VPC creation.

To open the VPC creation window, click on the Create button at the top right of the VPC list.
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Step 3: enter the required information for the new VPC and the first subnet.

At the top of the VPC creation window, enter the following information as shown in the sample below:

® VPC Name

® Resource group to which the VPC belongs

® Tags (optional)

® Access allowed by the default security group.

New Virtual Private Cloud
Create

K

wewpcl

Reource group

You can't change te resouwres group altee the Wirteal Private Cloud i created
we-IeHINg
Taps {0
wasteating

WPG default access cantral list
Default ACL nsbes [A%ovw all]

Delfnult security grosp (1)

B AbowsSH [ Alow ping
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In the middle of the VPC creation window enter the following information as shown in the sample below:

® \Whether a default address prefix should be created for each zone.
® |nformation for the first subnet in the VPC:

® Subnet name

® Resource group for the subnet

® | ocation of the subnet

Default address prefixes @

Create a default prefix for each zone

New subnet for VPC

Name

we-vpcl-netl

Resource group
You can't change the resource group after the network is created.

Learn about resource groups
we-testing w

View all resource groups

Location
Dallas Frankfurt o
London Osaka

Sydney Tokyo

Washington DC
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At the bottom of the VPC creation window enter at least the following information as shown in the sample below:

® |P range for the subnet (the size of the subnet cannot be changed later!)
® Whether a public gateway for Internet traffic should be attached to the subnet (enables outgoing Internet access for systems on this subnet)

IP range selection

We calculated the most efficient location for your IP range (CIDR block)
to maximize your available IP addresses. You can customize the IP range
by selecting a different address prefix, changing the number of
addresses, or by entering your IP range manually.

Address prefix Number of addresses
10.243.64.0/18 w 256 w
IP range

10.243.64.0/24

Address space 10.243.64.0 10 10.243.127.255

IP range: 10.243.64.0/24

Ro u1ing table

Subnet access contrel list

Public gateway

Attaching a public gateway allows all attached resources to communicate
with the public internet.

D Attached

You can add additional subnets later.
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Step 4: confirm your data and create VPC and subnet.

To complete the creation of VPC and subnet, click on the blue button Create virtual private cloud on the right pane of the window:

1 Wirtual private cloud
L rasge dolsetior 1 Flaating IP
W ealzulmied the medt elfichant locatisn Tor youe [P ennge (CIDR black]
o maximize your bie 1P addresses. You can customize the P range
by selecting a different address prefix, changing the ramber of
Bddieise, of by entering your [P eange mansally,

Addreas prefin hursber ol addressed
10.243. 640718 o 258 w
P rusge

10,243,640 0724
estimated cost

Addread apace 10.243.64.0 00 I0.243.127.255
Criati wvimusl privati cloud

P range: 10.241.44,0/24 Gat gamgles AFT eall

Reuting Eabl

Heed help?

Sabrari accers contied Lt

Torms
Pabilic galeway

Aflaching a public gateway allows all altached resounces 1o communicale
will [ public iffiimat

After this, your new VPC should be visible in the VPC list.

If required, you can now configure the ACL for the subnet (by default, it allows all traffic), or other parameters of the VPC. To get to these options, click on
the name of the VPC in the list.
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Creating a New Virtual Server Instance

Step 1: open the virtual server list and start the creation of a new server.

In the VPC infrastructure section under Compute, click on Virtual server instances. This opens the list of existing virtual servers. At the top right of this
list click on Create. The image below provides an illustration of these steps:

VPG Infrastrusture Virtual server instances for VPC
Regio Frankiurt -
Mamae Status Wirtual Private Choad Predile Private [P Flzating IF

yirtusl strver insantes

Mo virtual server instances

il SErier irdiances SE b emoty, Chck "Create™ 1o fet snted

This will open the section for creating a virtual server.

Step 2: enter the required information to create a new virtual server.

At the top of the Virtual Server creation window, enter the following information as shown in the sample below:

Name of the virtual server

Resource group to which the server will belong
Tags (optional)

Location of the virtual server

Mew virtual server for VPC

Creabs

we-ledl

Ewrcutce groep

Vo LA T Chistie Tl POt De Yo BT The vl Server o lafede o (el

wWE-iEng

Tags D

- tentng ¥

Lecatiaa

Dallas Franklu L

London Draka

Sty Teshoyes
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In the next section of the Virtual Server creation window, enter the following information as shown in the sample below:

® Operating system and version for your instance (refer to the general Charon product User's Guide for supported distributions and versions).

® Select the hardware profile (it must fulfill the requirements of the emulated SPARC system(s) you plan to run on the instance. To select the
profile you need, click on View all profiles. The profile cannot be changed after the instance has been created.

® |f necessary add a new SSH key or use an existing one.

Operating System
ot e Mg tcesy's Sprating fy e il i s e g
"_ Cenias -] ':1 Debias GHULinux a Fed Hat Entenpeise Linux
. {B Wibenta Linum mn Windews Server & Cuntem image
E Cataleg image
Prafile

Balanced | bx2-2xB

2 8 GIB RAM 4 Gbhps

WPl RN Bandwidth
48H bt

- 55H berys -

Uier daks [epsional] (]

In the next section of the Virtual Server creation window, enter the following information as shown in the sample below:

® Verify the boot volume configuration.
® Add a new or existing data volume as required.
® Select the VPC for the virtual server.

Boot volume

yelume sioe Hax [OPS Thioughpat Enryptien Astodelata 10
Data volumos

velume Size Max [OPS Thioughpst Encryptios Aaterdelets
Metworking
Wirbusl Privabe [lead

At the bottom of the Virtual Server creation window, enter the the required network interfaces. Editing them allows adding IP Spoofing (necessary for
routing).
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Data volumes
S0U01E hr

wilume dire Max [OPS Theoughput Eneryption Auterdebete [0

Total entimated ot

Create virtusl gerv

Metworking

Virouad Privade Sloed Gt sarmply AP] call

wi-ipc] w Mera VPC *

Network interfaces

Mead halp?

Interface Submed name Privase IP  Security froups Maximgam Allow 1P

Bandwidth sposting
etk wi-vpe -] - yiviralall-unkind-iay 15 Ghps
ihdl T o ] = il it 15 Ghps

Then, in the right pane, click on Create virtual server instance to create the server instance. The new server will be displayed in the virtual server list.

Step 3: add a public IP address if required.

Once the virtual server is available in the list of active servers, perform the following steps to add a public IP address:

® Click on the server name. This will open the virtual server details window.

® Scroll down to the network interfaces and click on the edit symbol next to the primary interface (default name: eth0).
® In the configuration window that opens, click on Reserve a new floating IP.

® Save the changes by clicking on Save at the bottom of the edit window.
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -o ServerAlivelnterval =30 -i <path-to-your-private-key> <nanagenent - user - nane>@xcl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <nanagenent - user >@cl oudhost - | P- addr ess>
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Installing the C

Contents

B Qverview
Installation Packages
Charon-Manager Installation on Linux
B Prerequisites
B |nstallation Steps on Linux
B |nstallation Steps on Microsoft Windows

Overview

The Charon-SSP Manager is the main interface for managing the emulated SPARC systems running on a Charon-SSP cloud host. Therefore, the Charon-
SSP Manager must be installed on every system that will be used to manage the Charon instances running on the Charon-SSP cloud host. Configuring
and managing Charon-SSP instances from the command-line is also possible, but outside the scope of this Getting Started Guide. Please refer to the
general Charon-SSP User's Guide for information about using the command-line.

Typically, the Charon Manager is installed on a system on customer premises and used via an encrypted connection to manage the Charon host in the
cloud, or to access a Charon host in a VMware environment. The Charon Manager can also be installed on the Charon host itself and the be accessed
via X11-Forwarding across an SSH connection. The latter currently requires additional package installation (via standard or local repository) on the
Charon host.

Stromasys provides Charon-SSP Manager installation packages for the following operating systems:

® Linux distributions and versions:

® Oracle Linux, Red Hat Enterprise Linux, and CentOS: 7.x or higher (64-bit versions only). Please note that as of 1 January 2022 CentOS
8 is EOL. For new deployments, it is recommended to use a non-EOL alternative. For existing installations, the possible negative
impacts of staying with an EOL host operating system should be carefully evaluated.

® Rocky Linux version 8.x (64-bit)
® Ubuntu 17 or higher (64-bit)
® Microsoft Windows: versions 7, 8, and 10

Installation Packages

Installation packages are available in RPM or Debian package formats for Linux and as a ZIP-file for Microsoft Windows:

® RPM package: charon-manager-ssp-<version>.rpm
® Ubuntu package: charon-manager-ssp-<version>.deb
® Microsoft Windows package: charon-manager-ssp-<version>.zip

There are different ways to obtain the Charon-SSP Manager installation packages. They are briefly described below:

a) For installation on a management system on customer premises if using a prepackaged cloud marketplace image:

The packages are included in the Charon-SSP cloud-specific image. Once a new instance has been launched, you can download the Charon-SSP
Manager packages from the running instance:

® Connect to the public IP address of the instance via SFTP using the private key assigned during launch and the user charon:
$ sftp -i <path-to-private-key> charon@public-ip-of-cloud-instance>

® Download the required package:
sftp> get charon-manager-ssp-<version> [rpm| deb | zip]

b) For installation on the Charon host in the cloud if using a prepackaged marketplace image: the packages are located in the /charon/storage/
directory.

c) For installation on a Charon host where a conventional RPM installation was performed: the packages can be downloaded from a Stromasys
server. They are also included in the Charon agent RPM and available in (/opt/charon-agent/ssp-agent/bin/).
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Charon-Manager Installation on Linux

When the Charon Manager is installed on a Linux host with a graphical user environment, the prerequisites are often already fulfilled. However, when
installing the Charon Manager on the Charon-SSP host in the cloud or on a Linux server without graphics (for example, to display it via a remote X11-
connection) instead of on a local management system, additional packages may have to be installed that normally are already available in a workstation
environment.

In particular, the Charon-SSP Manager requires the following packages:

libX11

xorg-x11-server-utils

gtk2

xorg-x11-xauth (only required for X11-Forwarding)

If you install the Charon Manager with the yum or dnf command, these packages (with the exception of xorg-x11-xauth) and any dependencies that
these packages themselves may have, are resolved automatically if a package repository is available. The xorg-x11-xauth package must be installed
separately (also with yum). If your server does not have access to the standard operating system repositories, refer to this document for instructions on
setting up a local repositories.

Please note:

® The exact list of additionally required packages depends on what is already installed on the server.
® To install dependencies on Ubuntu, please refer to your Linux documentation.

Installation Steps on Linux

The following table describes the installation steps for Charon-SSP Manager:

Step Description
1 Installation on a Linux management system Installation on the Charon-SSP host system in the cloud or in a VMware environment
on customer premises (typical installation): (optional):
® | ogin to the Linux management system ® |ogin and become the root user on the Charon host using the following commands:
as the root user (denoted by the # $ ssh -i <path-to-private-key> sshuser@<cloud-instance-ip>
prompt). # sudo -i
® Copy the installation package to your ® Please note:
local Linux management system (from ® The SSH key for logging in is not required for an on-premises installation that
one of the sources described above). allows login by username/password.
® |f the Charon host was not installed using a prepackaged marketplace image,
the username may be different and the installation package will have to be
copied to the Charon host in a separate step.
2 Go to the directory where the package has been stored:

# cd <package-I ocati on>
3 Installing the package:

For supported systems with RPM package management:

® Linux7.x: # yuminstall <filenane-of-package>
® linux8x: # dnf install<filenane-of-package>

(For an installation on the cloud host system, check if xorg-x11-xauth is already installed if X11-Forwarding is planned.)

For systems with Debian package management (Ubuntu):
# dpkg -i <fil enane- of - package>
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Example (RPM installation with yum command recursively resolving package dependencies):

# yuminstall charon-nmanager-ssp*.rpm

Loaded plugins: fastestmrror, |angpacks

Exam ni ng charon- manager - ssp-4. 3. 5. rpm char on- manager - ssp-4. 3. 5- 1. x86_64
Mar ki ng charon- manager-ssp-4.3.5.rpmto be installed

Resol vi ng Dependenci es

--> Running transaction check

---> Package charon-nanager-ssp.x86_64 0:4.3.5-1 will be installed

<lines renoved>

Dependenci es Resol ved

Package Arch Ver si on Repository Si ze
Instal l'ing:
char on- manager - ssp x86_64 4.3.5-1 / char on- manager-ssp-4.3.5 5.8 M

Installing for dependencies
<lines renmoved>

Transaction Summary

Install 1 Package (+42 Dependent packages)

Total size: 14 M

Total downl oad size: 9.5 M
Installed size: 37 M

Is this ok [y/d/N: y

Downl oadi ng packages

< lines renoved >

Runni ng transacti on check
Runni ng transaction test
Transaction test succeeded
Runni ng transaction

< lines renoved >

Installed
char on- manager - ssp. x86_64 0:4.3.5-1

Dependency I nstall ed:
atk.x86_64 0:2.28.1-1.el7
cairo.x86_64 0:1.15.12-4.el7
dej avu- f ont s- conrmon. noarch 0:2.33-6.el 7
dej avu-sans-fonts. noarch 0:2.33-6.el7
<lines renoved>

xor g-x11-server-utils.x86_64 0:7.7-20.el 7

Conpl ete
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Installation Steps on Microsoft Windows

The Charon-SSP Manager for Windows software is shipped as a zipped archive package. Copy it to your Microsoft Windows system and use the
following instructions to complete the installation.

1. Right-click on the zip archive charon-manager-ssp-{version}.zip and select Extract All.
2. A window titled Extract Compressed (Zipped) Folders opens. In this window:
a. Click on the Show extracted files when complete checkbox.
b. Click on the Extract button.
. A new Windows Explorer window opens showing the extracted packages.
. Double-click on the setup.exe executable to begin the installation.
. If you are presented with an Open File - Security Warning window, click on the Run button.

. You should now see the Charon-SSP Manager Setup Wizard. To proceed with the installation, click on the Next button. If the Windows Installer
reports that Charon-SSP Manager for Windows is already installed, you must deinstall the currently installed software before you can install a
different version. Normally, several versions can coexist.

7. To accept the default installation options, simply click on Next without modifying any options. Alternatively, the following installation options can
be adjusted:

a. Click on Browse to select an alternative installation target.

b. Click the appropriate radio button, Everyone or Just for Me, to specify system-wide or private installation respectively (the system-wide
installation will prompt for the administrator password if you are not using the administrator account).

c. To determine the approximate disk usage after the installation, click on the Disk Cost button.
d. Once all options have been set, click on Next.
8. Proceed with the installation by clicking on Next.
. Once the installation has completed, click on Close to exit the SSP-Manager Setup Wizard.
10. The installation process creates:
a. A Charon Manager icon on the desktop
b. A Charon Manager entry in the Start menu (folder Stromasys)

o O~ W

©
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n-SSP Manag

® General Information
® Starting the Charon Manager and Login to Charon Host
® Starting the Charon Manager
® Entering Charon Manager Login Information and Connecting to Charon Host

General Information

To use the management GUI for Charon-SSP and the emulated SPARC systems, you must connect to the Charon-SSP cloud instance with the Charon-
SSP Manager. The Charon-SSP Manager is the main interface to all important functions of the Charon-SSP software. Managing Charon-SSP via the
command-line is possible but outside the scope of this document (please refer to the user's guide of the conventional product for more information).

Notes:

® Typically, Charon-SSP Manager is installed either on the Charon host itself (if this system has a graphical interface) on a management system
on customer premises. This is the use-case described in this section. Other configurations are possible. For example, the Charon Manager
could be installed on a non-graphical Charon host in the cloud or in a VMware environment and be displayed on a remote system using X11-
Forwarding via an SSH connection.
® For accessing a Charon host instance in a cloud across the Internet using its public IP address:
® The security configuration on your Charon host instance must at least allow SSH access. This allows the built-in SSH tunneling of
the Charon-SSP Manger to work. Should you not use SSH tunneling, you must open up additional ports. However, if the connection runs
over the Internet without a general VPN, Stromasys strongly recommends to use SSH tunneling to protect your Charon-SSP cloud
instance and any emulated systems running on it.
® You must know the public IP address of the Charon-SSP host instance in the cloud. To determine this address, refer to the instance
information displayed on the cloud management console.

® To use the Charon Manager integrated SSH tunnel, you need the private SSH key of the key-pair associated with your instance.
® For access a Charon host instance in a cloud via an SSH-based VPN or another VPN solution:

® Active SSH-based VPN (see SSH VPN - Connecting Charon Host and Guest to Customer Network in the Charon-SSP User's Guide) or
other active VPN solution

® Private IP address of the Charon-SSP host in the VPN

Information about the initial management password configuration:
Before connecting to a Charon-SSP host with the Charon Manager for the first time after the initial installation you must set the management password.
This can either be done via the command line (see SSH Command-Line Access) or via the Charon Manager itself as described below.

Starting the Charon Manager and Login to Charon Host

Starting the Charon Manager

To start the Charon-SSP Manager on Linux and to open the Charon Manager login window, use the following command:

$ /opt/charon- manager/ ssp- manager/ ssp- nanager

To start the Charon-SSP Manager on Microsoft Windows, click on the Desktop icon or use the entry in the Start menu.

The steps above will open the Charon Manager login window which has two tabs.
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Entering Charon Manager Login Information and Connecting to Charon Host

Step 1: the Charon Manager Login tab

Charon Manager [S5P] 5.0.1

Login | SSH

to manage Charon emulator.

Please enter IP address and password to login Agent

IP address: |

Password:

S5H tunnel: | OFF

Connect

Cancel

Step 2: the Charon Manager SSH tab

Charon Manager [S5P] 5.0.1

Login | SSH

Username: |

Private key:
Passphrase:

Server port: | 22

Connect

Cancel

© Stromasys 1999-2022

If the management password has not yet been set,
perform the following steps:

® Enter the IP address of your Charon-SSP host
instance in the IP address field.
Leave the Password field empty.
For cloud instances enable the SSH tunnel
configuration (select ON). Set to OFF if connected to lo
calhost. The SSH tunnel can generally be used if key-
based SSH login is enabled on the target system.

® Change to the SSH tab to fill in the required
information if the SSH tunnel has been enabled.

If the management password has already been set,
perform the following steps:

® Enter the IP address of your Charon-SSP instance in
the IP address field.
Enter the Charon-SSP management password.
Enable the SSH tunnel configuration for
communication across a public network unless you use
a secure VPN connection (key-based SSH login
required).

® |f the SSH tunnel is enabled, change to the SSH tab to
fill in the required information there.

If you use the integrated SSH tunnel, perform the following
steps:

® Enter the Charon-SSP user in the Username field. For
prepackaged images, use charon or sshuser; for
RPM installations use the user for whom the correct
public key has been installed.

® Enter the path to the private key file (click on the three
dots next to the Private key field to open a file
browser). You typically associated your cloud instance
with this key-pair during instance creation.

® Enter the passphrase for the private key if required.

® Adjust the server port (default 22) if required.

Please note: the public key of the key-pair must be in the .
ssh/ aut hori zed_keys file of the user entered above (ss
huser and charon for prepackaged images).
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Step 3: connecting to the Charon host system

After entering all the required information, click on Connect to connect to the Charon-SSP instance. If the management password still needs to be set,
you will receive a prompt to enter the new password:

® Enter the desired password in the New password field
and confirm it in the Confirm password field.
This management password is then valid for all
subsequent logins by the same or a different user until
it is changed again. It is not removed if Charon-SSP is
Set Password reinstalled. Note that older versions of the product will
not prompt for the password at first login but will use a
default password (stromasys). If you need to reset a

Please reset the default password forgotten management password, please refer to the
’ Charon-SSP user's guide.

Then click on OK.
Mew pESSWDI’d: | ® The login process continues.

Confirm password:

After a connection has been successfully created, the Charon Manager welcome screen opens. Example of the Charon Manager welcome page:

Charen Manager [S5P] -= 127.0.0.1 [redhat] ®

Welcome to Charon Manager

&= Create a New Virtual Machine (VM)

._ho Create a new virtual machine, which will then be added to the left list.

@ Import a Virtual Machine (VM)

Import an existing virtual machine, which will then be added to the left list.

About
Wiew wersion information of Charon.

Please note: the title bar of this screen indicates the managed system type in square brackets (conventional Red Hat installation in the example).
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OCI Firewall Information

Access to an OCI cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance (see Installing VE License Server and Charon Emulator),
security list of the subnet to which the instance belongs, and

VNIC-specific Network Security Groups.

In addition to allowing SSH, the different firewall levels must be configured to permit the ports required by the VE license server.

Security Lists

Security lists form the original type of virtual firewall offered by the Oracle cloud network service.

A security list acts as a virtual firewall for an instance. It has ingress and egress rules that specify the types of traffic allowed in and out. Security lists are
defined at the subnet level. Therefore, all VNICs in a given subnet are subject to the same set of security lists.

You can associate multiple security lists with a subnet. Each list can have multiple rules. Traffic is allowed if any rule in any of the lists allows the traffic.
Traffic is also allowed if it is the response traffic of a permitted tracked connection.

If you don't specify one or more other security lists during the creation of a subnet, a default security list will be associated with it.

Please see the relevant Oracle documentation for more information and configuration details.

Network Security Groups

Network Security Groups (or NSGs) form another type of virtual firewall. Unlike a security list, an NSG does not apply to all VNICs in a subnet, but is
assigned to specific VNICs connected to the subnet. This allows a more granular access control. By default, no NSG is assigned to a VNIC.

Please see the relevant Oracle documentation for more information and configuration detail.

Please note: Traffic is allowed if any rule in any of the relevant lists and groups allows the traffic. Traffic is also allowed if it is the response traffic of a
permitted tracked connection. In addition to allowing SSH access, at least TCP port 8083 must be allowed to enable a license client to access a VE
license server. If the web interface is to be used, TCP port 8084 must also be allowed.
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AWS Firewall Information

Access to an AWS cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance,
AWS security groups, and

AWS network ACLs.

In addition to allowing SSH, the different firewall levels must be configured to permit the ports required by the VE license server.

Network ACLS

A network ACL applies to a subnet as a whole. Only one network ACL per subnet is allowed. The rules in a network ACL are stateless (i.e., return traffic
must be explicitly allowed). Rules are evaluated starting from the lowest rule number. After the first match the search is terminated.

Please note: Security groups cannot allow more than what is permitted in a Network ACL.

Security Groups

A security group can be seen as a virtual firewall that controls the traffic for one or more instances. When you launch an instance, you must assign a
security group to the instance. If no custom security group is specified, a default security group will be created and associated with the instance. You can
add rules to each security group that allow traffic to or from its associated instances. The rules of a security group can be modified at any time, and the
modifications are automatically applied to all instances that are associated with the security group. If there is more than one security group associated
with an instance, the rules of all groups are combined.

Security groups in a VPC are associated with network interfaces. Changing an instance's security groups changes the security groups associated with
the primary network interface (ethO). Additional security groups can associated with any other network interfaces added to an instance.

Points to note:

® By default, all outbound traffic is allowed.
® Rules in a security group always define what is permitted. They cannot be used to deny specific traffic.
® Response traffic to traffic that was permitted by a rule is always allowed (connection tracking).

Please see the relevant AWS documentation for more information and configuration details.

Azure Firewall Information

Access to an Azure cloud instance can be controlled by

® an external firewall,
® the operating system firewall of the instance,
® Azure Network Security Groups (NSGs).

In addition to allowing SSH, the different firewall levels must be configured to permit the ports required by the VE license server.

Network Security Groups

Network Security Groups can be associated to interfaces or subnets. Security rules in network security groups enable you to filter the type of network
traffic that can flow in and out of virtual network subnets and network interfaces. When a cloud instance is created, you can assign a default security
group to its interface (allowing SSH). Please refer to the following tutorial for more information: https://docs.microsoft.com/en-us/azure/virtual-network
[tutorial-filter-network-traffic.
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GCP Firewall Information

Access to an GCP cloud instance can be controlled by

® an external firewall,
® the operating system firewall of the instance,
® GCP Firewall

In addition to allowing SSH, the different firewall levels must be configured to permit the ports required by the VE license server.

Google Cloud Firewall Rules

In addition to firewall rules created by the customer, there are other rules that can affect incoming or outgoing traffic:

Certain IP protocols, such as GRE, are not allowed within a VPC network. For more information, see always blocked traffic.
Communication between a VM instance and its corresponding metadata server (169. 254. 169. 254). Is always allowed.

Every network has two implied firewall rules that permit outgoing connections and block incoming connections. Firewall rules that you create can
override these implied rules.

® The default network is pre-populated with firewall rules that can be deleted or modified.
VPC firewall rule characteristics:

Each rule is either for incoming or outgoing traffic. It can allow or deny traffic.
Only IPv4 traffic is supported.

Firewall rules are stateful (return traffic for an established connection is allowed).
If TCP ftraffic is fragmented, a rule is only applied to the first fragment of a packet.

IBM Firewall Information

Access to an IBM cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance,
IBM-specific security groups, and
IBM-specific subnet ACLs.

In addition to allowing SSH, the different firewall levels must be configured to permit the ports required by the VE license server.

IBM Cloud Security Groups

Security Groups are associated with a virtual server instance. They have the following characteristics:

Stateful: once an inbound connection is permitted, return traffic is allowed.
Only allow rules are possible.

All rules are considered to determine if traffic should be permitted.

An instance can have several security groups.

IBM Cloud Subnet ACLsS

Subnet ACLs are associated with subnets in a VPC. They have the following characteristics:

Stateless: inbound and outbound connections must be explicitly allowed.
Allow and deny rules are possible.

Rules are processed in sequence.

One ACL can be assigned to several subnets.

The default ACL allows all traffic.
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