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» About this Guide

Contents

Intended Audience
Structure of this Document
Obtaining Documentation

Obtaining Technical Assistance or General Product Information
B Obtaining Technical Assistance
B Obtaining General Product Information
B Conventions
Definitions
B Related Documents

Intended Audience

This guide is intended for anyone who needs to install, configure, or manage the Stromasys Charon Virtual Environment (VE) license server. A general
working knowledge of Linux and its conventions is expected.

VE stands for "Virtual Environment". At the time of writing, this term refers to supported cloud and VMware environments. For Charon emulator products
using such licenses, customers must purchase their license from Stromasys. This is different from the cloud-specific Charon-SSP Automatic Licensing
(AL) images where licensing is configured automatically when the cloud instance is launched.

This guide covers the Charon VE License Server software. This package contains a license server application that can be installed in customer-specific
AWS, OCI, GCP, Azure, IBM and VMware environments. This licensing option is adapted to the special requirements of virtualized environments and
simplifies the process of running Charon emulator products in supported cloud and VMware environments. The license server is managed by the
customer.

Please note: VE licenses provided by a VE license server require VE-enabled Charon emulator software.

At the time of writing this support was available for Charon-SSP (starting with Charon-SSP version 4.2.x). For a full description of Charon-SSP
configuration and management aspects that are not related to the specifics of the VE license application, please refer to the Charon-SSP user's guide
of you version (see CHARON-SSP for Linux).

For additional information about this product, please contact Stromasys at the regional addresses below or contact your Stromasys VAR.

Structure of this Document

The document contains the following sections:

® Charon VE License Server Topology Overview: brief overview of license server topologies.

® |nstalling the VE License Server and the Charon Emulator Packages: installation of the license server software, and installation of the VE-
enabled Charon emulator software.

Installing a License on the VE License Server: steps for requesting and installing a Charon product license on the license server.
® Configuring the Charon Emulator to Use a VE License Server: steps for configuring the Charon emulator to use the VE license server.

Operational Information and Logging: information that may be helpful when operating a VE license server. For example, log file locations and
samples.

Updating a VE License: steps for updating a license, for example, when the expiration date approaches.

® Additional Information: supplemental information about installing a Linux cloud instance, about installing and starting the Charon-SSP Manager
on a Linux or Windows management system, and about cloud-specific firewall considerations.

Please note:

® Cloud providers may change their management GUI without prior warning. Hence, the screenshots in this document may not always reflect the
latest GUI appearance of the cloud provider. However, they will still provide an illustration of the described configuration steps.

® In general, the sample outputs in this document may show different versions than the one documented in this manual, but they are still
representative of what a user will see.
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Obtaining Documentation

The latest released version of this manual and other related documentation are available on the Stromasys support website at Product Documentation
and Knowledge Base.

Obtaining Technical Assistance or General Product Information

Obtaining Technical Assistance

Several support channels are available to cover the Charon virtualization products.

If you have a support contract with Stromasys, please visit http://www.stromasys.com/support/ for up-to-date support telephone numbers and
business hours. Alternatively, the support center is available via email at support@stromasys.com.

If you purchased a Charon product through a Value-Added Reseller (VAR), please contact them directly.

Obtaining General Product Information

If you require information in addition to what is available on the Stromasys Product Documentation and Knowledge Base and on the Stromasys web site
you can contact the Stromasys team using https://www.stromasys.com/contact/, or by sending an email to info@stromasys.com.

For further information on purchases and the product best suited to your requirements, you can also contact your regional sales team by phone:

Region Phone Address

Australasia-Pacific +852 3520 1030 Room 1113, 11/F, Leighton Centre
77 Leighton Road, Causeway Bay,
Hong Kong, China

Americas +1 919 239 8450 2840 Plaza Place, Ste 450
Raleigh, NC 27612
US.A.

Europe, Middle-East and Africa = +41 22 794 1070 Avenue Louis-Casai 84
2nd Floor
1216 Cointrin

Switzerland
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Conventions

Notation Description
$ The dollar sign in interactive examples indicates an operating system prompt for VMS.
The dollar sign can also indicate non superuser prompt for UNIX / Linux.
# The number sign represents the superuser prompt for UNIX / Linux.
> The right angle bracket in interactive examples indicates an operating system prompt for Windows command (cmd.exe).

User input Bold monospace type in interactive examples indicates typed user input.

<pat h> Bold monospace type enclosed by angle brackets indicates command parameters and parameter values.
Qut put Monospace type in interactive examples, indicates command response output.
[] In syntax definitions, brackets indicate items that are optional.

In syntax definitions, a horizontal ellipsis indicates that the preceding item can be repeated one or more times.

dsk0 Italic monospace type, in interactive examples, indicates typed context dependent user input.

Definitions

Term Description
Host | The system on which the emulator runs, also called the Charon server

Guest = The operating system running on a Charon instance, for example, Tru64 UNIX, OpenVMS, Solaris, MPE or HP-UX

Related Documents

® Charon-SSP User's Guides and Release Notes
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» Charon Licensing Overview

The Charon VE License server provides a new type of licensing for Charon products. This is in addition to the already existing licensing models. This
section briefly describes the different licensing concepts and products.

Contents

Charon VE Licenses
Sentinel (Gemalto) HASP Licenses
Charon-SSP Automatic Licensing for Cloud Environments

Rationale for VE Licenses

Charon VE Licenses

The main characteristics of VE (Virtual Environment) licenses are the following:

Software licenses only.

Developed by Stromasys.

Installed on the Charon host or a separate license server.
Require the Charon VE license server software.

Require matching Charon emulator software.

The customer is billed by Stromasys depending on the number and type of the emulated systems allowed by the installed license(s). The license
server software itself is free of charge.

® Support at the time of writing:
® VE license server availability: supported clouds (at the time of writing: AWS, OCI, Azure, GCP, and IBM) and VMware environments
® Charon emulator product support: Charon-SSP products.

The present document describes the use of Virtual Environment licenses.

Sentinel (Gemalto) HASP Licenses

Sentinel HASP licenses are the "traditional" licensing method for Charon emulator products. Their main characteristics are:

Software and hardware (dongle) licenses.

Based on third-party vendor solution.

Require special third-party license driver software.

Installed on Charon host or separate license server.

Problematic in cloud environments and somewhat difficult to use in VMware environments.

Dongles are a flexible and host-hardware independent solution for on-premises installations (as long as there is a free USB port).

The customer is billed by Stromasys depending on the number and type of the emulated systems allowed by the installed license(s). The license
driver software itself is free of charge.

Please refer to the Charon License Handbook (Handbooks) for details about these licenses.

Charon-SSP Automatic Licensing for Cloud Environments

When installing a Charon-SSP Automatic Licensing (AL) image from a supported cloud marketplace (at the time of writing AWS and OCI US), the cloud
instance automatically receives a license at first launch. The license server must be reachable via a cloud-specific public IP address. The license server is
operated by Stromasys. The customer is billed by the cloud provider depending on the type, configuration, and active use of the Charon host instance.
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Rationale for VE Licenses

Other license types have drawbacks that prompted the development of VE licenses:

® USB dongles are not suitable for cloud environments and their use in VMware environments is somewhat complex.

® Sentinel software licenses are easy to install in a cloud or VMware environment. However, their ties to hardware characteristics also make it easy
to inadvertently invalidate them in such environments. Hence they are not suited for use in cloud environments and difficult to use in VMware
environments. Other Sentinel software license types do not provide the same level of license security.

® Cloud-based automatic licensing does not allow a customer-specific environment in the cloud without access to the public Internet. This is not
suitable for many customers who require a private cloud network environment complying with their own security and management policies.

VE licenses are designed to enable the ease-of-use of software licenses while providing a high level of security for licensing Charon products in
virtualized environments.
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ron VE License Server Topology Overview

Contents

® Cloud-based VE License Server Overview
® VMware-based VE License Server Overview
® VE License Server Binding with ESXi Host
® VE License Server Binding with vCenter Server

Cloud-based VE License Server Overview

The following image provides an overview of a sample VE license server topology in a cloud environment (with the Charon-SSP VE emulator product):

Cloud-based VE License Server Topology Overview
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Points to note:

The license server software can be combined with the matching Charon emulator software on one instance, or it can run on a separate system.
The license server must be installed in a supported cloud environment.
Charon host and license server do not need a public IP address. They communicate across the cloud-internal LAN environment.

Starting with Charon-SSP version 4.1.19, a backup license server is supported.

The decision whether the license server should run on a separate instance depends on the customer's requirements.
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VMware-based VE License Server Overview

The following images provides an overview of sample VE license server topologies in a VMware environment.
There are two basic options:

1. The license server binds to the ESXi host on which the license server VM runs. In this case, any Charon emulator using the VE license server
must run either on the same VM as the VE license server or on a VM running on the same ESXi host.

2. The license server binds to the vCenter Server that manages the ESXi host on which the license server VM runs. In this case, any Charon
emulator using the VE license server must run either on the same VM as the VE license server or on a VM on an ESXi host managed by the
same vCenter Server.

VE License Server Binding with ESXi Host

The following image illustrates a topology where the VE license server binds to the ESXi host on which the VM with the license server runs. It shows one
VM with license server and emulator software, and another VM on the same ESXi host with the emulator software configured to use the license server via
the network.

VE License Server Bound to ESXi Host

VMware ESXi host

VMware ESXi host
characteristics

* binding
Linux VM with Charon-SSP VE .
enabled emulator software and :
License Server . Linux VM with Charon-SSP
License server = localhost : VE-enabled emulator software
R ]
s ' :
Sﬂ_laris guest | | VE License ||, .- Solaris guest bﬁﬁ;ﬁ:ﬁm”p
instance Server SW instance  |..cccaecaq
: | ;
i L}
Guest NIC Host Nic Guest NIC [Host Nic |

Charon VE license
server IP

C R Hnge-ganrrg?;ﬁmagﬁg.ggg-w-gﬂﬁ"

Please note: vMotion of a VE license server VM to a different ESXi server is only possible if binding to a vCenter Server (see below) is used. vMotion of
a license server VM when binding to the ESXi server will invalidate the installed licenses.
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VE License Server Binding with vCenter Server

The following image illustrates a topology where the VE license server binds to the vCenter Server managing the ESXi host on which the VM with the

license server runs. It shows one VM with license server and several other VMs on ESXi hosts managed by the same vCenter Server using the license
server across the network.

VE License Server Bound to vCenter Server

vCenter Server

=
. binding
e Management

' | |
Linux Vi Linux VM Linux VM Linux Wi
with VE with WVE- with VE- with VE-
license enabled enabled | |2WervM Other VM| | o abled

server emulator emulator emulator

ESXi ESXi ESXi

Please note: vMotion of a VE license server VM to a different ESXi server is possible if the target server is managed by the same vCenter Server.
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Prerequisites

The Charon VE License Server has a number of prerequisites:

1. The VE license server package
2. Asuitable Linux instance to be used as the VE license server. This instance must run
a. in a supported cloud environment, or
b. in a supported VMware environment.
3. Correct firewall settings
4. The VE-capable Charon emulator software running on a Charon host with appropriate network access to the VE license server

These requirements are described in detail below.

VE License Server Package

The Charon VE License Server package is delivered as an RPM package. Stromasys or your Stromasys VAR will provide you with the software or a
download link.

Package name:
| i cense-server-<version>.rpm

Where <version> indicates the version of the software, for example, 1.1.6.
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Linux Instance for License Server

The license server package must be installed on a Linux cloud instance or a Linux VM on VMware.

Currently Supported Cloud Providers

At the time of writing, the following cloud providers are supported by the VE license server:

Amazon AWS

Oracle Cloud Infrastructure (OCI)
Microsoft Azure

Google Cloud Platform (GCP)
IBM cloud

Please refer to your cloud provider's documentation for configuring and launching an appropriate instance. A description of the basic steps of launching
an instance can be found in Additional Information and in the cloud-specific Getting Started guides on the CHARON-SSP documentation page.

Depending on the cloud environment, Stromasys may offer prepackaged Charon VE images on selected cloud marketplaces. Such images include the
Charon VE-enabled emulator software (already installed) and the VE License Server RPM package (can be installed optionally). An instance launched
from a prepackaged image can also be used as a VE license server.

Currently Supported VMware Platforms and Requirements

At the time of writing, the following VMware Platforms are supported by the VE license server.

® Requirements for direct ESXi host binding:
® The VE license server must run in one of the VMs on the ESXi server.
® ESXi/vSphere version 6.5 and above.

® Valid license that supports the vSphere API feature. Otherwise the license server fails to start with the message
Failed to detect ESXi/vCenter Server.

Ports 443 (TCP) and 902 (TCP, UDP) must be accessible to the VE license server host.
® 100 MB of free disk space on the ESXi server to be used by the VE license server host.
Administrative user (and password) on the ESXi/vSphere host used for the binding between license server and ESXi/vSphere host.
® Requirements for vCenter Server binding:
® The VE license server must run in a VM on one of the ESXi systems managed by the vCenter Server.
vCenter Server version 6.5 and above.
Ports 443 (TCP) and 902 (TCP, UDP) must be accessible to the VE license server host.
100 MB of free disk space on the vCenter Server to be used by the VE license server host.

Administrative user (and password) on the vCenter Server used for the binding between license server and vCenter Server.

Please note: vMotion for the virtual machine running the VE license server can only be used if the license server binds to the vCenter Server. The target
system must be managed by the same vCenter Server.

The VE license server for VMware environments has also been tested successfully in a Google GCVE (Google Cloud VMware Engine) environment.
Please contact Stromasys to discuss your requirements if you need this product combination.
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Linux Host Requirements for the VE License Server

The Linux system on which the VE license server runs must fulfill the requirements described below.

Linux Hardware and Software requirements

Software requirements for the VE License Server itself:
Red Hat, CentOS, or Oracle Linux (64-bit) versions 7.x or 8.x

Basic hardware requirements (cloud instance capabilities or VMware host configuration) for running only the license server:

Must be sufficient for the selected Linux operating system.

Additional hardware requirements (cloud instance capabilities or VMware host configuration) for running the emulator software on the same

szstem:

If the license server is combined with the Charon emulator software on the same instance, the instance used must satisfy the requirements
of the Charon emulator host and all instances that will run on it. Please refer to your product-specific documentation for more information:

® For Charon-SSP, refer to the Charon-SSP user's guide of your emulator version for details (see CHARON-SSP for Linux).

Additional Linux Host Requirements for AWS cloud

In the AWS cloud, an IAM role allowing the ListUsers action (IAMReadOnlyAccess in the example below) must be attached to the instance. This can be
done during the launch of the instance as shown in the sample below.

Step 3: Configure Instance Details

Capacity Reseraation (| Open * 3 Creste new Capacsy Reservason

Alternatively, the role can be set/changed by selecting the instance, right-clicking on it, and selecting Security > Modify IAM Role (in the older AWS
console, use the Action menu). If such a role has not yet been defined, please refer to Creating and Attaching an AWS |IAM Role and to the
documentation provided by AWS for additional information.

Additional Linux Host Requirements for IBM cloud

For the license server to work properly in the IBM cloud, an API key must be created and installed. Please refer to Creating and Installing an IBM API Key.
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Firewall Settings

Communication Between License Server and Client System

Any intermediate firewall as well as the cloud-specific subnet and instance security settings must permit the following ports for the appropriate source
systems:

® TCP/8083: must be permitted on the license server for the client system to enable the use of the license by the client.

® TCP/8084: must be permitted by the license server for any system that should access the web interface to display information about licenses and
active clients (currently not encrypted, hence should not be run across the Internet without a VPN).

See Cloud-Specific Firewall Information for an overview about the traffic filtering mechanisms used in the different cloud environments.
Simplified sample commands if firewalld is used on the Linux system:

# firewall-cnd --permanent --zone=public --add-port=8084/tcp

# firewall-cnd --permanent --zone=public --add-port=8083/tcp

# firewal |l -crnd --rel oad

® The default zone name can be found with the command fi rewal | -cnd - - get - def aul t - zone, a list of all zones can be displayed with the
command firewal | -cnd --get-zones.

® The parameter --permanent writes the command to the respective firewalld configuration files. To add the command to the running firewall, re-run
it without the parameter --permanent.

® The simplified sample above does not limit the source IP address to the addresses of the license clients. This would require a more sophisticated
configuration. Please refer to the documentation of your Linux system.

Communication Between License Server and Cloud Infrastructure

The license server must be able to access information provided by the cloud infrastructure. In particular, it must be able to communicate with the following
addresses/systems:

® The metadata server of the cloud environment (169.254.169.254) on AWS, Azure, OCI, and GCP

® |f running on AWS, the host iam.amazonaws.com

® |f running on GCP, the host www.googleapis.com

® |f running on the IBM cloud, the hosts iam.cloud.ibm.com and resource-controller.cloud.ibm.com

Any intermediate firewall as well as the cloud-specific subnet and instance security settings must permit communication with these systems for the VE

license server to function properly. See Cloud-Specific Firewall Information for an overview about the mechanisms used in the different cloud
environments, and your Linux firewall documentation for any Linux specific questions.

Communication Between License Server and ESXi Host / vCenter Server

The license server must be able to access the following ports on the ESXi host or vCenter Server it binds to: ports 443 (TCP) and 902 (TCP and UDP).
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Charon VE-Capable Emulator and Management Software

The VE license server software requires matching Charon emulator software. At the time of writing this support was available for Charon-SSP
emulator products.

Please note: The protocol versions used by the emulator software and the license server must be compatible. The software checks for compatible
protocol versions and reports an error should there be a mismatch.

Charon-SSP Emulator Packages for VE Licenses

The necessary features are available in Charon-SSP 4.2.x and later. Stromasys or your Stromasys VAR will provide you with the software or a download
link. In certain cloud environments, Stromasys may offer prepackaged Charon-SSP VE images on selected cloud marketplaces. If you use a Charon host
in the cloud and the instance was launched from such a prepackaged image, the required VE-capable emulator software is already installed (refer to the

respective cloud-specific Getting Started Guide for more information).

The Charon-SSP packages to be installed are the following RPM packages:

® Management components (not VE-specific):
® charon-agent-ssp-<version>-x86_64.rpm
® charon-director-ssp-<version>.rpom
® charon-manager-ssp-<version>.rpm
® VE-capable emulator software:
® charon-ssp-<architecture>-<version>.ve.el7-x86_64.rom
® charon-ssp-<architecture>-<version>.ve.el8-x86_64.rpm

In the above list, the placeholders have the following meaning:

<version> indicates the software version (e.g., 5.0.1).

<architecture> indicates the type of emulated SPARC covered by the software (currently it can have the values 4m, 4u, 4v, 4u+, or 4v+).

The string ve in the package containing the Charon emulator software indicates that this version of the emulator requires a VE license server.
The string el7 denotes packages intended for Red Hat/CentOS/Oracle Linux 7.x.

The string el8 denotes packages intended for Red Hat/CentOS/Oracle Linux 8.x.

Charon Agent, Manager, and Director are not license-model specific.
Please note:

® Unless there is GUI access to the Charon-SSP host system (or an option to use X11-Forwarding via SSH), Charon Manager and Charon
Director must be installed on a remote management system that will be used to configure and manage the Charon-SSP software. The Charon-
SSP emulator software can also be run from the command-line, in which case Charon Manager and Director are not required.

® The Charon Agent package contains the RPM and Debian packages for the Charon Manager on Linux and a ZIP file for the Charon Manager on
Microsoft Windows (charon-manager-ssp-<version>.zip).

® The Charon-SSP VE emulator software can run on the same system as the license server or on a separate system with appropriate network
access to the VE License Server.
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VE License Server Software Installation

If you are not familiar with the installation of RPM packages, please refer to the general Charon user's guide of your product, or your Linux system
documentation.

Please note:

® In versions before 1.0.17, the license server will not start automatically after the initial installation. It will be started once a valid license has been
installed (see Installing a License on the VE License Server).

® When upgrading to version 1.0.24 or above from an older version of the license server, a license update is required due to a change in the
license schema.

® |f you plan to use a primary and a backup license server, the license server software must be installed on both systems.

VE License Server Installation Steps

Perform the following steps to install the VE License Server software:

1. Copy the license server software package to the license server host (if still required):
a. For example, use sftp to connect to the VE license server system.
# sftp -i ~/.ssh/ <nykey> <user>@<linux-ip>
where
i. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)
ii. <user>is the user associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on AWS, or the
custom user on your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE image, use the SFTP user charon)
iii. <linux-ip> is the ip address of your license server system
b. Copy the software package to the license server system using the following SFTP command:
> put <l ocal -path-to-1icense-server-package>
2. Use ssh to log in on the license server host.
# ssh-i ~/.ssh/<nykey> <user>@l i nux-i p>
where
a. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)
b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE image, use sshuser)
c. <linux-ip>is the ip address of your license server system
3. As a privileged user (root) go to the directory where you stored the installation package and install the package:
a. Become the root user: # sudo -i
b. Go to the package location: # cd <pat h-t o- package-di rect ory>
On an instance installed from a prepackaged Charon-SSP VE marketplace image, the installation package is stored
under /charon/storage)
c. Install the package:
i. Linux7.x:# yuminstall |icense-server*.rpm

ii. Linux8.x:# dnf install |icense-server*.rpm
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Below, you find the sample output of an installation (RHEL/CentOS 8.x, assuming that the RPM is in the current working directory):

# dnf install license-server-1.1.5. rpm
Last metadata expiration check: 1:14:52 ago on Fr 29 Jan 2021 09:46: 32 CET.
Dependenci es resol ved.

Package Architecture Version Reposi tory Si ze
Instal l'ing:
| i cense-server x86_64 1.1.5-1 @onmandl i ne 52 M

Transacti on Summary

Install 1 Package

Total size: 52 M

Installed size: 79 M

Is this ok [y/N: vy

Downl oadi ng Packages:

Runni ng transacti on check
Transaction check succeeded.
Runni ng transaction test
Transaction test succeeded.
Runni ng transaction

Preparing : 1/1
Running scriptlet: license-server-1.1.5-1.x86_64 1/1
Instal ling : license-server-1.1.5-1.x86_64 1/1
Running scriptlet: |icense-server-1.1.5-1.x86_64 1/1

Created synlink /etc/systemd/system nulti-user.target.wants/|icensed.service /etc/systend/systenilicensed.service.
Verifying . license-server-1.1.5-1.x86_64 1/1

Instal | ed:
license-server-1.1.5-1.x86_64

Conpl et e!
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Charon VE-Capable Emulator Software Installation

The installation of the Charon emulator software is described in detail in the user's guides of the respective products and versions. This section provides
a short overview.

Installing Charon-SSP for VE Licenses

General Information

The Charon-SSP packages are RPM packages that are installed using the yum (Linux 7.x), dnf (Linux 8.x), or rpm command. They can be copied to the
Charon host system using SFTP as shown in the example for copying the license server RPM, or using other methods.

At least the required emulator packages (charon-ssp-4*.rpm) and the agent (charon-agent*.rpm) must be installed for the system to run emulated
SPARC systems and to allow remote management by the Charon Manager. If local management with graphical tools is required, then the Charon
Manager and the Charon Director packages must also be installed.

For detailed host system requirements and for the management of the Charon-SSP software, please refer to the regular Charon-SSP
documentation on the Stromasys Product Documentation and Knowledge Base pages.

Please note: To use the graphical user interface (Charon Manager for SSP) the Charon Manager package typically is installed on your local Linux or
Windows PC that will be used for management purposes. Running the Charon Manager in a non-graphical cloud or VMware instance and export it via
X11-Forwarding is possible, but will require additional configuration and installation steps (with access to a package repository) - this is outside the scope
of this document. It is also possible to manage Charon-SSP via the command-line only. This is described in the general Charon-SSP user's guide.

Possible Additional Requirements

Many Linux server instances are missing packages that are typically available on workstation installations. Such packages may have to be installed, for
example, if Charon-SSP graphics device emulation or audio emulation are to be used. The same applies to the Charon-SSP Manager, the Server JIT
feature, and some non-critical functions of the Charon Agent. On prepackaged Charon-SSP cloud marketplace images, the necessary packages are
preinstalled.

The following table provides an overview of the packages that may be missing:

RPM Package Graphics and audio Charon Manager* Server JIT Charon Agent
emulation feature

libX11 X X

xorg-x11-server-utils X X

alsa-plugins-pulseaudio X

gtk2 X

xorg-x11-xauth (only required for X11-Forwarding) X

libicu (version 50 for Linux 7.x, version 60 for Linux 8.x) X

pciutils X

* If you install the Charon Manager with the yum (or dnf) command, these packages (except for xorg-x11-xauth) and any dependencies that these
packages themselves may have, are resolved automatically if a package repository is available.

If you suspect problems caused by missing packages and the emulator was started via the Charon Manager, check the emulator crash-log file in addition
to the emulator log file. If starting the emulator from the command-line, review the command-line output.

The packages above have their own dependencies. Install the above packages with the yum (or dnf) command in order to have their dependencies

automatically installed. If your server does not have access to the standard operating system repositories, refer to this document for instructions on
setting up a local repositories.
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Sample Installation

Only the Charon-SSP emulator packages (4M, 4U(+), 4V(+)) are specific to the license model used. The packages required for managing Charon-SSP
(Charon Agent, Manager, and Director) are the same as in the conventional product of the same version.

For detailed host system requirements and for the management of the Charon-SSP software, please refer to the regular Charon-SSP
documentation on the Stromasys Product Documentation and Knowledge Base pages.

The log output below shows a sample Charon-SSP emulator and management package installation (RHEL/CentOS 8.x, assuming that the RPMs are in
the current working directory):

# dnf install charon*.rpm
Last metadata expiration check: 18:49:07 ago on Di 23 Mar 2021 17:29:15 CET.
Dependenci es resol ved.

Package Arch Ver si on Repository Si ze
Instal l'ing:
char on- agent - ssp x86_64 5.0.1-1 @onmmandl i ne 28 M
charon-director-ssp x86_64 5.0.1-1 @onmmandl i ne 112 k
char on- manager - ssp x86_64 5.0.1-1 @onmmandl i ne 1.8 M
charon-ssp-4m x86_64 5.0.1.ve.el 8-1 @onmmandl i ne 2.2 M
char on- ssp- 4u+ x86_64 5.0.1.ve.el 8-1 @ommandl i ne 14 M
char on- ssp- 4v+ x86_64 5.0.1.ve.el 8-1 @onmmandl i ne 14 M

Installing dependenci es:
<lines renoved>

Transaction Summary

Install 48 Packages

Total size: 70 M

Total downl oad size: 9.2 M
Installed size: 183 M

Is this ok [y/N: vy

Downl oadi ng Packages:

<lines renopved>

Runni ng transacti on check

Transaction check succeeded.

Runni ng transaction test

Transaction test succeeded.

Runni ng transaction

<lines renoved>

Instal | ed:

<lines renoved>
charon-agent-ssp-5.0. 1- 1. x86_64
charon-director-ssp-5.0.1-1. x86_64
char on- nanager - ssp-5. 0. 1- 1. x86_64
charon-ssp-4m 5. 0. 1. ve. el 8-1. x86_64
charon-ssp-4u+-5.0. 1. ve. el 8-1. x86_64
charon-ssp-4v+-5.0. 1. ve. el 8-1. x86_64

<lines renoved>

Conpl et e!
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Important Information to Protect the License Validity

Certain actions can invalidate your license. Therefore, once you have installed your license, please note the following points:

For cloud deployments: if supported by the cloud provider, the VE license server instance can be moved to a different subnet, as long as the original
instance can be moved.

It is also possible to backup and restore (to the same instance) the license server data.
However, the following actions will invalidate the license:

® Cloud and VMware environments:
® Copying the license server data to a different instance
® Seriously damaging the root filesystem of the license server system
® Re-installing the license server system
® Copying the virtual machine on which the license server runs
® Changing the number of CPU cores of the license server system.
® VMware environments:
® |f the license server is bound to the ESXi host: using vMotion on the VM in which the VE license server runs
® Changes to the APl interface of the ESXi host or vCenter Server

Requesting and Installing a License

Perform the following basic steps to request and install a license:

® VMware only: for the first license request in a VMware environment, or if the binding data has changed, use the esxi_bind command to bind the
license server to its ESXi host or vCenter Server.

Collect the fingerprint (the customer-to-vendor - or C2V - file) on the license server and (if applicable) the backup license server.

Send the fingerprint data to Stromasys stating the license requirements based on your contract with Stromasys (product version, number of
concurrent instances, is this the main or the backup license, etc.). Stromasys will send you the license data. Please also indicate if you require a
license with or without a passphrase (can be selected per product section). The use of a passphrase requires Charon-SSP emulator
versions 4.3.x and higher and VE license server versions 1.1.x and higher.

Install the license data (the vendor-to-customer - or V2C - file) on the license server and (if applicable) on the backup license server.
Verify the license installation.

These basic steps are described in more detail below.
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Running the esxi_bind Command (VMware environment only)

The esxi_bind command sets up the necessary communication connection between the VE license server and the ESXi host / the vCenter Server.
It must be run on the license server (and the backup license server, if applicable)

® once before the first license is requested,
® and again should the user, the password, or the address data for the access to the ESXi host / the vCenter Server change.

Perform the following steps:

1. Use ssh to log in on the license server instance (assuming that username/password login is possible for an on-premises VMware installation).
# ssh <user>@l i cense-server-ip>
where

a. <user> is the user for interactive login associated with your license server system
b. <license-server-ip> the ip address of your license server system

2. Become the privileged user and run the esxi_bind program.
a. Become the root user: # sudo -i

b. Run the esxi_bind program: # /opt/|icense-server/esxi _bind -a <address> -u <usernane> -p <passwor d>
where

i. <address> is the IP address of the ESXi host or vCenter Server
ii. <username> is a user with administrative rights on the ESXi host or vCenter Server
iii. <password> is the password of the administrative user
3. If the command is successful, it will create the file /opt/license-server/config.ini containing the connection data (the password is encrypted).

Collecting the Fingerprint Data on the License Server

The fingerprint is collected on the license server using the c2v utility.
Perform the following steps to collect the fingerprint on the license server and (if applicable) the backup license server:

1. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@l i cense-server-ip>
where

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE marketplace image, use sshuser)

c. <license-server-ip> is the ip address of your license server system
2. Become the privileged user and run the c2v program.
a. Become the root user: # sudo -i

b. Run the c2v program: # /opt/|icense-server/c2v --filenanme <my-file> c2v --platform <ny-platfornm
where

i. <my-file>.c2v is the path and name under which you want to store the fingerprint. The file type is C2V (customer-to-vendor)
ii. <my-platform> indicates the platform on which the license server runs (possible values: aws, oci, gcp, azure, ibm, or esxi)
3. Copy the resulting C2V file to your local system (unless you can send email from the license server system).

Sending the C2V File to Stromasys and Receive License Data File

Stromasys or your Stromasys VAR will provide you with an email address to which you should send the C2V file you created in the previous step. Please
indicate if you require a license with or without a passphrase (can be selected per product section). The use of a passphrase requires Charon-SSP
emulator versions 4.3.x and higher and VE license server versions 1.1.x and higher.

In response, you will receive a so-called V2C (vendor-to-customer) file which contains the license data. The content of the license (type of emulated

SPARC, expiration date, number of concurrent instances, etc.) depends on your contract with Stromasys. You may also receive a text file containing the
license content in human readable form.
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Installing the License Data on the License Server

The license data is installed on the license server using the v2c utility.
Perform the following steps to install the license on the license server:

1. Copy the V2C file to the license server (e.g., with SFTP).

2. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@«l i cense-server-ip>
where

a. <mykey> is the private key of the key-pair you associated with your license server instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine);
for an instance installed from a prepackaged Charon-SSP VE marketplace image, use sshuser)

c. <license-server-ip> is the ip address of your license server system
3. Become the privileged user and run the v2c¢ program.
a. Become the root user: # sudo -i

b. Run the v2c program: # /opt/|i cense-server/v2c -f <ny-file> v2c
where <my-file>.v2c is the path and name under which you want to store the fingerprint. The file type is V2C (vendor-to-customer).

After the installation of the V2C file, the license server will be restarted.
Please note:

® Starting with version 1.0.35, a previously installed license will be cleanly removed once a new license is installed with the v2c command.
® In versions before 1.0.17, the license server will not start until a valid license has been installed.

The following example shows the installation of a V2C file:

$ sudo /opt/license-server/v2c -f nylicense.v2c
<<V2C>> Going to inport "nylicense.v2c" ...
<<V2C>> Inported "nylicense.v2c" successfully.
<<V2C>> Restarting |icense server ...

<<V2C>> Done

Verifying License Installation and License Content

Checking the License Server Log file

Check the license server log file to see if the server started successfully or reported an error. Use the following command (as the privileged user):
# cat /opt/license-server/license_|log/license.log

The log should indicate that the license server is ready to serve licenses.
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Using the license_viewer Program to Display the Content of a License

The license server provides a license_viewer program to view the content of the license. To run it, use the following command (as the privileged user):

# /opt/license-server/license_viewer

The following sample shows the output of two active Charon-SSP licenses - once on the AWS cloud without a passphrase, once in VMware environment

with a passphrase:

# [opt/license-server/license_viewer

<<Li cense Viewer>> Current |icense:

KEYSEC

K_FI NGER=58ca76281dd3d99b49252b2c <data truncated>

K_LI CENSE_| D=01. 00000001. 002. 044
K_TYPE=NORNMAL

K_CUSTOMER=St r onasys/ Testi ng
K_PLATFORM=anmazon. aws

K_R DATE=1593308781

K_I NTERVAL=60

KEYEND

PRODSEC

P_NAME=Char on- SSP/ 4U, Char on- SSP/ 4U+
P_CODE=t est

P_RLSD=31- DEC- 2020 23: 55: 00
P_MAJV=4

P_M Nv=2

P_CPU_NUME4

P_MAX_MEME4096MB

P_I NSTANCE=4

PRODEND

Important product-specific license parameters:

® P_RLSD is the expiration date.

# /opt/license-server/license_viewer
<<Li cense Viewer>> Current |icense:
KEYSEC

K_FI NGER=c1187c24612b4eel5b076eb8ccdd <data truncated>
K_LI CENSE_I D=03. 00000003. 002. 005
K_TYPE=NORMAL

K_CUSTOVER=St r omasys/ Testi ng
K_PLATFORMEVMWar e. esxi
K_R_DATE=1612976069

K_I NTERVAL=60

KEYEND

PRODSEC

P_NAME=Char on- SSP/ 4M Char on- SSP/ 4U
P_CODE=Char on- SSP VAR Tenpl at e
P_RLSD=14- AUG 2021 23:55: 00
P_MAJV=4

P_M Nv=4

P_CPU_NUME64

P_MAX_MEME4194304MB

P_I NSTANCE=3

P_PASSPHRASE=RBHZ- GTHC- 5062- MGAL
PRODEND

P_MAJV and P_MINV are the major and minor product versions.

P_CPU_NUM defines the maximum number of CPUs in an emulated system (emulated SPARC in the example).
P_MAX_MEM defines the maximum amount of RAM in an emulated system.

P_INSTANCE defines the maximum number of concurrently running emulated systems.

® P_PASSPHRASE defines the passphrase that must be configured on the license client system.

Important key-specific license parameters:

® K_PLATFORM: the platform for which the license has been created. This parameter cannot be changed by a license update.

® K _CUSTOMER: the owner of the license. This parameter cannot be changed by a license update. If a change is required, the existing license

must be removed before creating a new fingerprint.

® K_LICENSE_ID: in older versions, the license ID changed if the license server software was reinstalled; in newer versions, it will remain
unchanged as long as the license server host instance is not re-installed. This parameter cannot be changed by a license update. If a change is
required, the existing license must be removed before creating a new fingerprint.

® K_TYPE: possible values are NORMAL (time-limited or perpetual license) or COUNTDOWN (limited to a certain number of emulator runtime

hours).

® K_EXPIRED: configured number of emulator runtime hours. The remaining hours can be seen in the web interface of the license server and the

emulator log file.
® K_INTERVAL: configured license check interval.
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Using the Web Interface

The license server provides a web interface to display important license characteristics and a list of currently connected client systems and emulator

instances.

Prerequisite: access to TCP port 8084 of the license server must be possible.

The following image shows sample output of a backup license with 179 hours and 57 minutes of runtime remaining:

VE License Server: v1.0.35, Build time: Dec 19 2020 10:49:07
License 1D: 03.00000003.001.003, Platform: amazon.aws
Product Product Majar Minor Maximum Maximum Maximum
Section Expiration Froduct Name Code Version | Version | CPUs | Memory (MB) | Instances
Charon-SSF/AM,Charon-SSPAdU. Charon: | L | |
179 Hours and haron:
1 S5P/MU + Charen-55P/M4 V. Charon- 2 Gid 4194304 3
.5? Minutes SSPiav+ .iSSF'.rFuII VAR | | | |
Cligng List: !
[Ne.[Client 1P| Client 05 [Product Name Version CPU Number Memory (MB)|  Login Time  Product Section
[t [127.0.0.1[CentOS Linux release 7.6.1810 (Core) CHARON-SSPMU w25 [1 [1024 2020-12-21 16:12:17 1
The following image shows sample output of a regular license with an expiration date and one client attached:
VE License Server: v1.0.35, Bulld time: Dec 17 2020 19:15:00
License ID: 01.00000001.002.112, Platfarm: ms.azure
Product [ | Product | Major Minor Maximum Maximum Memory  Maximum
Sectian | Explration Product Name Code Version | Version CPUs {ME} Instances
01- |
.1 |Mur-M211UTC:| ”chamn-sspmr-l .!test ”-1 .|2 |-1 ”512 .:4
1- Charon-SSP/4U,Charon. |
2 |Mar-z0z1iUTE)  SSPAU+ [tost i [2 [" 10240 4
j01- Charon-S5PMV.Charon- |
3 Mar-2021(UTC) |SSPiaV+ est 4 |z |a 10240 @
Chignt List:
MNo. Client P Client 05 [Product Name Version CPU Number Memory (MB)|  Login Time  Product Section
1 [127.0,0.1[Cent0S Linux release 7.7.1908 (Core) CHARON.SSP/AM vd 2.5 |1 |64 [2020:12-17 18:14:44 1

The first section of the samples shows the characteristics of the license. The second section shows the client running a Charon-SSP instance that is
connected to the license server. In this example, client and license server are installed on the same system and the client uses product section 1 (4M) of

the three product sections on the license.
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B Charon-SSP License Server Configuration
B Configuring the License Server Details Using the Charon Manager
B Configuring the License Server Details in the Configuration File
B Configuration File Location
B Adding the License Server Details to the Configuration File
®  Additional Information

At the time of writing, Charon-SSP was the only emulator product supporting VE licenses. Its configuration is described below.

Charon-SSP License Server Configuration

The license server address, and optionally, a passphrase must be configured on the Charon-SSP host system for every emulated system that is to use
the license server. This configuration is normally performed via the Charon Manager. On host systems that allow command-line access, it can also be
performed by editing the configuration file.

Configuring the License Server Details Using the Charon Manager

To configure the license server details using the Charon Manager, perform the following steps:

1. Start the Charon Manager and log in to your Charon-SSP host system. Please refer to the user's guide of your Charon-SSP product for details.
2. Select the emulated SPARC system from the list of VMs on the left and click on Edit Virtual Machine to open the configuration window:

’.\Hume Summary | Log | Console

@ Hardware model:  SUN-4L

Virtualization mode; Emulation
Virtual CPUs: 1

DIT optimization:  Client NT
DIT page size: 480 KB

FP boost ratio: 0

Power aptions: Balanced

Memony: 1GBE

Memory allocator:  malloc

Graphics card: Disabled

TTYA: Telnet, 9000

TTYB: Disabled

Audie Disabled

MWVRAM: Disable auto-boot: off
Eth - Disabled

Run Virtual Machine

Edit Virtual Machine

4L-1 is not running
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3. In the configuration window select the license configuration section and enter the following data into the Virtual Environment section:

a. Primary license server: enter the IP address of the primary license server (use localhost or 127.0.0.1 if the license server runs on the
same system as the emulator).

b. Backup license server: if you have a backup license server (supported in Charon-SSP version 4.1.19 or later), add the IP address of
the backup server in this field. The backup server provides a license limited to a certain number of runtime hours should the primary
server become unavailable. If a all valid licenses are lost or removed while an emulator is running, there is a grace period of 2 hours.
The grace period is the time period during which the emulator continues to run after its license has been lost or removed. If there is no
valid license after the grace period ends, the emulator will stop (this could cause data loss for a running guest system).

c. Passphrase fields: the passphrase authenticates the license client to the the license server. It is defined when the license is created by
Stromasys. Please let Stromasys know if you require a license with or without a passphrase (can be selected per product section);
passphrases are supported in emulator versions 4.3.x and higher. If your license was created with a passphrase, enter the passphrase
in the corresponding fields. You will find the passphrase on the license server in the output of the license_viewer program. If the license
contains more than one product section, there will be a passphrase for each product section. Select the one defined for the product
section the emulator instance will use.

Virtual Machine Settings x
Device  Summary License
Model  SUN-4U HASP:
CPLU 1 s
_ Reqular license |0:
oI Client JIT
Memory 1GB

Backup license |0:
Graphics Disabled

SCSI Disabled

TIYA 9000 Primary license server: W
TR Disabled

TIX  Disabled Passphrase: *
GPIB Disabled

Audio Disabled Backup license server. »
UsE Disabled

Ethernet enplsB Passphrase: L
NVRAM Public Cloud:

Nothing has to be set.

Log 4U-2leg

OK Cancel

4. Click on OK to save the configuration. It will become active at the next start of the emulator.

Configuring the License Server Details in the Configuration File

If your Charon-SSP host system allows command-line access, you can manually edit the configuration file of an emulated SPARC system. This section
only describes the license server parameters. Please refer to your general Charon-SSP user's guide for a full documentation of the configuration file
options.

Configuration File Location

The default location for the configuration files is in /opt/charon-agent/ssp-agent/ssp/<architecture>/<vmname>/<vmname>.cfg.
In the above path

® <architecture> stands for sun-4m, sun-4u, or sun-4v,
® <ymname> stands for the name of the emulated SPARC.

However, if the Charon-SSP system is managed without the GUI, the user can decide where to store the emulator configuration files.
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Adding the License Server Details to the Configuration File

To add the license server |IP address to the configuration file, perform the following steps:

1. Log in to the system as the privileged user.

2. Open the configuration file with a text editor
(the default location is in /opt/charon-agent/ssp-agent/ssp/<emul-architecture>/<emul-sparc-name>/) where
<emul-architecture> stands for sun-4m, sun-4u, or sun-4v.
3. Locate the [license] section (if it does not exist, add it).
4. Add the parameter
server = </icense-server-ip-address>
to the section, where
<license-server-ip-address> is the IP address of the license server.
5. Optionally, add the parameter
backup_server = <backup-license-server-ip-address>
to the section, where
<backup-license-server-ip-address> is the |P address of the backup license server.
The backup server provides a license limited to a certain number of runtime hours should the primary server become unavailable.
6. If defined on the license, add the license passphrase using the parameters
server_key = <primary-license-server-passphrase>
backup_server_key = <backup-license-server-passphrase>
The passphrase provides an authentication of license client to license server. The correct values for <primary-license-server-passphrase> and
<backup-license-server-passphrase> can be found in the license_viewer output of the license server. If there are several product sections on
the same license, be careful to select the passphrase associated with the correct product section.
7. Save the configuration file

8. At the next restart of your emulator instance, the configuration becomes active.

Additional Information

Depending on your Charon-SSP product, the Charon Manager will show additional license management tools. In particular the following:

® Primary and backup license configuration under HASP in the license configuration section.
® HASP Tools in the Tools menu.

Please note: These tools are not relevant for Charon-SSP VE licenses. The same is true for the license management command-line tools
hasp_srm_view and hasp_update that are installed with the Charon Agent.
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» Transferring a License to Another Serv

Contents

B General Information
B Steps to Transfer a License

General Information

If required, a VE license can be transferred from one license server to another.
Please note:

® This action will invalidate the license on the original license server.
® Only a valid, working license can be transferred.

Steps to Transfer a License

The steps below describe the license transfer to another server:

1. Become the root user on the license server.

2. Export the transfer license from the original license server:
# /opt/license-server/c2v -t <export-file> tfr

You will receive a warning message:
| 3 ml ~]& fopt/

PLEASE P
The transfer operation will invalidate local license!

o ok o e ok ok ol e o i ke o e ol T ok ol i ok i ok ol o o o ol ol R ol i o ol i o i ke o e ol o o ol i ol i ok ol R ol i ke o e o o ok o ok i ok

Are you sure you wan o continue?
to confirm or press any keys to abort:

Confirm by entering the string yes, or abort by entering any other input (submit the input using the RETURN key).

3. Create a C2V file on the destination license server:
# lopt/license-server/c2v -f <destination> c2v -p <platforne

4. Send both files (the TFR and the C2V file) to Stromasys (email address will be provided by Stromasys).
5. You will receive a V2C file.

6. Import the V2C file on the destination license server:
# /opt/license-server/v2c -f <new v2c>.v2c

7. If the address and/or passphrase of the license server has changed, adapt the configuration of the license client with the new license server data.

For more information about creating a C2V file and installing a V2C file, please refer to Installing a License on the VE License Server.
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»Removing a Lice

Sometimes, it may be necessary to remove a license from a VE License Server.
There are several ways to remove an existing license:

® On arunning VE license server:
1. If anew V2C file with a license update is installed on the license server, the old license will be removed. If a completely new license (e.
g., different license ID / different license owner) is to be installed, the old license must be manually removed (see point 2) and a new
fingerprint must created.
2. If you initiate a license transfer (c2v -t <fil e- nane>) on a license server, the installed license will be invalidated. See also
Transferring a License to Another Server.
® Deinstalling the license server software. After reinstalling the license server software, the old V2C file can be imported to re-install the license
(the fingerprint of the host is not changed by deinstalling and reinstalling the VE license server software).

® Removing the directory /opt/license-server .
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This section describes some information that could become relevant during the operation of a VE license server and the corresponding Charon emulator
products.

Sentinel/Gemalto License Tools not Applicable to the VE License Server

Actions that can Invalidate a VE License
Starting and Stopping the License Server

Primary and Backup License Server
B General Information
B Backup License Server Operation
B | og Files
® |icense Server Log File
® | og File Location
B | og File Samples
®  Charon-SSP Emulator Log Files
B | og File Location
® | og File Samples

Sentinel/Gemalto License Tools not Applicable to the VE License Server

Any Sentinel/Gemalto-specific license tools provided with the emulator installation are not applicable to the VE license server configuration.
Sentinel/Gemalto-specific tools and configuration options on Charon-SSP:

In Charon-SSP, the Sentinel/Gemalto-specific license tools and configuration options are available when installing the management packages for
the VE-capable Charon-SSP emulator packages. These tools and options are in particular the following:

® HASP Viewer, HASP Updater, and HASP Manager in the Tools > HASP Tools menu of the Charon Manager
® The Regular and Backup License parameter in the emulator license configuration section
® The command-line tools in /opt/charon-agent/ssp-agent/utils/license

The above tools cannot be used for managing Charon-SSP VE licenses. Please ignore them if you have a VE license.

Actions that can Invalidate a VE License

For cloud deployments: if supported by the cloud provider, the VE license server instance can be moved to a different subnet, as long as the original
instance can be moved.

It is also possible to backup and restore (to the same instance) the license server data.
However, the following actions will invalidate the license:

® Cloud and VMware environments:
® Copying the license server data to a different instance
® Seriously damaging the root filesystem of the license server system
® Re-installing the license server system
® Copying the virtual machine on which the license server runs
® Changing the number of CPU cores of the license server system.
® VMware environments:
® |f the license server is bound to the ESXi host: using vMotion on the VM in which the VE license server runs
® Changes to the APl interface of the ESXi host or vCenter Server
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Starting and Stopping the License Server

Please note: In versions before 1.0.17, the license server can only be started if a valid license is installed.
The license server is a systemd service that is controlled via systemctl:

® Starting the license server:  # systencttl start |icensed
® Stopping the license server: # systenct| stop |icensed
® Restarting the license server: # systenctt| restart |icensed

The licensed service logs information to its log file in /opt/license-server/license_log/license.log and to journalctl.

Primary and Backup License Server

General Information

Charon emulators for VE licenses support a backup license server to ensure service continuity should the primary license server become temporarily
unavailable. Backup licenses are typically limited to a certain number of emulator runtime hours.

The example below shows the output of such a license:

# /opt/license-server/license_viewer
<<Li cense Viewer>> Current |icense:
KEYSEC

K_FI NGER=123dblec91a1526c40da028b9e68e5abaadc70c62719af Of 6ef 1f 2cf d2c85bba
K_LI CENSE_| D=01. 00000001. 002. 045
K_TYPE=COUNTDON

K_EXPI RED=100

K_CUSTOVER=St r omasys/ Testi ng
K_PLATFORMFanmazon. aws
K_R_DATE=1593308906

K_I NTERVAL=60

KEYEND

PRODSEC

P_NAME=Char on- SSP/ 4U, Char on- SSP/ 4U+, Char on- SSP/ 4V, Char on- SSP/ 4V+
P_CODE=t est

P_MAJV=4

P_M Nv=2

P_CPU_NUM-4

P_MAX_MEM=4096 VB

P_I NSTANCE=4

PRODEND

PRODSEC

P_NAME=Char on- SSP/ 4M

P_CODE=t est

P_MAJV=4

P_M Nv=2

P_CPU_NUM=4

P_VAX_MEM=512MB

P_I NSTANCE=4

PRCDEND

Note the parameters K_TYPE=COUNTDOWN and K_EXPIRED=100. They indicate that this is a backup license with 100 hours of emulator runtime. The
remaining hours can be checked via the web interface.

Backup License Server Operation

Should the primary license server become unavailable, the emulator tries to connect to the backup license server. If this succeeds, the emulator
continues to run without interruption. If no connection to a valid license can be established within 2 hours, the emulator will stop.

Please note: If you do not have a valid backup license and the primary license server is unavailable for more than 2 hours, make sure to shut down the
guest operating system cleanly before the end of the grace period. Failure to do so may cause data loss or corruption.

If the primary license server becomes available again after the emulator has switched to the backup server, the emulator will automatically switch back to
the primary server to avoid unnecessary depletion of the backup license runtime hours.
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Log Files

Log files provide important information about the operation of the license server and the Charon emulator software. In case of problems, this is the first
place to check.

License Server Log File

Log File Location

License server log file /opt/license-server/license_log/license.log

At every license server start, a new version of the log file is created and the previous file is rotated to license.log. 1. Other existing versions are rotated
accordingly.

Log File Samples

Normal startup:

2020-01-16 09: 00: 43 | NFO MAI N Build time: Jan 16 2020 10:54: 15
2020-01-16 09: 00: 44 | NFO MAI N Li cense server is ready to serve.

No valid license installed:

2020-01-10 12:17:19 I NFO MAI N Build tine: Jan 10 2020 17:22:12
2020-01-10 12:17:19 ERROR License license is not avail able.
2020-01-10 12:17:19 I NFO MAI N The programis term nated.

Client connection log (new in 1.0.28):

2020-10- 02 21: 46: 29 | NFO MAI N Li cense server is ready to serve.
2020-10-03 01: 31: 09 I NFO Server CHARON- SSP/ 4U v4. 1. 32 has logged in from 127.0.0. 1: 40704.
2020-10-03 01:45:21 | NFO Server CHARON- SSP/ 4U v4.1.32 from 127.0. 0. 1: 40704 has been di sconnect ed
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Charon-SSP Emulator Log Files

Log File Location

The default emulator log file location is /opt/charon-agent/ssp-agent/ssp/<architecture/<vm-name>/.

® <architecture> can be sun-4m, sun-4u, or sun-4v.
® <ym-name> is the name of the emulated SPARC system.

The log file is called <vm-name>.log. At every emulator start, a new version of the log file is created and the previous file is rotated to <vm-name=>.log.1.
Other existing versions are rotated accordingly. The number of retained files is determined by the log configuration of the emulated SPARC system.

Please note: The log file path can be changed by the user to a non-default value.

Log File Samples

Working license found during emulator start:

2020-07-16 21:25:10 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 | NFO
2020-07-16 21:25:13 | NFO
2020-07-16 21:25:13 | NFO
2020-07-16 21:25:13 | NFO
2020-07-16 21:25:13 | NFO
2020-07-16 21:25:13 | NFO
2020-07-16 21:25:13 I NFO

Trying to login to license server: 127.0.0.1
Connected with license server: 127.0.0.1

Found avail able Iicense ID: 01.00000001. 002. 044.
Custonmer nane: Stromasys/ Testing.

Virtual hardware nodel Charon-SSP/4Mis |icensed.
Maxi mum concurrent instances are limted to 4.
Maxi mum al | owed virtual CPU(s) are 4.

Maxi mum al | owed virtualized nmenory is 512 MB.

Maj or al |l owed version nunber is 4.

M nor al |l owed version nunber is 2.

Expiration UTC tinme: 2020-12-31 15:55:00.

mERAmAAAAAASM

Connection to license server lost temporarily and then restored:

(License | oss detected)

2020-07-16 22: 25:56 ERROR VE Failed to connect with the |icense server!
2020-07-16 22:25:56 WARN VE Charon will be termnated within 2 hours!

(License server connection restored)

2020-07-16 23:26:01 | NFO
2020-07-16 23:26:01 I NFO
2020-07-16 23:26:01 I NFO
2020-07-16 23:26:01 I NFO
2020-07-16 23:26:01 I NFO
2020-07-16 23:26:01 I NFO
2020-07-16 23:26:01 I NFO
2020-07-16 23:26:01 INFO
2020-07-16 23:26:01 INFO
2020-07-16 23:26:01 INFO
2020-07-16 23:26:01 INFO
2020-07-16 23:26:01 INFO

Connected with license server: 127.0.0.1

Found avail able license I D: 01.00000001. 002. 044.
Customer nane: Stronasys/ Testing.

Virtual hardware nodel Charon-SSP/4Mis |icensed.
Maxi mum concurrent instances are limted to 4.
Maxi mum al | owed virtual CPU(s) are 4.

Maxi mum al | owed virtualized menory is 512 MB.

Maj or al |l owed version nunber is 4.

M nor al | owed version nunber is 2.

Expiration UTC tinme: 2020-12-31 15:55:00.

Local UTC tine: 2020-07-16 15:26:01.

The license is verified, back to nornal operation.

mEmmAAAAASAM

Please note: The output shows a 2 hour grace-period. This is applicable to Charon-SSP versions 4.1.21 and later. In earlier versions the grace-period
was 24 hours. This is no longer needed because a backup license server can now be configured (since Charon-SSP version 4.1.19). If a valid license
has not become available before the end of the grace period, the emulator will be stopped.
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Switch to backup license server:

2020- 06-29 18:08: 25 ERROR VE Failed to connect with the |icense server!
2020-06-29 18:08:25 INFO VE Trying to login to |license server: 127.0.0.1
2020- 06-29 18: 08: 34 ERRCR VE Failed to connect with the |icense server!

2020- 06-29 18:08:43 WARN VE Charon will be term nated within 2 hours!
2020-06-29 19: 08:57 INFO VE Connected with license server: 172.31.40.62
2020-06-29 19: 08:57 INFO VE Found avail able Iicense ID: 01.00000001. 002. 045.

License Server version mismatch:

The following message is logged in older versions. Newer versions may have a more descriptive error message.

2020-01-16 11:24:38 WARN VE Failed to get data fromlicense server!

Please note: The software checks for for compatible protocol versions between license server and emulator software. It logs an error if the versions are
not compatible. Compatible versions are required for the emulator to verify the license and to run.

© Stromasys 1999-2021 34/103



Charon VE License Server 1.1 | User's Guide Version 10 | 15 July 2021

Please note: some parameters (e.g., the license ID and the owner of the license) cannot be changed by an update. In such cases, it is necessary to
remove the existing license and then create a C2V for a new license to be created. See also section Verifying License Installation and License Content in
Installing a License on the VE License Server, and Removing a License from a VE License Server.

An update to a license may become necessary due to

the expiration date being reached,
Charon emulator product upgrade,
additional Charon emulator instances,
etc.

To update your license, perform the following steps:

1. Create a new C2V file on the license server.
2. Send the output to Stromasys.
3. Install the received V2C file on the license server. This will automatically remove the previously installed license (starting with version 1.0.35).

Please refer to Installing a License on the VE License Server for a detailed description of these steps.
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2 VE License Server Software Upgrade

Please note:

® |f you are not familiar with the installation of RPM packages, please refer to the regular user's guide or your Linux system documentation.
® You do not need to stop running emulator instance before upgrading the license server.
® Please refer to the general Charon user's guide for information on how to upgrade the Charon emulator software.

To upgrade the license server package, perform the following steps (SFTP is used as a sample file transfer method):

1. Use sftp to connect to the license server instance.
# sftp -i ~/.ssh/<nykey> <user>@<linux-ip>
where

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for on-premises VMware installations that allow logins with username/password)

b. <user>is the user associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on AWS, or the custom
user of your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE marketplace image, use the SFTP user charon)

c. <linux-ip> the ip address of your license server system

2. Copy the software package to the license server system using the following sftp command:
> put <local -path-to-license-server-package>

3. Use ssh to log in on the license server system.
# ssh -i ~/.ssh/<nykey> <user>@xl i nux-i p>

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for on-premises VMware installations that allow logins with username/password)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user of your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE marketplace image, use sshuser)

c. <linux-ip>the ip address of your license server system

4. As a privileged user (root) go to the directory where you stored the installation package and update the package. If you used the VE image and
copied the file using SFTP to user charon, the file will be in the hierarchy under /charon/storage.

a. Become the root user: # sudo -i
b. Go to the package location: # cd <pat h-t o- package-directory>
c. Install the package:

i. Linux 7.x: # yum update |icense-server*.rpm

ii. Linux8.x:# dnf update |icense-server*.rpm

Normally, the license server will restart and continue to work normally. To check the status, perform the following steps:

® | ook at the content of the license server log: /opt/license-server/license_log/license.log

® Use the ps command to check that the server is running:
# ps -ef |grep |license-server

About an hour after the installation check the emulator log files of any active instances to verify that no unexpected problem has been caused by the new
version.
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» VE License Server Software Deinstallation

Please note:

If you are not familiar with the deinstallation of RPM packages, please refer to the regular user's guide or your Linux system documentation.
Before you deinstall a VE license server, make sure that no active emulator guest system depends on this license server.

Shut down any running emulator guest systems depending on this license server.

Please refer to the general Charon user's guide for information on how to remove the Charon emulator software.

To uninstall the license server package, perform the following steps:

1. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@l i nux-i p>

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for an on-premises VMware installation that allows login with username/password).

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user of your VMware host;
for an instance installed from a prepackaged Charon-SSP VE image, use sshuser)

c. <linux-ip>the ip address of your cloud instance

2. As a privileged user (root) perform the deinstallation command:
a. Become the root user: # sudo -i
b. Remove the VE license server package:

i. Linux 7.x:# yum erase |icense-server

ii. Linux8.x:# dnf erase |icense-server
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2 VE License Server Command-Line Utilities

The License Server kit contains the following command-line utilities:

The c2v Utility

The v2c Utility

The license_viewer Utility
The esxi_bind Utility

All License Server utilities are located in /opt/license-server.

The c2v Utility

The c2v (Customer-to-Vendor) utility enables the user to collect the initial fingerprint of the license server system and later collect C2V data for license
updates.

Usage: c2v [options]
The options are described in the table below:

Option Description
-f, --filename name Specifies the name of the file in which the C2V data will be stored.
-p, --platform platform VE platform on which the license server runs:

aws: to run on Amazon Cloud

oci: to run on Oracle Cloud

azure: to run on Microsoft Azure

gcp: to run on Google Cloud Platform
ibm: to run on the IBM cloud

esxi: to run in a VMware environment

physical: reserved for future use

-t, --transfer Export a transfer file (.tfr) to transfer the license to another system.
-d, --debuglog Print a debug log.
-h, --help Print the usage information. Default if no parameter is selected.

The v2c Utility

The v2c¢ (Vendor-to-Customer) utility enables the user to install the initial license and subsequent license updates.
Usage: v2c [opti ons]

The options are described in the table below:

Option Description

- f, --filename name Specifies the name of the file containing the V2C data.

-d, --debugl og Print a debug log.

-h, --help Print the usage information. Default if no parameter is selected.

© Stromasys 1999-2021 38/103



Charon VE License Server 1.1 | User's Guide Version 10 | 15 July 2021

The license_viewer Utility

The license_viewer utility enables the user to displayed installed licenses.
Usage: | i cense_vi ewer

This utility does not have any parameters.

The esxi_bind Utility

The esxi_bind utility is used to establish the connection between license server and ESXi host or vCenter Server.
Usage: esxi_bind [ opt i ons]

The options are described in the table below:

Option Description

-a, --address jp-address IP address of the ESXi host or vCenter Server.

-u, --username username Username of a user with administrative rights on the ESXi host or vCenter
Server.

-p, --password password Password of the user specified in the username option.

-h, --help Print the usage information. Default if no parameter is selected.
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» Additional Information

This section provides additional information to support the installation of the license server and the emulator packages.

Creating and Attaching an AWS |IAM Role
Creating and Installing an IBM API Key
Setting Up a Linux Instance in AWS

Setting up a Linux Instance in OCI

Setting up a Linux Instance on Azure
Setting up a Linux Instance on GCP

Setting up a Linux Instance in the IBM Cloud
Installing the Charon Manager

Starting the Charon-SSP Manager
Cloud-Specific Firewall Information

Please note: cloud providers may change their management GUI without prior warning. Hence, the screenshots in this document may not always reflect
the latest GUI appearance. However, they will still provide an illustration of the described configuration steps.
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Creating and Attaching an AWS IAM Role

The Charon VE License Server on AWS requires that an IAM role that allows at least the ListUsers action is attached to the instance. This section
provides an overview of how to create such a role if required. Please refer to the AWS documentation for details.

The basic steps to create and attach a new IAM role definition are the following:

1. Go to the IAM service section.

2. Define a policy with the required permission if it does not already exist.

3. Define a role including the policy with the required permissions.

4. Attach the new |IAM role to your instance during instance creation or to an existing instance.

These steps are described in more detail below.

Step 1: Go to the IAM service section:

Open the services overview and search for IAM or open it from the Recently Visited list:

w Favorites All services

Recently visited

Customer Enablement

This will open the IAM dashboard.

Step 2: Define a policy with the required permissions (if it does not already exist):

Select Policies in the IAM dashboard:

ldentity and Accoss

Management (LAM) « 1AM dashboard
Sign-Im UIRL for LAM users in this accaunt
CRI hétps:\E0484 161187 signin. aws amazon.comiconsole ¢ |
= Access management 1AM resources
Geoups . = .
Usi 3

Security alerts

This will open a list of existing policies. If the required policy does not already exist, click on Create policy to create a new one as shown below:
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Identity and Access

Policy actions ~
Management (IAM)

‘ Create policy ’
e

Filter policies Q
Dashboard

» Access management Policy name - Type

Used as

The Create policy window opens.

® At the top of the page click on Choose a service and select IAM.
® Use the filter field to search for the list options.
® Select the ListUsers option.

Create pol

A policy defirses the AWS permissions thal you can assign 1o a user, group, or role. You can oreate and edit a policy in the visual editor and wsing JSON. Leam more
Visual editor JSON
Expard al

Collapse all

= LAM [1 action)

© :

Import managed policy

Clang  Remave

- fclions Specily the actions allowed in LAM

e

Listhconssinys
ListAConUntALREEE
Listhached GroupPolicies
ListArachedRolePolicies
LisshachedUserPolces

ListE rstins o Policy

ListinstanceProfiles ForRiole
LasthiFA D Acs
LstOpendDConmectProviders

ListPolicies

LisiPoliciesGrantngienvicaiconss

LstPolicy\amsions

Switch 1o derry permission

ListServerCertificates
ListSardcoSpacitcCrodantals
ListSigningCertificabes
ListSSHPublicKeys

]

o Listlsars

i

At the bottom of the page click on Review policy.

The review page opens:

Create PONCY
Review policy
Hame® | MylistPolicy
Description
Smmary
Q
Service - Az lovel
Allow (1 of 241 services) Show remaining 240
1AM Limited: List

Rusgufes

All resources

RSN RS-

Nors

Add a name for the policy and click on Create policy at the bottom of the page.
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Step 3: Define a role including the policy with the required permissions:

Select Roles on the sidebar of the IAM service section (for example on the IAM dashboard):

ldentity and Access

Management {LAM) 4 |AM dashboard
Shgn-im URL for LAM users in this account
Dashboard hitps:0E0484 161187, signin.aws.amazon.com/conscle 1] | Customize
+ AcCooss management &M resources
Groups Users; 22 Roles: 18
Users Groups: 3 ldent i
Custormer managed pobcies: &
Policies :
Security alerts

This will open a list of existing roles. To create a new role, click on Create role.

5 AR d e

Identity and Access

Management (IAM) 4 » |AM Roles Documentation

» Tutorial: Setting Up Cross Account Access
» Common Scenarios for Roles
Dashboard

« Accessm anagement

Groups ‘ Create role ’Delcmmlc:

Users
Roles Q
Paolicies
Role name
The Create role window opens. Select
® the AWS service, and
® the EC2 use case.
Create role o 2
Select type of trusted entity
g
——— ]
; Web identit "
ey AWS service Another AWS account i SAML 2.0 federation
(e - Da @ & (o
=]
Allows AVWS senvices to perform aclions on your behall. Learn mone

Choose a use case

Cao

EC2
Allows EC2 inslances 1o call AWS Services on your behall

Lambda
Allows: Lambda funclions o call AWS senaces on your bahall

Then click on Next: Permissions at the bottom of the window.
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The permissions window opens and allows you to select the appropriate policy. Use the filter field to find your policy and select it.

Create role 1 o s (4

= Attach permissions policies

Choose one or mone palicies to attach 1o your new role

Create policy =

Filter policies - Q My Showing 1 result
Policy name - Used as

LA MylAMListUsars Parmissions policy (1)

Click on Next: Tags and optionally add tags to your rule. Then click on Next: Review to open the review window. Assign a name to your new role as
shown in the sample below:

. @

Provide the required information below and review this role before you creale il

Create ro

Review

Role name*  MylAMLisIRule

Role description  Allows EC2 instances 1o call AWS sendces on your behalf

Trusted entities AWS senvice: ecl.amazonaws.com

Policies MylAMLisiUsers G

Parmissions boundary [Permissions boundary is not st

No lags were added.

Then click on Create role at the bottom of the window to complete the creation of your role.

The sample below shows the JSON code created for the rule:

{
"Version": "2012-10-17",
"Statenment": [
{
"Sid": "Visual Editor0",
"Effect": "Alow',
"Action": "iamlListUsers",
"Resource": "*"
}
]
}

© Stromasys 1999-2021 441103



Charon VE License Server 1.1 | User's Guide Version 10 | 15 July 2021

Step 4: Attach the new IAM role to your instance during instance creation or to an existing instance.

To attach the role to an instance during instance creation, use the IAM role option in the Configure Instance Details window, as shown in the sample
below.

Step 3: Configure Instance Details
Capacity Reseraadion () O o c

e

M rele [ i_:-_\_ _—3:)’: ; A

Alternatively, the role can be set/changed by selecting the instance, right-clicking on it, and selecting Security > Modify IAM Role (in the older AWS
console, use the Action menu). Please note that if the instance is stopped, you have to detach an existing role before you can add a new one. On a
running instance, you can replace the existing role without removing it first. If you replace an existing IAM role, ensure that this will not impact other
functionality of your instance.
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Creating and Installing an IBM API Key

The VE license server requires an API key (filename apikey.jason) to be able to run on an instance in the IBM cloud. Perform the following steps to

create and install this key:

Step 1: if you have not created an API key yet, create and download the API key.

You can use the same key for several license server systems. So this step may not be needed.

Go to Manage > Access (IAM) > API keys and click on Create an IBM Cloud API key as shown below:

API keys

{emabe, view, and work with AP ey that you Base ao0
¥ and can be used 10 access claud pl

b oS

Losaking foe mare optians 10 manage API Keps? Try [EM
iy dyrieiidalty and dtsen this deturely

= peat e dhed

AP oty addociated with

Simlus 4 Descrigtian

o marape. [BH Coud AP] by ace ascciated with
d classic infrasinectee
acoe3s that is assigned 1o The wier, The lollowing table displays 2

Siled milafds

b ity Bird (R JAm BCOEEE |

Tos upsctes e mocess Sor an APT sy, SESign or remove socess for B

5, deperading on e
ot of &F] keys creabed in this accound, L

for creating and leasing AFT

f i EERpred aSrodd Al alCounti.
e

Date Created

This will open the Create API key window. In this window enter

® Name and
® Description

Then click on Create.

Please note: you will be offered to download the key for a short period of time after creating it. This is the only opportunity to download it. Therefore,

download the key immediately.

Step 2: install the API key on the license server.

To install the key on the license server, do the following: copy the API key (name apikey.json) to the directory /opt/license-server on the license server

instance in the cloud using your preferred method (e.g., SFTP).

Step 3: check if the license server starts normally.

If the key is missing, the license server log (/opt/license-server/license_log/license.log) shows the error message Failed to find apikey.json file! After the

key has been correctly installed, this error should be gone.
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Setting Up a Linux Instance in AWS

This chapter describes how to set up a Linux instance in AWS. The purpose for which the instance is created will determine the prerequisites for image
and instance type used.

Contents

Prerequisites
AWS Login and New Instance Launch
New Instance Configuration

Initial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

Prerequisites

As this description shows the basic setup of a Linux instance in AWS, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in AWS, you need an Amazon AWS account.

® |f this instance is to be used as a Charon host system, refer to the user's guide of your Charon product to determine the exact hardware and
software prerequisites that must be taken into account for the Linux instance. The image you use for your instance and the instance type you
chose determine which hardware and software your cloud instance has.

® |f this instance is to be used as a Charon host system, a product license is required to run emulated systems. Contact your Stromasys
representative or Stromasys VAR for details.

® (Certain legacy operating systems that can run in emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

AWS Login and New Instance Launch

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications such
as Charon emulator products or the Charon VE license server.

To start the creation of a new cloud instance using a general purpose Linux image, perform the following steps:
1. Log in to your AWS management console.

2. Find and select the EC2 service. You can use the search window or find it in the recently used services.
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Senvices Resource Groups - *

AWS Management Console

AWS services

Find Services

=

v Recently visited services

* All services

Build a solution

Get started with shmiple wizards and automated workflows

Launch a virtual machine Build a web app
With EC2 With Elastic Beanstalk
2-3 minutes & minutes

& &

Build using virtual servers
With Lightsaill

1-2 minutes

This will open the E2C dashboard.

Please note: The following sample image shows the old E2C dashboard. The new dashboard looks somewhat different, but still has the Launch

instance button.
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3. On the EC2 dashboard click on the Launch Instance button.

aws

Services

- Resource Groups -~ *

EC2 Dashboard -
Events

Tans

Reparts

Limits

Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Resenations

Resources

fou are using the lollowng Amazon EC2 resources in the US East (M. Virginia) region:

8 Running Instances 5 Elastic IPs
0 Dedicated Hosts 55 Snapshots
41 Volumes 0 Load Balancers
12 Key Pairs 27 Security Groups

0 Placement Groups

Create Instance

To stag azon ECZ you will want to launch a virtual server, known as an Amazon EC2 instance

Launch Instance

This will initiate the instance creation process consisting of seven steps:

. Choose AMI

. Choose Instance Type
. Configure Instance

. Add Storage

Add Tags

N o oA ®N =

. Configure Security Groups
. Review, launch and select/create key-pair for access.

These steps are described in the next section.
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New Instance Configuration

The instance creation and configuration process will guide you through a number of configuration steps and allow you to start the new instance when

done.

1. Choose AMI:

This example shows the search for centos and the results in Marketplace. Depending on your environment, the image may also be in one of the other
sections (e.g., My AMIs).

1. Chederia Al

Quick Szar §0)
by At {11)
| KW Marketplace {187)

Communty Akl (S0

 Categories
All Categeris
ks Soltwiee
(241}

Dewvips (100}

[Burnegs, Applscatons | 33
T (1]

rhrilnes (4]

¥ Operaling Sysiem
= Al Lisno Ui
CeniilE (250]
Onhe {13}
Ao Linus (5)

A% Cantos

A} CentOS

&% Cant0s

Step 1: Choose an Amazon Machine Image (AMI)

A AR ks 8 peenplaee that conizens e sofrasne confguranon [of=ramng Sysiem, apphcaton Seneer, and appboatons] reguared o lnch your nstance. You can sefect an AW peovaded by A8, our user communing, of the B
Mariosipiace; of ¥OU Can Sehect one of your own Al

Lis 4. At Baer iy . e oy & Coribquee Securty o P R

Cancel and Exit

1%o 100 287 Prodcts M

CenbDS T (olE_8d) - with Updates HYW
o LY D SE Preeies vt | By S iy

Urno®Uinis. ToralrS T G40t () Amsanon Machine mage () | Upsisted LO20F

Thh B P Ol CantOS T B8 84 HAMVE IalQes [Fl TS Dibirs Bl sl & el ool . SURibie- M® Ll i FOVI ISlinheld ByToirs Oy Tl ffleQel DO AN sl
T [

o s

CenbDS & (obi_8d) - with Updales HW
e (| LBO_30 Prrviort wersecess | By oo oog

Uinc.inds, EopmdSef | kbt (bl Momeason M imasge () | Lpsdaiat 112718

T s B Official CentD5 8 cBl 24 WM imuage that hus Beon Bull wi® o mrimal prodile . The image conisin el eneogh packsgend ko ron silfn AW, bring
U i SEH St bl

ot inke

CentOS & (ubd 8] - with bpdates Se
ol ol ey | - SI04-D0-T9 | By Ciondon. ooy
Ut tein, Snaoeh. | el Cui Aok M P g LAMR] | Biudiaie BT

Thi s P Oficial Coni0IS 6 xS _S4 imuge that har been boll wish 4 minimal profile. The image containg ol snough packoges 5o nan wishin AIWS, bing up an
S5 Sarvs ara

klorg il

Clicking on one of the categories above will display a list of images. Select the appropriate Linux AMI (a supported Linux version or - if appropriate - a
prepackaged Charon-SSP VE marketplace image).

This will take you to the next step, the instance type selection.
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2. Choose Instance Type:

Amazon EC2 offers instance types with varying combinations of CPU, memory, storage, and networking capacity. Depending on the image selected, not
all instance types may be offered.

Select an instance type that matches the requirements of the planned use of the instance.

b {moene A . Ehemrin Ierilinin Type 1 Cordcure e & vl Saodagyr B i Eags & orbipure ety Sioup [

Step 2: Choose an Instance Type
Amaron ECT meovdes  wide selaction o retance hpes optemized io B diflerent use cates ratanoes are viusl sersers thal can ron applcations. They Fase vansng combnations of CPU, memory, sioesge, and retyoriang
capacity, s ghve you the Beakilty to choose the approgriate s of iescurces: ior yous appications. Leam more about imgance hpes and how Sy ¢ meed your compuiing needs.

Filter by Al instance bypes = Current gensration ~  ShowMide Colume

CurrerSy aslecied: Ehge [etuiuideed B & WOFUR, 2 3 GHE el Broadwerl E5-P80&, 18 Gl memarny, EBS Syl

Mote: Tha wendor recommeands uting & tmicng instance (o langar) for the best experience with this product

Famiy - Type = wCPLE ) = Bemory (040) v Inatance Storage|O) (B - m:ﬂm v Wetwork Performance (| - s'p;: T

Genetal papose 12 narg 1 o3 EDS only - Liww to Ml aley Ll

Genenl papose o 1 1 EBS: only . LW 1 I L

Gt prarpcrie 12 smal 1 2 EBS iy Lo I sdesate wes

Crivrart Al praapperis 12 meehum z a EBS only . Liow i Pdsdes aie wes

Crifurd 4l prtpperie 12 Large z L} EBS only - Lo t0 Mocderaie wes

| ] Cresnetil ppake 2 xlupge 4 ] EBS only = Winderale e
Ceneml papose 2. adaige B 2 EDS only - Maderale e

Geneinl papss (=T RT5] F 4 [=E-] ERS Gy il L B 5 Canpadiad Wik

Geneml papose a micre F i EBS only Wl Lip 1o & Gigaka e

Geneil papose Cha sl 2 2 EBS only Vel Lip 1o 5 Gegaba Wi

! Geneial papose [ mrasdaam 2 4 EBZ onby Wees Up 1o & Ggaba Wes

I
I cancel  Previows Newt: Conbigure Instance Detads
L _,_-a—-"-.

When done, continue by clicking on the Next: Configure Instance button.
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3. Configure Instance:

In this section, you can set up the details of your instance configuration.
For example,

® you can select the VPC subnet your instance should be in, and
® whether an interface should automatically be assigned a public IP address.

Please note: Automatic assignment of a public IP address only works if there is only one network interface attached to the instance.

You can also assign the required IAM role (allowing the ListUsers action) to the instance.

Services v

dWs

Step 3: Configure Instance Details

Mumber of indlances | 1 - Asa Groug (1
Purchasing option [ Eeipuiri! Spat Ilateed
Hetwark [ e R X

' SR £
27T 1P A

Autg-assign Public 1P _Jj Ui subnet seting [Enable)

Placement greep  [§ Add ieizance 10 placHTSNR oIt

Capacity Reseration (] i Y Conate newt
shigdown behavior | o0

Erabde termnation protection [ Pritecs Againdt

Mondtoreg (& (S Tl Mriiukpd] T

Tenancy

Elastic inference (G A an Elasi iInference Aok

TaiFl Ualimited | Enabie

cucer v ([T e ac st

Once you have selected all desired configuration options, click on Next: Add storage to continue.
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4. Add Storage:

The size of the root volume depends on the minimum size for the Linux system plus any additional products you plan to install. You can add more storage
later to provide space, for example for virtual disk containers (if this is a Charon host) and other storage requirements.

Please note: It is recommended to create separate storage space (using AWS EBS volumes) for any application data. If required, such volumes can later
easily be migrated to another instance.

Rescurce Groups ~

Step 4: Add Storage

& wll be baune
Femazin ECS

[= il

Thicughput
e e i Termisalion Encrypted |

nanE) i

Add New Volurme

Wolurme Type (| Device || Snagahal Sire (0aB) i Welume Type || oPS i

Once you are done, again click on the Next: Add tags button.

5. Add Tags:

Tags allow you to add information to your instance, for example, an easily remembered name as shown in the example below:

Ressires Gasaps ~

Step 50 Add Tags

Ay

Wl Do Dl LANCES Al = E AECRLE LA Amaron ECE e

Ky alue Instances || Wolumes i
—— - . ]

Add anathes Lag

After adding tags as required, continue to the next step (Configure Security Groups).
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6. Configure Security Groups:

A security group is similar to a firewall. It defines which traffic is allowed to flow to and from the instance. You must at least enable SSH access to the
system. This will allow you to access the management interface and to transfer files from/to the cloud instance. You can select an existing group or create
a new one. If you create a new one, you can enter an name and an appropriate description. An example of a security group is shown below.

Step 6: Configure Security Group
B STy g i S ol P rulss thal Conbrol et ralld ke i . C a4 uch 2 BT 1 alcw inle 1
b the HTTP and below X
ARG A Seunty group. =0Cr P STy Qo
1 an existing sy g
Securify gioup nams; PO
Desoription: Y

TR Protecal (i Part Range || Fowce | Description |

po= 1 v TCP 22 Curidam ¥ QO0c0 L g
Add Rule

Fit
W e ol 0000000 ol i 1 ¥ e o i Py i B A

The warning shown alerts the user to the fact that the source IP addresses are not restricted, i.e., any system is allowed to use SSH to access the
instance. Restrict the source address range if possible.

Once you have set up your security group, continue to the next step (Review and Launch).
7. Review:

Here you can review the configuration of your instance and edit the individual sections if required. The image below shows a sample:

o
Step 7: Review Instance Launch
Prhene NeveEw yiur Famance lanch detads. Wou can go Back 10 e changes lor ach Secton. Chok Launek 10 S5 & Ky pail 10 yOU istance and Complets the laimnch pocess
k3
= AMI Details Edi A0
ar ContQ5 7 (v6_G4) - with Updaios HVM
m & 1OOW IS ERA 1ROY 03
Hourly Solteare Fees: 50 00 per howr on (2 slage ratance. Addsoral tanes o fees may apply
il e R ek will e once yiea L 0
By laisnchang this. prodot, you will b Subsonbed o i sofnanne i S006e Tl fMeadl o ] 1
* Instance Type Edit instancs typs
restance Type ECUs WGP Memaory [GIE] Irstance Soormpe [GE] EB G- ul Hetwnrk Performance
NS Lo | 14 EBS ondy
* Security Groups Ec
Securiy grosp name Conts 7 -
Deacripion T ey il ¥ L & L H
prowsdeed by CEMcs i
|

If you are satisfied with the settings, click on the Launch button to start your instance for the first time.
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8. Launch and select/create key-pair for access:

When starting the instance for the first time, you will be shown a window asking you to create a new key-pair or to use an existing one. When creating a
new key-pair, you must download the private key to your local system and store it in a safe place. It is required to access your instance. The public key
is stored in the newly created Linux system, in the authorized_keys file of the management user. The name of the management user depends on the
selected image and should be shown in its description. For a CentOS image it often is centos. The sample below shows the window when the creation of
a new key-pair was selected:

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely, For Windows AMIs, the private key file is required to
obiain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH nto your instance.

Mate: The selected key pair will be added 1o the se1 of keys authonzed for this instance. Learm mone
about removing existing key pairs from a public AMI

Create a new key pair v
Key pair name
mykey

Download Key Pair

You have to dovwnload the private key file (*.pem hile) before you can continue, Store
it in a secure and accessible location. You will not be able o download the file
again after irs created.

Cancel

You cannot start the instance without downloading the key. If you select to re-use an existing key-pair, you have to confirm that you are in possession of
the private key before you can launch the instance.

Verify that instance is running:
After starting your instance for the first time, you will see it in the initializing state in the list of your AWS instances. It will take a bit of time to get to the

running state. After this, important information, for example, the public IP address and public DNS name (marked in red) of the instance will also be
displayed. The following image shows an example:

e————— G ) [+ | [ |

Q 1 &
vomrche wee- 5 Clamr Filbary
ﬂ Nam= Instancs 10 Indtance sbals = Iatance tbyps ¥ Hatus ehpck Alarm Stabur Awafabilily posws V7 Public iP5 DN Pald 1P .
[ -] PR ety 505 T T 15008 I g 12 e @ Fis alarei S eal=1C
woir-lifnBl- Rt OB RS 50 T Bal) S stoppe E - He alarrrm. -kl 1¢

The following sections will show you how to access the instance and how to perform additional storage and network configurations.

If you select your instance, the bottom of the screen will show a detailed description and status information of your instance.
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <nanagenent - user - nane>@xcl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <nanagenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance in OCI

This chapter describes how to set up a basic Linux instance in OCI.

Contents

B Prerequisites

B OCI New Instance Launch

B |nitial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

Prerequisites

As this description shows the basic setup of a Linux instance in OCI, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in OCI, you need an OCI account.

® |f this instance is to be used as a Charon host system, refer to the user's guide of your Charon product to determine the exact hardware and
software prerequisites that must be taken into account for the Linux instance. The image you use for your instance and the instance type you
chose determine which hardware and software your cloud instance has.

® |f this instance is to be used as a Charon host system, a product license is required to run emulated systems. Contact your Stromasys
representative or Stromasys VAR for details.

® Certain legacy operating systems that can run in emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

OCI New Instance Launch

Please note: This section only shows a very basic example. Please refer to the Oracle Cloud documentation for more detailed information.
To start the creation of a new Linux cloud instance in OCI, perform the following steps:
Step 1: log in to your Oracle Cloud environment.

Step 2: go to the instance list in the compute section and select to create an instance.

Compute Instances in testing2019 (root) Compartment
Dhascir b Wirbuusd bl hiires Howtn Serby  Creaed Cuse (Desc) = - 1%

This opens the Create Compute Instance window.
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Step 3: on the first part of Create Compute Instance window, name your instance and select an appropriate Linux image for it.

Create Compute Instance

HAME

we-vpe-lest

GREATE IN COMPARTMENT

£

mycompartment {roeot)

Configure placement and hardware Collapse

The: availability domain helps determine which shapes are available. A shape is a lemplate that determines the number of CPUs, amount of
memory, and other resources allocated fo an instance. The image is the operating system that runs on top of the shape,

ANARLABILITY DOMAIN

ADA1 AD 2 AD 3

Samc:LIS-ASHBURN-AD-1 4 Samc:US-ASHBURN-AD-2 Samec:US-ASHBURN-AD-3

CHOOSE A FAULT DOMAIN FOR THIS INSTAMNCE

I you donl sadect a Fault domain, Orace will choose the best placement for you. Learm maes

Image
i :
ORACLE Oracle Linux 7.8 —
Linux Image Build: 2020.09.23-0 g |

To select the correct image, select Change Image. This will allow you to browse the different available categories.

The image below shows an example of the image selection screen (choose a supported Linux version or - if appropriate - a prepackaged Charon-SSP
VE marketplace image):

Browse All Images

An image s a lemplate of a virual hard drive that determines the operating system and other software for an instance.
Images shown according to permissions in compariment marketplace. CHANGE COMPARTMENT

Platform Images Oracle Images Partner Images Customn Images Boot Valumes Image OCID
Pre-buill images for Oracle Cloud Infrastructure. See Cracle-Provided Images for more information

Operating System

Canonical Ubuntu 16.04

Canonical Ubuntu 16,04 Minimal

Canonical Ubuntu 18.04

Optionally, change the compartment. Select the correct image and confirm your selection by clicking on Select Image at the bottom of the page. This will
take you back to the Create Compute Instance window.
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Step 4: in the middle part of the Create Compute Instance window, select the appropriate shape (i.e., the virtual Charon host hardware), the subnet
membership of the instance and whether to assign a public IP address. If required, you can also create a new virtual cloud network or a new subnet

'} VM.Standard2.1
I'ItE| I q : Change Shape
Virtual Machine, 1 core OCPU, 15 GB memery. 1 Gbps network bandwidth

onfigure networking Collapse

Metworking is ow your instance connects to the intemnet and other resources in the Console. To make sure you can connect o your instance,
assign a public IP addrass 1o the instance,

HETWORK
# SELECT EXISTING VIRTUAL CLOUD NETWORK CREATE NEW VIRTUAL CLOUD NETWORK ENTER SUBNET OCID
WHCOMPARTMENT (RCOT) (CHANGE COMPARTLIENT
mynetwaork -
SUBNET
ﬂ SELECT EXISTING SUBNET CREATE MEW PUBLIC SUBNET
MECOMPARTUENT (ROGT {D CHANGE COMPARTMENT)
~
w

Public Subnet mysubnet

USE NETWORKE SECURITY GROUPS TO CONTRCL TRAFFIC @

PUBLIC IP ADDRESS
i ASSIGH R PDELIC 1P ADDRESS DO HOT ASSIGH A PUBLIC 1P ADDRESE

To select an appropriate shape conforming to the hardware requirements of the emulated SPARC system, click on Change Shape.

This will open a window where you can select the correct system type.
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Browse All Shapes
A shape is a template that determines the number of CPUs, amount of memory, and other resourcas allecated 1o a newly crealed inslance. See
Compute Shapes for more information.
Instance type
Virtual Machine Bare Metal Machine
A wirtual maching 15 an independent compuling emnvironment that A bare metal compute mstance gives you dedscated physical server
runs on lop of physical bare metal hardware. W access lor highest performance and strang isolation.
Shape senes
AMD Rome Intel Skylake Specialty and Legacy
AMDE Customizable OCPU count. intEl' Fixed OCPU couni. Latest Earber generation AMD and Inlel Standard
For general purpose work- genaration Infel Slandard shapes. Always Free, Dense 1'0, GPU, and
loads, shapes. v HPG shapes,
Shape Name OCPU Memory (GB) Local Disk Network Bandwidth (Gbps) Max. Total VNICs
Wi Standard2.1 1 15 Black Storage Only 1 2
V. Slandard2.2 2 30 Black Storage Only 2 2
WM. Standard2 4 4 &0 Blaock Storage Only 4.1 4
Wi Standard2 8 ] 120 Block Storage Only 8.2 ]
Wi Standard2 16 16 240 Bleck Storage Only 16.4 16
Vi Standand?, 24 24 320 Block Sworage Only 246 24
0 Selected Showing & Hems
Dont see the shape you want? View your service limits and request an increaze,
Cancel

Confirming you selection will take you back to the Create Compute Instance window.
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Step 5: on the bottom of the Create Compute Instance window create a new SSH key-pair or upload the public SSH key of an existing key-pair that you
will use to access your instance. If you create a new key-pair, you must download the private key and store it in a save place for later use. You can also

download the public key.

Add SSH keys

Linux-based instances wse an S5H key pair instead of a password lo authenticabe remote users. Generala a key pair or uplead your own public key now.
When you cor

() ‘GENERATE 55H KEYS CHOOSE 554 HEY FILES PAITE S5H KEYS NO BSHEEYS

Download the private key so that you can connect to the instance using S5H. it will nod be shown again.

I Save Private Key | J Save Public Key

Step 6: optionally define non-default parameters (including the size) for the boot volume.

The boot volume section allows you to configure the boot volume of your instance with additional non-default parameters. For example, you can configure
disk encryption parameters and a non-default system disk size (recommended minimum system disk size: 30GB).

Configure boot volume

Your boo! volume is a detachable device that contains the image used o boot your compule instance.

SPECIFY A CLUSTOM BOOT VOLLIME SIZE

Vol LTS (OISO Ak

WFSE IN-TRANSIT ENCRYPTION

ERCRYPT THIS WOLLIME WITH A KEY THAT YO MANAGE
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Step 7 (supported starting with Charon-SSP marketplace images version 4.2.2 and VE license server 1.0.33): support an IMDSv2 authorization
header for applications relying on the IMDS service to improve security. For this, open the additional options by clicking on Show Advanced Options at
the bottom of the instance creation page, select the Management tab, and activate the authorization header, as shown below:

Create Compute Instance

=& Hide Advanced Oplions

Management Metwarking mage Flacement

Instance metadata service [

ﬂ REQUIAE AN AUTHORIZATION HEADER

Imliakzabion Scnpl

You can provide a startup scripl thal runs when your instance bools up or restarts. Startup scripts can install software and updates, and
ensure that services are running within the virtual machine.

Q) CHOCSE CLOUD-IMIT SCRIPT FILE PASTE CLOUD.INIT SCRIPT

On existing instances, this parameter can be changed, by editing the instance metadata service settings for the instance (go to Instance Details and
click on Edit in the line Instance Metadata Service).

Only change the configuration to IMDSv2 if the image you launched the instance from supports it. Otherwise, you may not be able to connect to
your instance. Please note: at the time of writing, the official CentOS 7 image on OCI did not support the new feature. If you create an instance to be
used as a host for a manual VE license server or Charon-SSP VE installation, verify the capabilities of the image used before you enable the new
IMDSv2 feature.

Step 8 (only for Charon-SSP versions before 4.1.32): the correct networking type selection is important. Charon-SSP disables offloading parameters
on the Ethernet interfaces it uses. This is required for proper functionality and good performance of the emulator. To allow this configuration to be
correctly reflected in the underlying cloud instance NICs for Charon-SSP versions before 4.1.32, the correct networking type (HARDWARE ASSISTED
(SR-IOV) NETWORKING) must be chosen for the instance. For this, open the additional options section by clicking on Show Advanced Options at the
bottom of the instance creation page and select the Networking tab as shown below:

e Hicle Advanced Oplons

Managameant Metwaorking Image Host

FRIVATE IF ADDREES
HOSTHAME

LALKRCH OPTIONS

PARAVIITUALIZED RETWORFING

n HARDWNARE-ASSISTED (5R-I0V) HETWORKING

Some insiances might not launch properly if you override the recommended netwaorking type.

After your instance is running, you can lest whether it launched successiully by conmecting to it using a Secure Shell (S5H) or
Remate Desklop connection. If the connection fails. the networking type is not supported. The instance mus! be relaunched using a
supported networking type.

Leam more about recommendad nabworking types
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On this tab select HARDWARE ASSISTED (SR-IOV) NETWORKING (after creation, the instance will display the NIC Attachment Type VFIO). Please
observe the warning displayed: not all shapes support this type properly.
Step 8: Click on Create to create your instance.
Step 9: verify that your instance is running.

Your instance should now be visible in the list of compute instances.

Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <managenent - user - nane>@cl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <managenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance on Azure

Contents

B Prerequisites

B Azure Login and New Instance Launch
® | og in to your Azure account
B Create a Virtual Machine

B |nitial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

Prerequisites

As this description shows the basic setup of a Linux instance in Azure, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in Azure, you need a Microsoft Azure subscription.

® |f this instance is to be used as a Charon host system, refer to the user's guide of your Charon product to determine the exact hardware and
software prerequisites that must be taken into account for the Linux instance. The image you use for your instance and the instance size you
chose determine which hardware and software your cloud instance has.

® |f this instance is to be used as a Charon host system, a product license is required to run emulated systems. Contact your Stromasys
representative or Stromasys VAR for details.

® Certain legacy operating systems that can run in emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

Azure Login and New Instance Launch

Log in to your Azure account

To log in perform the following steps:

® Go to portal.azure.com. You will see a Microsoft Azure login screen.
® Enter your login credentials.
® Upon successful login, the Azure home screen will be displayed as shown in the example below:

Arure services
— —

+ &2 @ = = g < I
Create 2 Warbual App Serdon Siorage SO0 databases  Azwre Datsbarts  Ansre Cosmes Kb FanctionApp  More sefioes
LT machineg Acounkl fow Potgeed e st

Navigate
amE
Subroriptione: [' !] Resource grougs: EEE  Adresources E (Dahiboard
Toaols
g Mxrosoft Leasn o @ Anse Monstor 0 Secuntty Denter g e Pelanaagamand
Ly vt wwith P onlires Mot ot apeprt anved Scudi your apgs and Arulyre and optisite yout
fraining feoen Microaolt infrastructuse irdastructune houd spend for free
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Create a Virtual Machine

Step 1: Click on the Virtual machines icon on the home page.

Arure services
— - = e
I & = & 7 % = ; —
Create a App Seraces Storage SOL databases  Azure Datsbarte  Azure Coamos KT Function App
ikl fow Postgoed e LETVEEL
Navigate
amE -
Subsmrptions [ 1] Resource groups EEE  Adresources il Duwshboard
Taols
Ly vt wwith P onlires @ Mot ot apeprt anved ﬂ Scudie youUT s afd e Arulyre and optisite yout
traning froem Microsoft infrastructure infrastnactune dioud spend for free

This opens the virtual machines overview list.

Step 2: Click on the Add icon in the overview list.

Home > Vilual machines

Virtual machines

:f: Resenvations Edit columns ) Refresh

Subscriptions: Free Trial

All resource groups e All types e All lacations e All g
1 items
I: Name T4 Type T Status Resource group T Location T4 Source
[ B we-test-vmi Virtual machine Rurming we-lest] East LS Marketplace

This opens the Basics tab of the Create a Virtual Machine window.

Step 3: Enter your data on the Basics tab. Mandatory data are, for example:

Your subscription

Existing resource group (or click on Create new)

Virtual machine name

Region for the virtual machine

Linux image (choose a supported Linux version or - if appropriate - a prepackaged Charon-SSP VE marketplace image)
Size of your VM (click on Select size to see a list of available sizes)

User name for the administrative user of the VM

Authentication type (SSH or password). Then either paste the public key of the key-pair to use into the field provided, or enter and confirm your
password.
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Basics tab upper part sample:

Home > Virtual machines > Create a virtual machine

Create a virtual machine

Basics Disks Metworking Management Advanced Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full
customization.

Looking for classic VMs?  Create WM fram Azure Marketplace

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

YOUF resources,

Subscription * (0 | Free Trial ~
Resource group * (i) | we-testl '

Create new

Instance details

Virtual machine name * (0 | we-test-ym2 l

Region * (1) | (US) East US bl

Availability options (O | Mo infrastructure redundancy required el

Image * (0) | Charon-55P-v4,1,13-build1 o ]

I Browse all public and private images
Azure Spot instance (1) O Ves @ Mo
Size * () Standard D2s v3

2 vepus, 8 GiB memory (60,23 £/month)

Select size I

Review + create < Previous | Mext : Disks =
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Basics tab lower part sample:

® Enter the name of the administrative user.
® Select SSH public key authentication. You can then use one of the following steps to install your SSH public key.
® |et Azure create a new key-pair for you.

® Use the public key from a key-pair on your computer. As shown in the example below, you will have to past your public key into the field
provided.

® Use a key-pair previously created on Azure.

® The default allowed inbound port will allow SSH connections without limiting the source IP range. Remember to adapt it to your requirements
after creating the instance or in the Networking tab (advanced) during the creation of the instance.

Administrator account

Authentication type © '@':' S5H public key O Password

ﬂ Azure now automatically generates an 55H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * (0 [ sshuser y |

S5H public key source | Use existing public key Ay |

S5H public key * @

@ Learn more about creating and using 55H keys in Azure
@ The value must not be empty,

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Netwarking tab.

Public inbound ports * (0 (O None ® Allow selected ports

Select inbound ports = S5H (22) W

AL This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

Click on Next: Disks. This will open the Disks tab of the VM creation window.

Step 4: Define the disks for your VM.

Please note: By default, Azure VMs have one operating system disk and a temporary disk for short-term storage (mounted on /mnt/resource and not
persistent). You can attach existing additional data disks, or create new disks and attach them.
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Disks tab sample:

Home > Virtual machines Create a virtual machine

Create a virtual machine

Basics Disks Metworking Management Advanced Tags Review = create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the WM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options

05 disk type = (0 Premium 55D |

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk

LUN MName Size (GiB) Disk type Host caching

Create and attach a new disk Attach am existing disk

~ Advanced

< Previous | Next : Networking >

Click on Next: Networking. This will open the Networking tab of the VM creation window.

Step 5: Enter the necessary information in the Networking tab.

On this tab, you can define the network configuration of your VM:

Virtual Network (existing or new)
Subnet (default or other subnet)
Whether a public IP should be assigned or not

Basic security settings (which ports are open for access to the VM).
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Networking tab sample:

Home > Virtual machines > Create a virtual machine

Create a virtual machine

Basics Disks  Metworking Management Advanced Tags  Review + create

Define network connectivity far your virtual machine by configuring network interface card (MIC) settings. You can control

parts, inbound and cutbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn mare

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (& | we-test]-vnet ~ |
Create new
Subnet * (D) | default (10.0.0.0/24) W |

Manage subnet configuration

Public IP (& | (mew) we-test-vmz2-ip h |
Create new

NIC network security group (© D Mone @ Basic O Advanced

Public inbound ports * (1) O Mo @ Allow selected ports

Select inbound ports * | SEH 22y il

Al This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab
to create rubes to limit inbound traffic to known IP addresses,

Accelerated networking (& @ Ot

The selected VM size does not support accelerated networking,

Review + create < Pravious | | Mext : Management =

Optionally, you can proceed to the Management, Advanced, and Tags tabs to configure additional details of your VM. However, for a basic test, this is not
required.

Click on Review + Create to proceed to the review screen.

Step 6: Check the data on the Review + Create screen and create VM.

Verify that the checks passed successfully and click on Create to create the VM.

Sample Review+Create screen:
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Home > Virtwal machines > Create a virbual machine

Create a virtual machine

o Waldaton patsed

Basics Disks  Metworking Management  Advanced Tags  Rewiew + create

PRODUCT DETAILS

Standard D25 v3 Subseription eredits apply (O

by Microsoft 0LOBT0 EURYShr
Terms of m.t'-| Privacy palicy Pric g for ather VI sizes

TERMS

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offeringls) listed
above; (b} authonize Micresoft to bill my current payment method for the fees associated with the offering(s), with the same
hilling frésquency ad my Azure lubscription; and (c) agres that Microsoft may share my contact, wiage and transactional
infarmation with the providen(s) of the afferings) for support, billing and other transactional activities. Micresoft does not
provide rights for third-party offerings. See the Azure Markeiplace Terms for additional details.

AL You hawve set S5H port(s) open to the internet. This is ondy recommended for testing. If you wans to change this setting, go

ek to Basacs tab
Basics
Subscription Free Trial
Resource group we-test]
Virtual machine name we- bty
Region [US) East US
Availability options Ma infrastructure redundancy required
Authentication type Passward
Usermame charon
Public inbound ports S5H

< Previous Mext Download a template for automation

If key-pair was newly created, download private key:

If you chose to let Azure create a new SSH key-pair, you will be asked to download the private key after clicking on the Create button, this step is very
important as this is the only opportunity to download the private key, which is required to access your VM. The image below shows a sample of this
prompt:

Generate new key pair

@ An 55H key pair contains both a public key and a
private key. Azure doesn't store the private key.
After the SSH key resource is created, you won't be
able to download the private key again. Learn more o

Download private key and create resource

| Return to create a virtual machine
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The Deployment page:

Create will take you to the Deployment page (possibly after downloading the private SSH key) where the current status of the deployment is displayed.

Once the VM has been fully deployed, the Deployment Complete screen will be displayed.

Sample Deployment Complete screen:

CremeVrm-Openbogic CenbQ5-7.7- 20200131141 144 - Ovenvies

2. CreateVm-Openlogic.Cent0s-7.7-20200131141144 - Overview

i Delete Ty Redoploy () Refrosh
S & Your deployment is complete
EX inputs
[] Deployment name:  CreateVm-Openlogic CentDS.7.7- 2020013114 Start ime:  1/31/2020, 2-29:22 PA
(utputs = Subscrgption: F Coemglation D0 42432800-d544-46765-0885-MaF03c2TIH
Resource group:  wisbest
Termplate

w  Deployment details (Downle

£ Mt vhepd

L Recommaerded

R : the wirty hine  Recommerded

Go fo resource

Click on Go to resource to get to the details page of the newly created VM. The image below shows a sample of a detail page:

BN O

B Reliins Conmeod (BAM Wt U5 2
# Tagi

&F Dragrone and sobve probbems

Setungs

Cormct Properties  Montering  Copabsdities  Recomsrendations itk

ER wirtusl machine G Metworking

we-tenil

& o 4 =u
L

22492

Siandand [0 w3
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <nanagenent - user - nane>@xcl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <nanagenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance on GCP

Contents

Prerequisites
GCP Login and New Instance Launch
® | ogging in to GCP
B Preparation
B Select or Create Project
B Create VPCs and Subnets for Instance
Creating a New VM Instance
Initial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

Prerequisites

As this description shows the basic setup of a Linux instance on the GCP, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance on the GCP, you need a Google Cloud account.

® |f this instance is to be used as a Charon host system, refer to the user's guide of your Charon product to determine the exact hardware and
software prerequisites that must be taken into account for the Linux instance. The image you use for your instance and the machine type you
chose determine which hardware and software your cloud instance has.

® |f this instance is to be used as a Charon host system, a product license is required to run emulated systems. Contact your Stromasys
representative or Stromasys VAR for details.

® Certain legacy operating systems that can run in emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

GCP Login and New Instance Launch

Logging in to GCP

To log in perform the following steps:

® Go to hitps://console.cloud.google.com. You will see the login screen.
® Enter your login credentials.
® Upon successful login, a Google cloud dashboard screen will be displayed similar to the example below:
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Select or Create Project

A project organizes all your Google Cloud resources. To organize all resources for a certain application purpose, you can group them in their own project.
So before you start creating resources, select or create the appropriate project.

To select or create a project, select the project list from the top of the Google cloud console window, as shown below:

Select a project

Q, Sewech projecis snd folders

FECENT ALl
M i}
w gr My Fest P @ earitul e 2R0E00

Either select the correct project or create a new one by clicking on the New Project button.
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Create VPCs and Subnets for Instance

Important rules for Google cloud instances with respect to network interfaces:

Interfaces can only be added during instance creation.
® Each network interface configured in a single instance must be attached to a different VPC network.

The additional VPC networks that the multiple interfaces will attach to must exist before an instance is created. See Using VPC Networks for
instructions on creating additional VPC networks.

® You cannot delete a network interface without deleting the instance.
IP forwarding can only be enabled when the instance is created.

The VPC network has a maximum transmission unit (MTU) of 1460 bytes for Linux images and Windows Server images. Operating system
images provided by Compute Engine are already configured with the appropriate MTU. For custom images, set the MTU to 1460 for custom
Linux images and Windows Server images to avoid the increased latency and packet overhead caused by fragmentation.

Therefore the required VPCs and subnets must exist before the instance is created.

To create additional VPCs (if required), perform the following steps.

Step 1: Open the VPC network section by clicking on the Navigation menu, then selecting VPC network, and clicking on VPC networks - as illustrated
below.

= Google Cloud Platform & wetesting «

¥ Pins appear here @ X

METWORKING

ita Network services >  External IP addresses
Firewall
#}  Hybrid Connectivity >
Routes
13 Network Service Ti... VPC network peering
& Network Security > Shared VPC

Serverless VPC access

% Network Intelligen... >
Packet mirroring

OPERATIONS r

This will open the VPC overview page with the already existing VPCs. If all required VPCs and subnets already exist, continue with creating the new VM
instance. Otherwise, continue with step 2.
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Step 2: If you need to create a new VPC, click on CREATE VPC NETWORK at the top of the VPC overview list.

Gc.gghg Clowud Platform : and resources
::: VPC network VPC networks CREATE VPC NETWORK ) (' REFRESH
VPC network
= vPCnemorks Mama T Rieglen Subnsts [EIET IP address mnges Gty
[ Extemal IP acdreszes - default 24 Mt v
E-E Firqwall us-camrall dedaih 1012800420 10128010
EUrGEE-wEE defauh 10132000020 10013201
E Rt
* - us-westl defauh 10.138.0.0020 1132000

Fiswrwall Rules

This opens the VPC configuration window.

Step 3: Create VPC and subnets.

In the VPC configuration window, enter

® the VPC name, and

® the subnet name, region and address.

::: VPC network

&  VPC networks

iy External IP addresses
E  Firewall
¥ Routes

e WPC network peering
b4 shared vPC
G Serverless VPC access

.|§|. Packet mirraring

&  Create a VPC network

Hame

Mae i |:-Ern':.1r|-::|1

we-test-vpei

Deseription

Subnets

Subinets let you create your own private clowd topology within Google Cloud. Click
Autarmatic to create & Sulbnet in each region, of click Cuttorm to manually defing the
subnets. Learn more

Subnet creation mode
Customn | Automatic

we-lestnet] ra

Mew subnet

)
>

Name
Name is pemanént

we-test-net2
Add & descrplon
Region

us-eastl -

IP address range
10.0.2.0/24

Click on Create at the bottom of the window to create the VPC.

The new VPC should appear in the VPC overview list. Selecting the VPC in the overview list will open the detail information window. Example:
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VPC network

VPG notwarks
External IP addiesses
Firevrall

Routes

VPC nietwark pabiering

Shated VPC

Serverless VPC access

Pachet mirroring

& VPC network details # BT

we-test-vpe 1

Subrnet creston mode

Custom subngts

Cynamic routing maode

Regional

NS perves policy

i

Subnets Stalic inemal IP addresses Firewall rules Aoutes

Add subnét  Flow logs =

Hame -~ Reegioe I sddresd fanges Dalemey
wie-iest-netl us-zastl 10107 10.0.1.1
we-EsNet? -kt 10020024 1002

Ergatvalerit REST

VPG Netwaork Pesring

Frivane Gangle sooess

off

B DELETE VPC NETWORK

Private sarvics connection

Pl loge
o I}
on ]

Step 4: Create firewall rules for the VPC.

With the detail information open, click on Firewall. This will allow you to define the required firewall rules for the VPC.

An example of a small set of firewall rules that allow incoming SSH and ICMP is shown below:

n VPC netwark

VP Rateorks
Extenal IF acddresses
Firarall

[T ]

VP ATk g
Eruined VP
Sareriedd VPC sotudd

Packat miTenng

&« VPC network details # BT

we-legl-vpel
Subnat creatsn mde
Cusiom subrats

TPy g et
Regeorul

[ sorwei palcy

B DELETE VPC RETWORK
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Creating a New VM Instance

Step 1: Go to the VM instance overview page.

Open the Navigation menu, click on Compute Engine and then on VM Instances as illustrated below:

= Google Cloud Platform @

A  Home , Imstance groups
e e Ingtance templates
. ¥ Pins appear here @ (T T———
-'I‘E_ Miariaigiacs Machine images
Disks
B Biling Sapshats
API  APIs & Services >  Images
. TPUs
W Support ; Migrate fod Compine Engine
B 1AM & Admin ¥ Committed use discounts
W Gelting started Miticte
Health checks
I;} Security 4 Zones
o Anthos » Network endpoint groups
OCiperations
COMPUTE Security scans
1@ App Engine » 05 patch management

{z] Compute Engine D I %

This will open the list of already existing VM instances.

Step 2: Click on Create Instance at the top of the overview list.

{8 Compute Engine WM instances & WPORTVM (3 REFRESH wir mier ) B o3 MANMDE ACCESS
ﬂ VMW inatancen
Columns

da  eatance groups
a it = Taee il e by e Cresasl Caeit

Otent-rtance-1 wranE 0182 0 (e Mace =H -
B Solerensn roded
B machem images
[ o [T T

This will open the VM creation window as shown below.
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Step 3: Configure the basic information of your new VM instance.

In the main configuration window set the following information at a minimum:

Name of the instance (permanent setting)

Correct Machine family and Machine type to match the Charon-SSP host and guest requirements

Boot disk type and size, and the image to use as the operating system. To change the image, press the Change button and select the correct
image (a supported Linux version or - if appropriate - a prepackaged Charon-SSP VE marketplace image).

The following image illustrates the basic settings:

& Create an instance

To create a VM instance, select one of the options

Mame 15 permanent

wie-test-1
n New VM instance N Likiadi
Create a single VM instance from scratch name : we-lesting
o+ sl labsel
New VM instance from template Reglen Zone
Create a single VM instance from Region is permanent Z0ne |2 permanent
R e NTH] (it us-gentrall (lowa) ~  us-centrall-a -

[F] New VM instance from machine

image

Create a single VM instance from Generalpurpose | Memory-optimized | Compute-optimized

an existing machine image Machine fypes for comman workloads, optimized for cost and Bexibisty

Series
W Marketplace N1 v
-w
Deploy a ready-to-go solution onto E Pawered by Intel Skylake CPU platform or one of its predecessors
a VM instance
nl1-standard-2 (2 vCPU, 7.5 GB memary) =

YyoPLU A B0y

v 2 7568

CPU platform and GPU

Container
Deploy a contalner Image to this WM Instance, Leam mose

Bont disk

. Mew 20 GB standard persistent disk

S
i

Image

charon-ssp-vd-1-25-test-build

,

Identity and AP] access

Service sccount
Compute Engine default service account -
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Step 4: Add you SSH key for remote access to the cloud instance.

Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page:

ldentity and APl access

Service account
Compute Engine default service account -

AcCess scopes
& Allow default access

Allow full access to all Cloud APls
Set access for each AP

Firewall

Add tags and firewall rules to allow specific network traffic from the Internet
Allow HTTP traffic
Allow HTTPS traffic

Management, security, disks, networking, sole tenancy

The advanced settings allow you to create and add disks and network interfaces during the creation of a VM.
Please note: network interfaces can only be added during the creation of a VM instance.
The advanced settings also allow you to add your public SSH key for accessing the VM once started. To do this,

® select the tab Security in the advanced settings section,
® paste your public key into the field provided.

Idan: agement SR ity Disks ‘~.|’_—1'.'.'-:|.'I=||.|:_| Sole Tenan oy
Shielded VM
Tuim on &l settings fod the most Secune configuration
Tum on Secure Boot
+ Tum on vTPM
+" Tum on Integrity Monitaring
SEH Keys
These keys allow pcoess only to this instance, unlike project=wide 554 beys Leam mone
Block project-wide SSH keys
When checked, project-wide S5H keys conndd access this instance Learn mare
b4
=+ Add item
Less

You can collapse the section again by clicking on Less.
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Step 5: Optionally, configure additional NICs and/or IP forwarding

To add an additional network interface, perform the following steps:

® Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page.
® Select Networking from the advanced settings section.
® Click on Add network interface.
® Select the correct subnet.
® Set the information about internal and external IP address (static or ephemeral) as required.
Management  Security Disks  Networking  Sole Tenancy
Hetwork tags
Hostname
Zet & custorn hostname for this Instance of leave it default. Chotce is permanent
we-lest] us-east1-b.cowe-lesting-283214.internal
Hetwork interfaces

Hetwork interface is permanent

default default (10.142.0.0/20) ra
Metwork interface A
Metwork

we-test-vpcl =
Subnetwork

we-test-net] (10.0.1.0724) T

Primary internal IP
Ephemeral (Automatic) -

Show alias IF ranges

Extesnal IP
Ephemeral -

HNetwork Service Tier
& Premium (Current project-level tier, change)
Standard (us-east1)

Done | Cancel

After adding all the required information, click on Done.
To enable IP forwarding, perform the following steps:

Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page.
Select Networking from the advanced settings section.

Select the edit option for the default NIC.

Enable IP forwarding

Click on Done.
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Step 6: Create the VM.

Once you filled in all the required data, create the VM by pressing the Create button at the bottom of the page:

< Create an instance

Leploy & ready-10-go solulsen onto e
8 VM instance Machine type
ni-standard-2 (2 vCPU, 7.5 GB memory) x
: vCPU Memary
= 2 7568
CPU platform and GPU
Comairer
Deploy a containes image to this VM inslance. Learn mare
Boot disk
& Mew 20 GB standard persistent disk
o Irmiage
—" | @ charon-sspvd-1-25-test-build1 Change
Iderity and APl sccess
Service account
Compute Engine default service account -
Access scopes
& Allow default access
Allpw Fulll access 1o all Cloud AFIs
Set access for each AP
Firewall
Add g and frewall nules 1o allow speciic network trafbe from the Intemat
Albyw HTTP traffic
Albyw HTTPS traffic
\ H,,'.!!,,il;ll_'l'l'l,'l'&l. Security, disks, !!c_-l.-.'n!'p:u'::,'_ Hia tenancy
The following options have been customized
Labels
I S5H ks

vau will be billed for this instance. Compute Engine pricing L5

This will create the VM, start it and show it in the VM instances list.
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Step 7: Verify the settings of the newly created cloud instance.

After successful creation, the new instance will be shown in the VM instances list:

ﬁE Compute Engine VM instances [ CREATE INSTANCE & IMPORT ¥ (' REFRESH
[ -] VM Instances
webest1 £ = Cobamns =
dh stance FoupE
" Hamet Toun Eepcomminadution. W U by Inkgrnal IP Extgeral IP Crawnae
Irrtance templites
& wetest -Lamirall-a D28 15 279 | niesd) 30205192 M - H
B Soleterant nodes
By clicking on it, you will see the details of the cloud instance, as shown in the example below:
ﬁ} CEH"I"IFILIIE EWII\E‘ i WM Instance details # EDIT ) RESET CREATE MACHINE IMLAGE 1B CREATE SIMILAR W ST W DELETE
a & we-esl]
il groups e e
B nstance templates e
BH -
B Solesenant rodes =
B machine mages
taga
o -
E  snapshos L
]
Bl imsges ETIMNIITIT
& TR Uy P Py
] -gtandands 2 (2 vCPUS, T.5GE memondg
& mugrate Nof Coftgutn agics Exererton
Aomaticaly chaoss
Comemitted use discourks
U e
. wite il
Doty cvice
B Heathchecs by e F s maed Ve BLreeT L O E e A el
B Zows Foo
aeCenrall 4
8 Memwork endpoin groups
Lateh
@ Opeason wae - w-esting
@ Securmy scand ‘Creation tra
2ol 10, 20, 3430 PM
i Of patch mandgaerent —
# Mo Nrfwon, Subratwor Primary interrad B Akay P renge Extmrral = Fetwork. Ter P lorwarding Hetwork detada
et
< Lae] sl defwin A 1sHa b Fremis atl View detaily
W Marketplace
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <nanagenent - user - nane>@xcl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <nanagenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance in the IBM Cloud

Contents

B Preparation
B Creating a Resource Group if Required
B Creating VPCs and Subnets for Instance
B Creating a New Virtual Server Instance

Preparation

Please note: if you want to use an existing resource group and VPC, select the correct one from the resource list (click on the menu symbol at the top left
of the cloud console screen).

Creating a Resource Group if Required

To organize resources in your account, you can group related resources in a resource group. If you have not already created a resource group, you can
do so by selecting:

Manage > Account > Resource Groups and then clicking on the Create button. Add the name of the group in the pop-up window and confirm with
Create.

A sample screen is shown below.

Create a new resource group

Rl

wesfestng

© Stromasys 1999-2021 85/103



Charon VE License Server 1.1 | User's Guide Version 10 | 15 July 2021

Creating VPCs and Subnets for Instance

If the necessary VPC and the associated subnets do not exist yet, create them before you create your virtual server. A virtual server can be a member of
one VPC.

Step 1: go to the VPC section.

Select the Menu at the top left, and then VPC Infrastructure > Network > VPCs. This will open the list of existing VPCs or an empty list as shown in the
sample below:

Virtual Private Clouds

Ry Frankht

Wirtual Private Cloud Statui Reisures group Subrels Delsult ACL Detalt Security Greup

Mo Virtual Private Clouds

Step 2: start the VPC creation.

To open the VPC creation window, click on the Create button at the top right of the VPC list.
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Step 3: enter the required information for the new VPC and the first subnet.

At the top of the VPC creation window, enter the following information as shown in the sample below:

® VPC Name

® Resource group to which the VPC belongs

® Tags (optional)

® Access allowed by the default security group.

Mew Virtual Private Cloud
=

Kare

wewpcl

Revzurce group

e can't changse B reioroe froup sl fhe Wakesl Prrcate Jloud n credled

weIeHINE

Tags (@D

waBpaling

WPC default acceis contral list
Default ACL nubes (ARcw all)

Default security growp

B AmowsSH B Alow ping
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In the middle of the VPC creation window enter the following information as shown in the sample below:

® \Whether a default address prefix should be created for each zone.
® |nformation for the first subnet in the VPC:

® Subnet name

® Resource group for the subnet

® | ocation of the subnet

a

Default address prefixes (O

Create a default prefix for each zone

New subnet for VPC

Name

we-vpcl-netl

Resource group
You can't change the resource group after the network is created.

Learn about resource groups
we-testing w

View all resource groups

Location
Dallas Frankfurt o
London Osaka

Sydney Tokyo

Washington DC
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At the bottom of the VPC creation window enter at least the following information as shown in the sample below:

® |P range for the subnet (the size of the subnet cannot be changed later!)
® Whether a public gateway for Internet traffic should be attached to the subnet (enables outgoing Internet access for systems on this subnet)

IP range selection

We calculated the most efficient location for your IP range (CIDR block)
to maximize your available IP addresses. You can customize the IP range
by selecting a different address prefix, changing the number of
addresses, or by entering your IP range manually.

Address prefix Number of addresses
10.243.64.0/18 w 256 .
IP range

10.243.64.0/24

Address space 10.243.64.0 t010.243.127.255

IP range: 10.243.64.0/24

Ro u1ing table

Subnet aceess eontrel list

Public gateway

Attaching a public gateway allows all attached resources to communicate
with the public internet.

D Attached

You can add additional subnets later.
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Step 4: confirm your data and create VPC and subnet.

To complete the creation of VPC and subnet, click on the blue button Create virtual private cloud on the right pane of the window:

1 ¥irtual private cloud pravided
T T 1 Floating IP $1.00
W enlzuliied the med) ellicient locatesn Tor yaer [P eange (CIDR black)
o maximize your svaslable 1P sddresses. You can customize the EP range
by selecting a different addiess prefor, changng the ramer of
Bddieiies, o by estening youd [P eange mansally,

Addreds grelia Hursber ol sddirssed
10243840118 = 254 =
[P rasge

10,243,584 0734
Tofal extimated sl

Address ipace 10.243.64.000 10.243.137.255

Cranls winusl privale cloud

P range: 10.241.84,0/24 Gat samgls APT call

Reutirg Lable

Neod help?
Sabiri 3ccets contred 1

Palbilic gateway

Artaching a public gateway allows all altached resounces 1o communicale
wilh B pulilic intemat

After this, your new VPC should be visible in the VPC list.

If required, you can now configure the ACL for the subnet (by default, it allows all traffic), or other parameters of the VPC. To get to these options, click on
the name of the VPC in the list.
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Creating a New Virtual Server Instance

Step 1: open the virtual server list and start the creation of a new server.

In the VPC infrastructure section under Compute, click on Virtual server instances. This opens the list of existing virtual servers. At the top right of this
list click on Create. The image below provides an illustration of these steps:

¥R Infrastructure Virtual server instances for VPC
Reg Franidurt '
Mama Status Virtual Private Closd Profile Private [P Flgating IP

Mo virtual server instances

slances IS H ety Chek "Craane™ 10 et s1ated

This will open the section for creating a virtual server.

Step 2: enter the required information to create a new virtual server.

At the top of the Virtual Server creation window, enter the following information as shown in the sample below:

Name of the virtual server

Resource group to which the server will belong
Tags (optional)

Location of the virtual server

Mew virtual server for VPC

Hame

we-lesil

Bgazaca roap

¥ DT ChiaSiie T Nrk0UADR 700 R Tha vl SeTver ofrklafedd o (il

weE-ieng "
Tags
BT e
Dallas Frankdurt L
Lendon Draka
Sypdery sy
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In the next section of the Virtual Server creation window, enter the following information as shown in the sample below:

® Operating system and version for your instance (refer to the general Charon User's Guide of your emulator product for supported distributions

and versions).

® Select the hardware profile (it must fulfill the requirements of the emulated SPARC system(s) you plan to run on the instance. To select the

profile you need, click on View all profiles. The profile cannot be changed after the instance has been created.

® |f necessary add a new SSH key or use an existing one.

Operating System

L= 11=33
aE

E} Libnba Linum

E Cataleg image

Profile

Balanced | bx2-2xB

2
wCPUs

- S5H b

Uier daks [epsional] (]

@

SeliE your imlance's operating aystens and veriion from an image

':1 Bebias GMILinux

mm  Windows Server
n

8 GIB RAM

RN

43, Pord Hat Enterprise Linux

Custem image

4 Gbhps
Bandwidth

In the next section of the Virtual Server creation window, enter the following information as shown in the sample below:

® Verify the boot volume configuration.
® Add a new or existing data volume as required.
® Select the VPC for the virtual server.

Boot volumse

Data volumos

velume Sixe

Metworking

Wirbusl Privabe [lead

Wiyl

Sise

Max [OPS

Hax [OPS Thioughpat

Throughps

Encryplios

Enryptien Astodelata 10

-

Autedelsts
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At the bottom of the Virtual Server creation window, enter the the required network interfaces. Editing them allows adding IP Spoofing (necessary for

routing).

Data volumes

Walume sire

Metworking

Wirual Privane €logd

wi-ipc]

Network interfaces

Intertace Sulne? name

e1hi) wi-vpe -]

ihdl T o ]

Throughput Encryplion Auterdelete 1

Total entimated ot

Create virtusl gerv

Gt sarmply AP] call

w Mera VPC *

Mead halp?

Privase IP  Security froups Maximgam Allow 1P
Eandwidth Lposding

= siverrTall-urikind- f 16 Gbps

- LTS B8 B 1& Gbps

SOU018/ hr

Then, in the right pane, click on Create virtual server instance to create the server instance. The new server will be displayed in the virtual server list.

Step 3: add a public IP address if required.

Once the virtual server is available in the list of active servers, perform the following steps to add a public IP address:

© Stromasys 1999-2021

Click on the server name. This will open the virtual server details window.
Scroll down to the network interfaces and click on the edit symbol next to the primary interface (default name: eth0).
In the configuration window that opens, click on Reserve a new floating IP.
Save the changes by clicking on Save at the bottom of the edit window.
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Installing the Charon Manager

Contents

Overview
Installation Packages
Charon-Manager Installation on Linux
B Prerequisites
B |nstallation Steps on Linux
B |nstallation Steps on Microsoft Windows

Overview

The Charon-SSP Manager is the main interface for managing the emulated SPARC systems running on a Charon-SSP cloud host. Therefore, the Charon-
SSP Manager must be installed on every system that will be used to manage the Charon instances running on the Charon-SSP cloud host. Configuring
and managing Charon-SSP instances from the command-line is also possible, but outside the scope of this Getting Started Guide. Please refer to the
general Charon-SSP User's Guide for information about using the command-line.

Typically, the Charon Manager is installed on a system on customer premises and used via an encrypted connection to manage the Charon host in the
cloud, or to access a Charon host in a VMware environment. The Charon Manager can also be installed on the Charon host itself and the be accessed
via X11-Forwarding across an SSH connection. The latter currently requires additional package installation (via standard or local repository) on the
Charon host.

Stromasys provides Charon-SSP Manager installation packages for the following operating systems:

® Linux distributions and versions:
® Oracle Linux, Red Hat Enterprise Linux, and CentOS: 7.x or higher (64-bit versions only)
® Ubuntu 17 or higher (64-bit)

® Microsoft Windows: versions 7, 8, and 10

Installation Packages

Installation packages are available in RPM or Debian package formats for Linux and as a ZIP-file for Microsoft Windows:

® RPM package: charon-manager-ssp-<version>.rpm
® Ubuntu package: charon-manager-ssp-<version>.deb
® Microsoft Windows package: charon-manager-ssp-<version>.zip

There are different ways to obtain the Charon-SSP Manager installation packages. They are briefly described below:

a) For installation on a management system on customer premises if using a prepackaged cloud marketplace image:

The packages are included in the Charon-SSP cloud-specific image. Once a new instance has been launched, you can download the Charon-SSP
Manager packages from the running instance:

® Connect to the public IP address of the instance via SFTP using the private key assigned during launch and the user charon:
$ sftp -i <path-to-private-key> charon@public-ip-of-cloud-instance>

® Download the required package:
sftp> get charon-manager-ssp-<version> [rpm| deb | zip]

b) For installation on the Charon host in the cloud if using a prepackaged marketplace image: the packages are located in the /charon/storage/
directory.

c) For installation on a Charon host where a conventional RPM installation was performed: the packages can be downloaded from a Stromasys
server. They are also included in the Charon agent RPM and available in (/opt/charon-agent/ssp-agent/bin/).

© Stromasys 1999-2021 94/103



Charon VE License Server 1.1 | User's Guide Version 10 | 15 July 2021

Charon-Manager Installation on Linux

When the Charon Manager is installed on a Linux host with a graphical user environment, the prerequisites are often already fulfilled. However, when
installing the Charon Manager on the Charon-SSP host in the cloud or on a Linux server without graphics (for example, to display it via a remote X11-
connection) instead of on a local management system, additional packages may have to be installed that normally are already available in a workstation
environment.

In particular, the Charon-SSP Manager requires the following packages:

libX11

xorg-x11-server-utils

gtk2

xorg-x11-xauth (only required for X11-Forwarding)

If you install the Charon Manager with the yum or dnf command, these packages (with the exception of xorg-x11-xauth) and any dependencies that
these packages themselves may have, are resolved automatically if a package repository is available. The xorg-x11-xauth package must be installed
separately (also with yum). If your server does not have access to the standard operating system repositories, refer to this document for instructions on
setting up a local repositories.

Please note:

® The exact list of additionally required packages depends on what is already installed on the server.
® To install dependencies on Ubuntu, please refer to your Linux documentation.

Installation Steps on Linux

The following table describes the installation steps for Charon-SSP Manager:

Step Description
1 Installation on a Linux management system on Installation on the Charon-SSP host system in the cloud or in a VMware environment
customer premises (typical installation): (optional):
® | og in to the Linux management system ® | og in and become the root user on the Charon host using the following commands:
as the root user (denoted by the # prompt). $ ssh -i <path-to-private-key> sshuser@<cloud-instance-ip>
® Copy the installation package to your local # sudo -i
Linux management system (from one of ® Please note:
the sources described above). ® The SSH key for logging in is not required for an on-premises installation that
allows login by username/password.
® |f the Charon host was not installed using a prepackaged marketplace image,
the username may be different and the installation package will have to be
copied to the Charon host in a separate step.
2 Go to the directory where the package has been stored:

# cd <package-I|ocation>
3 Installing the package:
For systems with RPM package management (Red Hat, CentOS, Oracle Linux):

® Linux7.x: # yuminstall <filenane-of-package>
® Linux8x: # dnf install<fil enane-of - package>

(For an installation on the cloud host system, check if xorg-x11-xauth is already installed if X11-Forwarding is planned.)

For systems with Debian package management (Ubuntu):
# dpkg -i <fil enane- of - package>
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Example (RPM installation with yum command recursively resolving package dependencies):

# yuminstall charon-manager-ssp*.rpm

Loaded plugins: fastestmrror, |angpacks

Exami ni ng char on- manager - ssp-4. 3. 5. rpm char on- manager - ssp- 4. 3. 5- 1. x86_64
Mar ki ng char on- manager-ssp-4.3.5.rpmto be installed

Resol vi ng Dependenci es

--> Running transaction check

---> Package charon- manager-ssp.x86_64 0:4.3.5-1 will be installed

<lines renoved>

Dependenci es Resol ved

Package Arch  Version Repository Si ze
Instal l'ing:
char on- manager - ssp x86_64 4.3.5-1 / char on- manager -ssp-4.3.5 5.8 M

Installing for dependencies:
<lines renoved>

Transaction Summary

Install 1 Package (+42 Dependent packages)

Total size: 14 M

Total downl oad size: 9.5 M
Installed size: 37 M

Is this ok [y/d/N: vy
Downl oadi ng packages:

< lines renoved >

Runni ng transacti on check
Runni ng transaction test
Transaction test succeeded
Runni ng transaction

< lines renoved >

Install ed:
char on- manager - ssp. x86_64 0:4.3.5-1

Dependency | nstall ed:
atk.x86_64 0:2.28.1-1.el7
cairo.x86_64 0:1.15.12-4.el 7
dej avu- f ont s- conmon. noarch 0:2.33-6.¢el 7
dej avu- sans-fonts.noarch 0:2.33-6.¢el7
<lines renoved>

xor g-x11-server-utils.x86_64 0:7.7-20.el7

Conpl et e!
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Installation Steps on Microsoft Windows

The Charon-SSP Manager for Windows software is shipped as a zipped archive package. Copy it to your Microsoft Windows system and use the
following instructions to complete the installation.

1. Right-click on the zip archive charon-manager-ssp-{version}.zip and select Extract All.
2. A window titled Extract Compressed (Zipped) Folders opens. In this window:
a. Click on the Show extracted files when complete checkbox.
b. Click on the Extract button.
. A new Windows Explorer window opens showing the extracted packages.
. Double-click on the setup.exe executable to begin the installation.
. If you are presented with an Open File - Security Warning window, click on the Run button.

o g~ W

. You should now see the Charon-SSP Manager Setup Wizard. To proceed with the installation, click on the Next button. If the Windows Installer
reports that Charon-SSP Manager for Windows is already installed, you must deinstall the currently installed software before you can install a
different version. Normally, several versions can coexist.

7. To accept the default installation options, simply click on Next without modifying any options. Alternatively, the following installation options can
be adjusted:

a. Click on Browse to select an alternative installation target.

b. Click the appropriate radio button, Everyone or Just for Me, to specify system-wide or private installation respectively (the system-wide
installation will prompt for the administrator password if you are not using the administrator account).

c. To determine the approximate disk usage after the installation, click on the Disk Cost button.
d. Once all options have been set, click on Next.
8. Proceed with the installation by clicking on Next.
9. Once the installation has completed, click on Close to exit the SSP-Manager Setup Wizard.
10. The installation process creates:
a. A Charon Manager icon on the desktop
b. A Charon Manager entry in the Start menu (folder Stromasys)
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Starting the Charon-SSP Manager

Contents

® General Information
® Starting the Charon Manager and Login to Charon Host
® Starting the Charon Manager
® Entering Charon Manager Login Information and Connecting to Charon Host

General Information

To use the management GUI for Charon-SSP and the emulated SPARC systems, you must connect to the Charon-SSP cloud instance with the Charon-
SSP Manager. The Charon-SSP Manager is the main interface to all important functions of the Charon-SSP software. Managing Charon-SSP via the
command-line is possible but outside the scope of this document (please refer to the user's guide of the conventional product for more information).

Notes:

® Typically, Charon-SSP Manager is installed either on the Charon host itself (if this system has a graphical interface) on a management system
on customer premises. This is the use-case described in this section. Other configurations are possible. For example, the Charon Manager
could be installed on a non-graphical Charon host in the cloud or in a VMware environment and be displayed on a remote system using X11-
Forwarding via an SSH connection.

® For accessing a Charon host instance in a cloud across the Internet using its public IP address:

® The security configuration on your Charon host instance must at least allow SSH access. This allows the built-in SSH tunneling of
the Charon-SSP Manger to work. Should you not use SSH tunneling, you must open up additional ports. However, if the connection runs
over the Internet without a general VPN, Stromasys strongly recommends to use SSH tunneling to protect your Charon-SSP cloud
instance and any emulated systems running on it.

® You must know the public IP address of the Charon-SSP host instance in the cloud. To determine this address, refer to the instance
information displayed on the cloud management console.

® To use the Charon Manager integrated SSH tunnel, you need the private SSH key of the key-pair associated with your instance.
® For access a Charon host instance in a cloud via an SSH-based VPN or another VPN solution:

® Active SSH-based VPN (see SSH VPN - Connecting Charon Host and Guest to Customer Network in the Charon-SSP User's Guide) or
other active VPN solution

® Private IP address of the Charon-SSP host in the VPN

Information about the initial management password configuration:
Before connecting to a Charon-SSP host with the Charon Manager for the first time after the initial installation you must set the management password.
This can either be done via the command line (see SSH Command-Line Access) or via the Charon Manager itself as described below.

Starting the Charon Manager and Login to Charon Host

Starting the Charon Manager

To start the Charon-SSP Manager on Linux and to open the Charon Manager login window, use the following command:

$ /opt/charon-manager/ ssp- manager/ ssp- nanager

To start the Charon-SSP Manager on Microsoft Windows, click on the Desktop icon or use the entry in the Start menu.

The steps above will open the Charon Manager login window which has two tabs.
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Entering Charon Manager Login Information and Connecting to Charon Host

Step 1: the Charon Manager Login tab

If the management password has not yet been set,
Charon Manager [SSF] 5.0.1 x perform the following steps:

® Enter the IP address of your Charon-SSP host

LDgiﬂ SSH instance in the IP address field.
Leave the Password field empty.
. ® For cloud instances enable the SSH tunnel
Please enter IP address and password to Lng ‘ﬁ'gEnt configuration (select ON). Set to OFF if connected to
to manage Charon emulator. localhost. The SSH tunnel can generally be used if
key-based SSH login is enabled on the target system.
® Change to the SSH tab to fill in the required
IP address: | i information if the SSH tunnel has been enabled.

If the management password has already been set,
perform the following steps:

Password:
® Enter the IP address of your Charon-SSP instance in

the IP address field.
[ ] -
SSH tunnel: | OFF — Enter the Charon-SSP management password.

® Enable the SSH tunnel configuration for
communication across a public network unless you
use a secure VPN connection (key-based SSH login
required).

® |f the SSH tunnel is enabled, change to the SSH tab
to fill in the required information there.

Connect Cancel

Step 2: the Charon Manager SSH tab

If you use the integrated SSH tunnel, perform the following

Charon Manager [S5P] 5.0.1 x steps:

® Enter the Charon-SSP user in the Username field.

- For prepackaged images, use charon or sshuser; for
LD'E]'” SSH RPM installations use the user for whom the correct
public key has been installed.

® Enter the path to the private key file (click on the three
Username: | dots next to the Private key field to open a file

= browser). You typically associated your cloud instance
with this key-pair during instance creation.
Private HE“!,F! » ® Enter the passphrase for the private key if required.

® Adjust the server port (default 22) if required.

Please note: the public key of the key-pair must be in the .
PESSphI’ESEI i ssh/ aut hori zed_keys file of the user entered above (
sshuser and charon for prepackaged images).

Server port: | 22 u

Connect Cancel
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Step 3: connecting to the Charon host system

After entering all the required information, click on Connect to connect to the Charon-SSP instance. If the management password still needs to be set,
you will receive a prompt to enter the new password:

® Enter the desired password in the New password
field and confirm it in the Confirm password field.

® Then click on OK.
The login process continues.

Set Password

Please reset the default password.

New password: |

Confirm password:

After a connection has been successfully created, the Charon Manager welcome screen opens. Example of the Charon Manager welcome page:

Charen Manager [S5P] -> 127.0.0.1 [redhat] x

Welcome to Charon Manager

&=  Create a New Virtual Machine (VM)

- o Create a new virtual machine, which will then be added to the left list.

@ Import a Virtual Machine (VM)

Import an existing virtual machine, which will then be added to the left list.

About
Wiewy wersion information of Charon.

Please note: the title bar of this screen indicates the managed system type in square brackets (conventional Red Hat installation in the example).
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Cloud-Specific Firewall Information
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OCI Firewall Information

Access to an OCI cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance (see Installing the VE License Server and the Charon Emulator Packages),
security list of the subnet to which the instance belongs, and

VNIC-specific Network Security Groups.

The different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a VE license server. If the web
interface is to be used, TCP port 8084 must also be allowed.

Security Lists

Security lists form the original type of virtual firewall offered by the Oracle cloud network service.

A security list acts as a virtual firewall for an instance. It has ingress and egress rules that specify the types of traffic allowed in and out. Security lists are
defined at the subnet level. Therefore, all VNICs in a given subnet are subject to the same set of security lists.

You can associate multiple security lists with a subnet. Each list can have multiple rules. Traffic is allowed if any rule in any of the lists allows the traffic.
Traffic is also allowed if it is the response traffic of a permitted tracked connection.

If you don't specify one or more other security lists during the creation of a subnet, a default security list will be associated with it.

Please see the relevant Oracle documentation for more information and configuration details.

Network Security Groups

Network Security Groups (or NSGs) form another type of virtual firewall. Unlike a security list, an NSG does not apply to all VNICs in a subnet, but is
assigned to specific VNICs connected to the subnet. This allows a more granular access control. By default, no NSG is assigned to a VNIC.

Please see the relevant Oracle documentation for more information and configuration detail.
Please note: Traffic is allowed if any rule in any of the relevant lists and groups allows the traffic. Traffic is also allowed if it is the response traffic of a

permitted tracked connection. In addition to allowing SSH access, at least TCP port 8083 must be allowed to enable a license client to access a VE
license server. If the web interface is to be used, TCP port 8084 must also be allowed.
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AWS Firewall Information

Access to an AWS cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance,
AWS security groups, and

AWS network ACLs.

In addition to allowing SSH access, the different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a
VE license server. If the web interface is to be used, TCP port 8084 must also be allowed.

Network ACLs

A network ACL applies to a subnet as a whole. Only one network ACL per subnet is allowed. The rules in a network ACL are stateless (i.e., return traffic
must be explicitly allowed). Rules are evaluated starting from the lowest rule number. After the first match the search is terminated.

Please note: Security groups cannot allow more than what is permitted in a Network ACL.

Security Groups

A security group can be seen as a virtual firewall that controls the traffic for one or more instances. When you launch an instance, you must assign a
security group to the instance. If no custom security group is specified, a default security group will be created and associated with the instance. You can
add rules to each security group that allow traffic to or from its associated instances. The rules of a security group can be modified at any time, and the
modifications are automatically applied to all instances that are associated with the security group. If there is more than one security group associated
with an instance, the rules of all groups are combined.

Security groups in a VPC are associated with network interfaces. Changing an instance's security groups changes the security groups associated with
the primary network interface (ethO). Additional security groups can associated with any other network interfaces added to an instance.

Points to note:

® By default, all outbound traffic is allowed.
® Rules in a security group always define what is permitted. They cannot be used to deny specific traffic.
® Response traffic to traffic that was permitted by a rule is always allowed (connection tracking).

Please see the relevant AWS documentation for more information and configuration details.

Azure Firewall Information

Access to an Azure cloud instance can be controlled by

® an external firewall,
® the operating system firewall of the instance,
® Azure Network Security Groups (NSGs).

In addition to allowing SSH access, the different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a
VE license server. If the web interface is to be used, TCP port 8084 must also be allowed.

Network Security Groups

Network Security Groups can be associated to interfaces or subnets. Security rules in network security groups enable you to filter the type of network
traffic that can flow in and out of virtual network subnets and network interfaces. When a cloud instance is created, you can assign a default security
group to its interface (allowing SSH). Please refer to the following tutorial for more information: https://docs.microsoft.com/en-us/azure/virtual-network
[tutorial-filter-network-traffic.
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GCP Firewall Information

Access to an GCP cloud instance can be controlled by

® an external firewall,
® the operating system firewall of the instance,
® GCP Firewall

In addition to allowing SSH access, the different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a
VE license server. If the web interface is to be used, TCP port 8084 must also be allowed.

Google Cloud Firewall Rules

In addition to firewall rules created by the customer, there are other rules that can affect incoming or outgoing traffic:

Certain IP protocols, such as GRE, are not allowed within a VPC network. For more information, see always blocked traffic.
Communication between a VM instance and its corresponding metadata server (169. 254. 169. 254). Is always allowed.

® Every network has two implied firewall rules that permit outgoing connections and block incoming connections. Firewall rules that you create can
override these implied rules.

® The default network is pre-populated with firewall rules that can be deleted or modified.
VPC firewall rule characteristics:

Each rule is either for incoming or outgoing traffic. It can allow or deny traffic.
Only IPv4 traffic is supported.
Firewall rules are stateful (return traffic for an established connection is allowed).

If TCP traffic is fragmented, a rule is only applied to the first fragment of a packet.

IBM Firewall Information

Access to an IBM cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance,
IBM-specific security groups, and
IBM-specific subnet ACLs.

In addition to allowing SSH access, the different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a
VE license server. If the web interface is to be used, TCP port 8084 must also be allowed.

IBM Cloud Security Groups

Security Groups are associated with a virtual server instance. They have the following characteristics:

Stateful: once an inbound connection is permitted, return traffic is allowed.
Only allow rules are possible.

All rules are considered to determine if traffic should be permitted.

An instance can have several security groups.

IBM Cloud Subnet ACLs

Subnet ACLs are associated with subnets in a VPC. They have the following characteristics:

Stateless: inbound and outbound connections must be explicitly allowed.
Allow and deny rules are possible.

Rules are processed in sequence.

One ACL can be assigned to several subnets.

The default ACL allows all traffic.

© Stromasys 1999-2021 103/103


https://cloud.google.com/vpc/docs/firewalls#blockedtraffic

	About this Guide
	Charon Licensing Overview
	Charon VE License Server Topology Overview
	Installing the VE License Server and the Charon Emulator Packages
	Installing a License on the VE License Server
	Configuring the Charon Emulator to Use a VE License Server
	Transferring a License to Another Server
	Removing a License from a VE License Server
	Operational Information and Logging
	Updating a VE License
	VE License Server Software Upgrade
	VE License Server Software Deinstallation
	VE License Server Command-Line Utilities
	Additional Information
	Creating and Attaching an AWS IAM Role
	Creating and Installing an IBM API Key
	Setting Up a Linux Instance in AWS
	Setting up a Linux Instance in OCI
	Setting up a Linux Instance on Azure
	Setting up a Linux Instance on GCP
	Setting up a Linux Instance in the IBM Cloud
	Installing the Charon Manager
	Starting the Charon-SSP Manager
	Cloud-Specific Firewall Information


