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Introduction

This guide is intended for anyone who needs to install, configure, or manage the Stromasys Charon Virtual Environment (VE) license server. A general
working knowledge of Linux and its conventions is expected.

VE stands for "Virtual Environment" denoting Charon emulators and the environment in which they run. At the time of writing, the VE license server is
supported in selected cloud and VMware environments, and on physical servers.

A VE license server provides licenses to one or more emulator instances. Customers must purchase their license from Stromasys, and use a VE-enabled
emulator product. The license is based on the emulator model configuration required and typically valid for a certain period of time (it has an expiration
date) , or for a defined number of runtime hours.

This guide covers the Charon VE License Server software. This package contains a license server application that can be installed in customer-specific
AWS, OCI, GCP, Azure, IBM, Nutanix and VMware environments, and on physical servers. This licensing option is adapted to the special requirements of
virtualized environments and simplifies the process of running Charon emulator products in supported cloud and VMware environments. The license
server is managed by the customer.

Please note:

® VE licenses provided by a VE license server require VE-enabled Charon emulator software.
® At the time of writing this support was available for Charon-SSP (starting with Charon-SSP version 4.2.x).

® For a full description of Charon-SSP configuration and management aspects that are not related to the specifics of the VE license application,
please refer to the Charon-SSP user's guide of you version (see CHARON-SSP for Linux).

For additional information about this product, please contact Stromasys at the regional addresses below or contact your Stromasys VAR.
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Structure of this Document

The document contains the following sections:

Charon VE License Server Topology Overview: brief overview of license server topologies.

Installing VE License Server and Charon Emulator: installation of the license server software, and installation of the VE-enabled Charon emulator
software.

Installing a License on the VE License Server: steps for requesting and installing a Charon product license on the license server.
Configuring a Charon Emulator for a VE License Server: steps for configuring the Charon emulator to use the VE license server.
Transferring a License to Another Server: move a license from one license server to another.

Removing a License from a VE License Server: removing a license from a license server.

Additional Configuration Options - the config.ini File: additional configuration options to customize communication ports.

VE License Server Web-based Management GUI: description of the interface and the actions provided by the web-based GUI of the VE license
server.

Operational Information and Logging: information that may be helpful when operating a VE license server. For example, log file locations and
samples.

Updating a VE License: steps for updating a license, for example, when the expiration date approaches.

Additional Information: supplemental information about installing a Linux cloud instance, about installing and starting the Charon-SSP Manager
on a Linux or Windows management system, and about cloud-specific firewall considerations.

Please note:

Cloud providers may change their management GUI without prior warning. Hence, the screenshots in this document may not always reflect the
latest GUI appearance of the cloud provider. However, they will still provide an illustration of the described configuration steps.

In general, the sample outputs in this document may show different versions than the one documented in this manual, but they are still
representative of what a user will see.

© Stromasys 1999-2022 47117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

Obtaining Documentation

The latest released version of this manual and other related documentation are available on the Stromasys support website at Product Documentation
and Knowledge Base.

Obtaining Technical Assistance or General Product Information

Obtaining Technical Assistance

Several support channels are available to cover the Charon virtualization products.

If you have a support contract with Stromasys, please visit http://www.stromasys.com/support/ for up-to-date support telephone numbers and
business hours. Alternatively, the support center is available via email at support@stromasys.com.

If you purchased a Charon product through a Value-Added Reseller (VAR), please contact them directly.

Obtaining General Product Information

If you require information in addition to what is available on the Stromasys Product Documentation and Knowledge Base and on the Stromasys web site y
ou can contact the Stromasys team using https://www.stromasys.com/contact/, or by sending an email to info@stromasys.com.

For further information on purchases and the product best suited to your requirements, you can also contact your regional sales team by phone:

Region Phone Address

Australasia-Pacific +852 3520 1030 Room 1113, 11/F, Leighton Centre
77 Leighton Road, Causeway Bay,
Hong Kong, China

Americas +1 919 239 8450 2840 Plaza Place, Ste 450
Raleigh, NC 27612
U.S.A.

Europe, Middle-East and Africa = +41 22 794 1070 Avenue Louis-Casai 84
2nd Floor
1216 Cointrin

Switzerland

© Stromasys 1999-2022 5/117


https://stromasys.atlassian.net/wiki/spaces/KBP/overview
https://stromasys.atlassian.net/wiki/spaces/KBP/overview
http://www.stromasys.com/support/
mailto:support@stromasys.com
https://stromasys.atlassian.net/wiki/spaces/KBP/overview
http://www.stromasys.com
https://www.stromasys.com/contact/
mailto:info@stromasys.com

Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

Conventions

Notation

$

#

>

User i nput
<pat h>

Qut put

[]

dskO

Description

The dollar sign in interactive examples indicates an operating system prompt for VMS.

The dollar sign can also indicate non superuser prompt for UNIX / Linux.

The number sign represents the superuser prompt for UNIX / Linux.

The right angle bracket in interactive examples indicates an operating system prompt for Windows command (cmd.exe).
Bold monospace type in interactive examples indicates typed user input.

Bold monospace type enclosed by angle brackets indicates command parameters and parameter values.

Monospace type in interactive examples, indicates command response output.

In syntax definitions, brackets indicate items that are optional.

In syntax definitions, a horizontal ellipsis indicates that the preceding item can be repeated one or more times.

Italic monospace type, in interactive examples, indicates typed context dependent user input.

Definitions

Term Description

Host | The system on which the emulator runs, also called the Charon server

Guest = The operating system running on a Charon instance, for example, Tru64 UNIX, OpenVMS, Solaris, MPE or HP-UX

Related Documents

® Charon-SSP User's Guides and Release Notes
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The Charon VE License server provides a new type of licensing for Charon products. This is in addition to the already existing licensing models. This
section briefly describes the different licensing concepts and products.

Contents

Charon VE Licenses

Sentinel (Gemalto) HASP Licenses

Charon-SSP Automatic Licensing for Cloud Environments
Rationale for VE Licenses

Charon VE Licenses

The main characteristics of VE (Virtual Environment) licenses are the following:

Software licenses only.

Developed by Stromasys.

Installed on the Charon host or a separate license server.
Require the Charon VE license server software.

Require matching VE-capable Charon emulator software.

The customer is billed by Stromasys depending on the number and type of the emulated systems allowed by the installed license(s). The license
server software itself is free of charge.

® Support at the time of writing:

® VE license server availability: supported clouds (at the time of writing: AWS, OCI, Azure, GCP, Nutanix, and IBM), supported VMware
environments, and physical servers.

® Charon emulator product support: Charon-SSP products.

The present document describes the use of Virtual Environment licenses.

Sentinel (Gemalto) HASP Licenses

Sentinel HASP licenses are the "traditional" licensing method for Charon emulator products. Their main characteristics are:

Software and hardware (dongle) licenses.

Based on third-party vendor solution.

Require special third-party license driver software.

Installed on Charon host or separate license server.

Problematic in cloud environments and somewhat difficult to use in VMware environments.

Dongles are a flexible and host-hardware independent solution for on-premises installations (as long as there is a free USB port).

The customer is billed by Stromasys depending on the number and type of the emulated systems allowed by the installed license(s). The license
driver software itself is free of charge.

Please refer to the Charon License Handbook (Licensing Documentation) for details about these licenses.

Charon-SSP Automatic Licensing for Cloud Environments

When installing a Charon-SSP Automatic Licensing (AL) image from a supported cloud marketplace (at the time of writing AWS and OCI US), the cloud
instance automatically receives a license at first launch. The license server must be reachable via a cloud-specific public IP address. The license server is
operated by Stromasys. The customer is billed by the cloud provider depending on the type, configuration, and active use of the Charon host instance.
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Rationale for VE Licenses

Other license types have drawbacks that prompted the development of VE licenses:

USB dongles are not suitable for cloud environments and their use in VMware environments is somewhat complex.

Sentinel software licenses are easy to install in a cloud or VMware environment. However, their ties to hardware characteristics also make it easy
to inadvertently invalidate them in such environments. Hence they are not suited for use in cloud environments and difficult to use in VMware
environments. Other Sentinel software license types do not provide the same level of license security.

® Cloud-based automatic licensing does not allow a customer-specific environment in the cloud without access to the public Internet. This is not
suitable for many customers who require a private cloud network environment complying with their own security and management policies.

VE licenses are designed to enable the ease-of-use of software licenses while providing a high level of security for licensing Charon products in
virtualized environments.
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VE Licens

® Cloud-based VE License Server Overview
® VMware-based VE License Server Overview
® \E License Server Binding with ESXi Host
® \E License Server Binding with vCenter Server

Cloud-based VE License Server Overview

The following image provides an overview of a sample VE license server topology in a cloud environment (with the Charon-SSP VE emulator product):

Cloud-based VE License Server Topology Overview
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Points to note:

® The license server software can be combined with the matching Charon emulator software on one instance, or it can run on a separate system.
® The license server must be installed in a supported cloud environment.

® Charon host and license server do not need a public IP address. They communicate across the cloud-internal LAN environment.

® Starting with Charon-SSP version 4.1.19, a backup license server is supported.

The decision whether the license server should run on a separate instance depends on the customer's requirements.
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VMware-based VE License Server Overview

The following images provides an overview of sample VE license server topologies in a VMware environment.
There are two basic options:

1. The license server binds to the ESXi host on which the license server VM runs. In this case, any Charon emulator using the VE license server
must run either on the same VM as the VE license server or on a VM running on the same ESXi host.

2. The license server binds to the vCenter Server that manages the ESXi host on which the license server VM runs. In this case, any Charon
emulator using the VE license server must run either on the same VM as the VE license server or on a VM on an ESXi host managed by the
same vCenter Server.

VE License Server Binding with ESXi Host

The following image illustrates a topology where the VE license server binds to the ESXi host on which the VM with the license server runs. It shows one
VM with license server and emulator software, and another VM on the same ESXi host with the emulator software configured to use the license server via
the network.

VE License Server Bound to ESXi Host

VMware ESXi host

VMware ESXi host
characteristics

* binding
Linux VM with Charon-SSP VE .
enabled emulator software and :
License Server . Linux VM with Charon-SSP
License server = localhost : VE-enabled emulator software
B ]
= ' .
Solaris guest VE License ||, .- Solaris guest bﬁeﬁ'l?mszm”p
instance Server SW instance  |..aa--aq
. | ;
1 | ]
Guest NIC | Host Nic _GuestNIC [Host Nfc |

Charon VE license
server |P

[ —— e [ -
icense server = VE license server IF

Please note: vMotion of a VE license server VM to a different ESXi server is only possible if binding to a vCenter Server (see below) is used. vMotion of
a license server VM when binding to the ESXi server will invalidate the installed licenses.
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VE License Server Binding with vCenter Server

The following image illustrates a topology where the VE license server binds to the vCenter Server managing the ESXi host on which the VM with the
license server runs. It shows one VM with license server and several other VMs on ESXi hosts managed by the same vCenter Server using the license
server across the network.

VE License Server Bound to vCenter Server

vCenter Server

-
. binding
it Management
" | |
Linux ViV Linux VM Linux VM Linux VM
with VE with VE- with VE- with VE-
license | | enabled enableg | [OMervM| (OtherVM| | - hied
server emulator emulator emulator
ESXi ESXi ESXi

Please note: vMotion of a VE license server VM to a different ESXi server is possible if the target server is managed by the same vCenter Server.
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The Charon VE License Server has a number of prerequisites:

1. The VE license server package

2. Asuitable Linux instance to be used as the VE license server. This instance must run
a. in a supported cloud environment,
b. in a supported VMware environment, or
c. on a supported physical server.

3. Correct firewall settings

4. The VE-capable Charon emulator software running on a Charon host with appropriate network access to the VE license server (see restrictions
for VMware environments in the section Charon VE-Capable Emulator and Management Software below).

These requirements are described in detail below.

VE License Server Package

The Charon VE License Server package is delivered as an RPM package. Stromasys or your Stromasys VAR will provide you with the software or a
download link.

Package name:
i cense-server-<version>.rpm

Where <version> indicates the version of the software, for example, 2.0.1
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Linux Instance for License Server

The license server package must be installed on a supported Linux instance. This instance can run in a supported cloud, in a supported VMware
environment, or on a physical host.

Currently Supported Cloud Providers

At the time of writing, the following cloud providers are supported by the VE license server:

Amazon AWS

Oracle Cloud Infrastructure (OCI)
Microsoft Azure

Google Cloud Platform (GCP)
IBM cloud

Nutanix AHV

Please refer to your cloud provider's documentation for configuring and launching an appropriate instance. A description of the basic steps of launching
an instance can be found in Additional Information and in the cloud-specific Getting Started guides on the CHARON-SSP documentation page.

Depending on the cloud environment, Stromasys may offer prepackaged Charon VE images on selected cloud marketplaces. Such images include the
Charon VE-enabled emulator software (already installed) and the VE License Server RPM package (can be installed optionally). An instance launched
from a prepackaged image can also be used as a VE license server.

Currently Supported VMware Platforms and Requirements

At the time of writing, the following VMware Platforms are supported by the VE license server:

® Requirements for direct ESXi host binding:
® The VE license server must run in one of the VMs on the ESXi server.
® ESXi/vSphere version 6.5 and above.

® Valid license that supports the vSphere API feature. Otherwise the license server fails to start with the message
Failed to detect ESXi/vCenter Server.

Ports 443 (TCP) and 902 (TCP, UDP) must be accessible to the VE license server host.
100 MB of free disk space on the ESXi server to be used by the VE license server host.
Administrative user (and password) on the ESXi/vSphere host used for the binding between license server and ESXi/vSphere host.

User and password on the ESXi/vSphere host used for the binding between license server and ESXi/vSphere host. This user must have
at least the following permissions assigned to the user via a custom role definition (please note that the permission paths/names can
be slightly different depending on the vSphere version):

® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk

® Requirements for vCenter Server binding:
® The VE license server must run in a VM on one of the ESXi systems managed by the vCenter Server.
vCenter Server version 6.5 and above.
Ports 443 (TCP) and 902 (TCP, UDP) must be accessible to the VE license server host.
® 100 MB of free disk space on the vCenter Server to be used by the VE license server host.

® User and password on the vCenter Server used for the binding between license server and vCenter Server. This user must have at least
the following permissions assigned to the user via a custom role definition (please note that the permission paths/names can be
slightly different depending on the vSphere version) :

® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk

Please note: vMotion for the virtual machine running the VE license server can only be used if the license server binds to the vCenter Server. The target
system must be managed by the same vCenter Server.

The VE license server for VMware environments has also been tested successfully in a Google GCVE (Google Cloud VMware Engine) environment.
Please contact Stromasys to discuss your requirements if you need this product combination.
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Currently Supported Physical Servers

At the time of writing, the following physical platforms are supported by the VE license server:

® Modern Intel x86 or AMD platform with sufficient resources for the required Linux operating system

Linux Host Requirements for the VE License Server

The Linux system on which the VE license server runs must fulfill the requirements described below.

Linux Hardware and Software requirements

Software requirements for the VE License Server itself:
Red Hat, CentOS, or Oracle Linux (64-bit) versions 7.x or 8.x

Basic hardware requirements (cloud instance capabilities or VMware host configuration) for running only the license server:

Must be sufficient for the selected Linux operating system.

Additional hardware requirements (cloud instance capabilities or VMware host configuration) for running the emulator software on the same

sxstem:

If the license server is combined with the Charon emulator software on the same instance, the instance used must satisfy the requirements
of the Charon emulator host and all instances that will run on it. Please refer to your product-specific documentation for more information:

® For Charon-SSP, refer to the Charon-SSP user's guide of your emulator version for details (see CHARON-SSP for Linux).

Additional Linux Host Requirements for AWS cloud (for VE license server versions < 1.1.23)

Only required for VE license server versions earlier than 1.1.23.

In the AWS cloud, an IAM role allowing the ListUsers action (IAMReadOnlyAccess in the example below) must be attached to the instance. This can be
done during the launch of the instance as shown in the sample below.

Step 3: Configure Instance Details

Capacity Reservation (| Open * 3 Creste new Capacsy Resenvason

Alternatively, the role can be set/changed by selecting the instance, right-clicking on it, and selecting Security > Modify IAM Role (in the older AWS
console, use the Action menu). If such a role has not yet been defined, please refer to Creating and Attaching an AWS IAM Role and to the
documentation provided by AWS for additional information.

Additional Linux Host Requirements for IBM cloud

For the license server to work properly in the IBM cloud, an API key must be created and installed. Please refer to Creating and Installing an IBM API Key.
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Firewall Settings

Communication Between License Server and Client Systems

Any intermediate firewall as well as the cloud-specific subnet and instance security settings must permit the necessary ports for the appropriate source
systems:

® Basic license operation
The TCP port that is used by the license client to access the license must be permitted on the license server, and by any intermediate firewall.
Default: TCP/8083; an alternative port can be configured in /opt/license_server/config.ini.

® Access to license server web interface
The TCP port used by remote systems to web-based management interface must be permitted on the license server, and by any intermediate
firewall.
Default: TCP/8084; an alternative port can be configured in /opt/license_server/config.ini.

See Additional Configuration Options - the config.ini File.
See Cloud-Specific Firewall Information for an overview about the traffic filtering mechanisms used in the different cloud environments.
Simplified sample commands if firewalld is used on the Linux system:

# firewall-cnd --permanent --zone=public --add-port=8084/tcp

# firewal | -cnd --permanent --zone=public --add-port=8083/tcp

# firewal |l -cnd --rel oad

® The default zone name can be found with the command fi rewal | -cnd - - get - def aul t - zone, a list of all zones can be displayed with the
command firewal | -cnd --get-zones.

® The parameter --permanent writes the command to the respective firewalld configuration files. To add the command to the running firewall, re-run
it without the parameter --permanent.

® The simplified sample above does not limit the source IP address to the addresses of the license clients. This would require a more sophisticated
configuration. Please refer to the documentation of your Linux system.

Communication Between License Server and Cloud Infrastructure

The license server must be able to access information provided by the cloud infrastructure. In particular, it must be able to communicate with the following
addresses/systems:

The metadata server of the cloud environment (169.254.169.254) on AWS, Azure, OCI, and GCP

If running a VE license server version before 1.1.23 on AWS, the host iam.amazonaws.com

If running on GCP, the host www.googleapis.com

If running on the IBM cloud, the hosts iam.cloud.ibm.com and resource-controller.cloud.ibm.com

Any intermediate firewall as well as the cloud-specific subnet and instance security settings must permit communication with these systems for the VE
license server to function properly. See Cloud-Specific Firewall Information for an overview about the mechanisms used in the different cloud
environments, and your Linux firewall documentation for any Linux specific questions.

Communication Between License Server and ESXi Host / vCenter Server

The license server must be able to access the following ports on the ESXi host or vCenter Server it binds to: ports 443 (TCP) and 902 (TCP and UDP).
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Charon VE-Capable Emulator and Management Software

The VE license server software requires matching Charon emulator software. At the time of writing this support was available for Charon-SSP
emulator products.

Please note:

® The protocol versions used by the emulator software and the license server must be compatible. The software checks for compatible protocol
versions and reports an error should there be a mismatch.

® The Charon-SSP VE emulator software can run on the same system as the license server or on a separate system with appropriate network
access to the VE License Server. However, there are restrictions in a VMware environment.

® Restrictions for VMware environments:

® |f the license server binds to the ESXi host on which the license server VM runs, any Charon emulator using the VE license server
must run either on the same VM as the VE license server or on a VM running on the same ESXi host.

® |f the license server binds to the vCenter Server that manages the ESXi host on which the license server VM runs, any Charon
emulator using the VE license server must run either on the same VM as the VE license server or on a VM on an ESXi host managed by
the same vCenter Server.

Charon-SSP Emulator Packages for VE Licenses

The necessary features are available in Charon-SSP 4.2.x and later. Stromasys or your Stromasys VAR will provide you with the software or a download
link. In certain cloud environments, Stromasys may offer prepackaged Charon-SSP VE images on selected cloud marketplaces. If you use a Charon host
in the cloud and the instance was launched from such a prepackaged image, the required VE-capable emulator software is already installed (refer to the

respective cloud-specific Getting Started Guide for more information).

The Charon-SSP packages to be installed are the following RPM packages:

® Management components (not VE-specific):
® charon-agent-ssp-<version>-x86_64.rpm
® charon-director-ssp-<version>.rpm
® charon-manager-ssp-<version>.rpm
® VE-capable emulator software:
® charon-ssp-<architecture>-<version>.ve.el7-x86_64.rpm
® charon-ssp-<architecture>-<version>.ve.el8-x86_64.rpm

In the above list, the placeholders have the following meaning:

<version> indicates the software version (e.g., 5.0.1).

<architecture> indicates the type of emulated SPARC covered by the software (currently it can have the values 4m, 4u, 4v, 4u+, or 4v+).

The string ve in the package containing the Charon emulator software indicates that this version of the emulator requires a VE license server.
The string el7 denotes packages intended for Red Hat/CentOS/Oracle Linux 7.x.

The string el8 denotes packages intended for Red Hat/CentOS/Oracle Linux 8.x.

Charon Agent, Manager, and Director are not license-model specific.

Please note:

® Unless there is GUI access to the Charon-SSP host system (or an option to use X11-Forwarding via SSH), Charon Manager and Charon
Director must be installed on a remote management system that will be used to configure and manage the Charon-SSP software. The Charon-
SSP emulator software can also be run from the command-line, in which case Charon Manager and Director are not required.

® The Charon Agent package contains the RPM and Debian packages for the Charon Manager on Linux and a ZIP file for the Charon Manager on
Microsoft Windows (charon-manager-ssp-<version>.zip).
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VE License Server Software Installation

If you are not familiar with the installation of RPM packages, please refer to the general Charon user's guide of your product, or your Linux system
documentation.

Please note:

® In versions before 1.0.17, the license server will not start automatically after the initial installation. It will be started once a valid license has been
installed (see Installing a License on the VE License Server).

® When upgrading to version 1.0.24 or above from an older version of the license server, a license update is required due to a change in the
license schema.

® |f you plan to use a primary and a backup license server, the license server software must be installed on both systems.

VE License Server Installation Steps

Perform the following steps to install the VE License Server software:

1. Copy the license server software package to the license server host (if needed):

a. For example, use sftp to connect to the VE license server system.
# sftp -i ~/.ssh/<nykey> <user>@<linux-ip>
where

i. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

ii. <user>is the user associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on AWS, or the
custom user on your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE image, use the SFTP user charon)

iii. <linux-ip> is the ip address of your license server system
b. Copy the software package to the license server system using the following SFTP command:
> put <l ocal -path-to-license-server-package>
2. Use ssh to log in on the license server host.
# ssh-i ~/.ssh/<nykey> <user>@l i nux-i p>
where

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE image, use sshuser)

c. <linux-ip>is the ip address of your license server system
3. As a privileged user (root) go to the directory where you stored the installation package and install the package:
a. Become the root user: # sudo -i
b. Go to the package location: # cd <pat h-t o- package-directory>
On an instance installed from a prepackaged Charon-SSP VE marketplace image, the installation package is stored
under /charon/storage)
c. Install the package:
i. Linux7.x:# yuminstall |icense-server*.rpm
ii. Linux8.x:# dnf install |icense-server*.rpm
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Below, you find the sample output of an installation (RHEL/CentOS 8.x, assuming that the RPM is in the current working directory):

# dnf install license-server-1.1.5.rpm
Last netadata expiration check: 1:14:52 ago on Fr 29 Jan 2021 09: 46: 32 CET.
Dependenci es resol ved.

Package Architecture Version Reposi tory Si ze
Instal l'ing:
| i cense-server x86_64 1.1.5-1 @ommandl i ne 52 M

Transaction Summary

Install 1 Package

Total size: 52 M

Installed size: 79 M

Is this ok [y/N: y

Downl oadi ng Packages:

Runni ng transacti on check
Transacti on check succeeded.
Runni ng transaction test
Transacti on test succeeded.
Runni ng transaction

Preparing : 1/1
Running scriptlet: license-server-1.1.5-1.x86_64 171
Instal ling : license-server-1.1.5-1.x86_64 171
Running scriptlet: license-server-1.1.5-1.x86_64 1/1

Created symink /etc/systend/system nulti-user.target.wants/|icensed.service /etc/systend/ systenilicensed. service.
Verifying : license-server-1.1.5-1.x86_64 171

Install ed:
license-server-1.1.5-1.x86_64

Conpl et e!

VE License Server Post-Installation Tasks

After the installation, it is strongly recommended to change the default password of the web GUI. Please refer to VE License Server Web-based
Management GUI for more information.
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n VE-Capable Emulator Software Installation

The installation of the Charon emulator software is described in detail in the user's guides of the respective products and versions. This section provides
a short overview.

Installing Charon-SSP for VE Licenses

General Information

The Charon-SSP packages are RPM packages that are installed using the yum (Linux 7.x), dnf (Linux 8.x), or rpm command. They can be copied to the
Charon host system using SFTP as shown in the example for copying the license server RPM, or using other methods.

At least the required emulator packages (charon-ssp-4*.rpm) and the agent (charon-agent*.rpm) must be installed for the system to run emulated
SPARC systems and to allow remote management by the Charon Manager. If local management with graphical tools is required, then the Charon
Manager and the Charon Director packages must also be installed.

For detailed host system requirements and for the management of the Charon-SSP software, please refer to the regular Charon-SSP
documentation on the Stromasys Product Documentation and Knowledge Base pages.

Please note: To use the graphical user interface (Charon Manager for SSP) the Charon Manager package typically is installed on your local Linux or
Windows PC that will be used for management purposes. Running the Charon Manager in a non-graphical cloud or VMware instance and export it via
X11-Forwarding is possible, but will require additional configuration and installation steps (with access to a package repository) - this is outside the scope
of this document. It is also possible to manage Charon-SSP via the command-line only. This is described in the general Charon-SSP user's guide.

Possible Additional Requirements

Many Linux server instances are missing packages that are typically available on workstation installations. Such packages may have to be installed, for
example, if Charon-SSP graphics device emulation or audio emulation are to be used. The same applies to the Charon-SSP Manager, the Server JIT
feature, and some non-critical functions of the Charon Agent. On prepackaged Charon-SSP cloud marketplace images, the necessary packages are
preinstalled.

The following table provides an overview of the packages that may be missing:

RPM Package Graphics and audio Charon Manager* Server JIT Charon Agent
emulation feature

libX11 X X

xorg-x11-server-utils X X

alsa-plugins-pulseaudio X

gtk2 X

xorg-x11-xauth (only required for X11-Forwarding) X

libicu (version 50 for Linux 7.x, version 60 for Linux 8.x) X

pciutils X

* If you install the Charon Manager with the yum (or dnf) command, these packages (except for xorg-x11-xauth) and any dependencies that these
packages themselves may have, are resolved automatically if a package repository is available.

If you suspect problems caused by missing packages and the emulator was started via the Charon Manager, check the emulator crash-log file in addition
to the emulator log file. If starting the emulator from the command-line, review the command-line output.

The packages above have their own dependencies. Install the above packages with the yum (or dnf) command in order to have their dependencies
automatically installed. If your server does not have access to the standard operating system repositories, refer to this document for instructions on
setting up a local repositories.
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Sample Installation

Only the Charon-SSP emulator packages (4M, 4U(+), 4V(+)) are specific to the license model used. The packages required for managing Charon-SSP
(Charon Agent, Manager, and Director) are the same as in the conventional product of the same version.

For detailed host system requirements and for the management of the Charon-SSP software, please refer to the regular Charon-SSP
documentation on the Stromasys Product Documentation and Knowledge Base pages.

The log output below shows a sample Charon-SSP emulator and management package installation (RHEL/CentOS 8.x, assuming that the RPMs are in
the current working directory):

# dnf install charon*.rpm
Last nmetadata expiration check: 18:49:07 ago on Di 23 Mar 2021 17:29:15 CET.
Dependenci es resol ved.

Package Arch Ver si on Repository Si ze
Instal l'ing:
char on- agent - ssp x86_64 5.0.1-1 @onmmandl i ne 28 M
charon-director-ssp x86_64 5.0.1-1 @ommandl i ne 112 k
char on- manager - ssp x86_64 5.0.1-1 @onmmandl i ne 1.8 M
charon-ssp-4m x86_64 5.0.1.ve.el 8-1 @onmmandl i ne 2.2 M
char on- ssp- 4u+ x86_64 5.0.1.ve.el 8-1 @onmmandl i ne 14 M
char on- ssp-4v+ x86_64 5.0.1.ve.el 8-1 @onmmandl i ne 14 M

Instal ling dependenci es:
<lines renoved>

Transacti on Summary

Install 48 Packages

Total size: 70 M

Total downl oad size: 9.2 M
Installed size: 183 M

Is this ok [y/N: vy

Downl oadi ng Packages:

<lines renoved>

Runni ng transacti on check

Transaction check succeeded.

Runni ng transaction test

Transaction test succeeded.

Runni ng transaction

<lines renoved>

Instal | ed:

<lines renoved>
charon-agent-ssp-5.0. 1- 1. x86_64
charon-director-ssp-5.0.1-1. x86_64
char on- manager - ssp-5. 0. 1- 1. x86_64
charon-ssp-4m5.0. 1. ve. el 8-1. x86_64
charon-ssp-4u+-5.0. 1. ve. el 8-1. x86_64
charon-ssp-4v+-5.0. 1. ve. el 8-1. x86_64

<lines renoved>

Conpl et e!
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Important Information to Protect the License Validity
Overview - Requesting and Installing a License
License Installation Using the Command-Line

®  Running the esxi_bind Command (VMware environment only)

B Collecting the Fingerprint Data on the License Server

B Sending the C2V File to Stromasys and Receive License Data File

B |nstalling the License Data on the License Server
®  Verifying License Installation and License Content

B Checking the License Server Log file

B Using the license_viewer Program to Display the Content of a License
B |icense Installation Using the Web Interface

Important Information to Protect the License Validity

Certain actions can invalidate your license. Therefore, once you have installed your license, please note the following points:

For cloud deployments: if supported by the cloud provider, the VE license server instance can be moved to a different subnet, as long as the original
instance can be moved.

It is also possible to backup and restore (to the same instance) the license server data.
However, the following actions will invalidate the license:

1. All supported environments:

Copying the license server data to a different instance.

Seriously damaging the root filesystem of the license server system.
Re-installing the license server system.

Copying the virtual machine on which the license server runs. This includes cloning a virtual machine, or recovering a backup into a new
virtual machine.

® Changing the number of CPU cores of the license server system.
2. VMware environments:
Restrictions from point 1 above.

® |f the license server is bound to the ESXi host: using vMotion on the VM in which the VE license server runs
® Changes to the API interface of the ESXi host or vCenter Server
[ ]

The license can become temporarily unavailable if the user credentials or address information recorded by esxi_bind are changed. In
this case, esxi_bind must be run again to define the correct user credentials and address information.

Overview - Requesting and Installing a License

Perform the following basic steps to request and install a license:

® VMware only: for the first license request in a VMware environment, or if the binding data has changed, use the esxi_bind command to bind the
license server to its ESXi host or vCenter Server.

Collect the fingerprint (the customer-to-vendor - or C2V - file) on the license server and (if applicable) the backup license server.

Send the fingerprint data to Stromasys stating the license requirements based on your contract with Stromasys (product version, number of
concurrent instances, is this the main or the backup license, etc.). Please also indicate whether you require a license with a passphrase (can be
selected per product section). The use of a passphrase requires Charon-SSP emulator versions 4.3.x and higher and VE license server
versions 1.1.x and higher.

Stromasys will send you a license (V2C file with license data and text file with human readable license content).
Install the license data (the vendor-to-customer - or V2C - file) on the license server and (if applicable) on the backup license server.
Verify the license installation.

These basic steps are described in more detail below.

© Stromasys 1999-2022 22/117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

License Installation Using the Command-Line

Running the esxi_bind Command (VMware environment only)

The esxi_bind command sets up the necessary communication connection between the VE license server and the ESXi host / the vCenter Server.
It must be run on the license server (and the backup license server, if applicable):

once before the first license is requested, and

again should the user credentials, the password, or the address data for the access to the ESXi host / the vCenter Server change. Please make
sure that the password of the selected user account does not automatically expire after a certain time period. This would cause disruptions in the
license server operation and make it impossible for clients to receive their license.

Perform the following steps:

1. Use ssh to log in on the license server instance (assuming that username/password login is possible for an on-premises VMware installation).
# ssh <user>@license-server-ip>
where

a. <user> is the user for interactive login associated with your license server system
b. <license-server-ip> is the ip address of your license server system

2. Become the privileged user on the license server and run the esxi_bind program.
a. Become the root user: # sudo -i

b. Run the esxi_bind program:
# /opt/license-server/esxi _bind -a <address> -u <usernane> -p <password>
where

i. <address>is the IP address of the ESXi host or vCenter Server
ii. <username> is a user on the ESXi host or vCenter Server (see notes below).
iii. <password> is the password of the user
3. If the command is successful, it will create the file /opt/license-server/config.ini containing the connection data (the password is encrypted).

Important notes regarding the user on the ESXi host or the vCenter Server:

1. The username on the vCenter Server can take different forms:

® Simple username
esxi_bind parameter example: -u myuser nane

® Username includes a domain name in one of the following two formats:

® <domain>\<username>
esxi_bind parameter example (quotes are mandatory): -u ' nydomai n\ myuser nane'

® <username>@<domain>
esxi_bind parameter example: -u myuser nane@rydonai n

2. The user must have at least the following permissions:
® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk

Please note: if username and/or password contain Unix shell meta-characters, these characters must be escaped (enclose the string in single quotes, or
add a backslash character in front of the meta-character).
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Collecting the Fingerprint Data on the License Server

The fingerprint is collected on the license server using the c2v utility.

Perform the following steps to collect the fingerprint on the license server and (if applicable) the backup license server:

1. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@l i cense-server-ip>
where

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OClI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine or your physical server;

for an instance installed from a prepackaged Charon-SSP VE marketplace image, use sshuser)
c. <license-server-ip> is the ip address of your license server system
2. Become the privileged user and run the c2v program.
a. Become the root user: # sudo -i

b. Run the c2v program: # /opt/|i cense-server/c2v --filename <ny-file> c2v --platform <ny-platforne
where

i. <my-file>.c2v is the path and name under which you want to store the fingerprint. The file type is C2V (customer-to-vendor)

ii. <my-platform> indicates the platform on which the license server runs (possible values: physical, aws, oci, gcp, azure, ibm, nu
tanix, or esxi)

3. Copy the resulting C2V file to your local system (unless you can send email from the license server system).

Sending the C2V File to Stromasys and Receive License Data File

Stromasys or your Stromasys VAR will provide you with an email address to which you should send the C2V file you created in the previous step.

Please also indicate whether you require a license with a passphrase (can be selected per product section). The use of a passphrase requires Charon-
SSP emulator versions 4.3.x and higher and VE license server versions 1.1.x and higher.

In response, you will receive a so-called V2C (vendor-to-customer) file which contains the license data. The content of the license (type of emulated

SPARC, expiration date, number of concurrent instances, etc.) depends on your contract with Stromasys. You may also receive a text file containing the
license content in human readable form.
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Installing the License Data on the License Server

The license data is installed on the license server using the v2c utility.
Perform the following steps to install the license on the license server:

1. Copy the V2C file to the license server (e.g., with SFTP).

2. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@l i cense-server-ip>
where

a. <mykey> is the private key of the key-pair you associated with your license server instance
(for an on-premises VMware installation where login with username/password is allowed, it is not needed)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user on your VMware virtual machine or you physical server;
for an instance installed from a prepackaged Charon-SSP VE marketplace image, use sshuser)

c. <license-server-ip> is the ip address of your license server system
3. Become the privileged user and run the v2¢ program.
a. Become the root user: # sudo -i

b. Run the v2c program: # /opt/|icense-server/v2c -f <ny-file>. v2c
where <my-file>.v2c is the path and name under which you want to store the fingerprint. The file type is V2C (vendor-to-customer).

After the installation of the V2C file, the license server will be restarted.

Please note:

® Please note that to install a license with a new license ID (or another changed static parameter - see below), the old license must first be
removed in an additional step (see Removing a License from a VE License Server).

® |n versions before 1.0.17, the license server will not start until a valid license has been installed.

The following example shows the installation of a V2C file:

$ sudo /opt/license-server/v2c -f nylicense.v2c
<<V2C>> Coing to inport "nylicense.v2c" ...
<<V2C>> Inported "nylicense.v2c" successfully.
<<V2C>> Restarting license server ...

<<V2C>> Done

Verifying License Installation and License Content

Checking the License Server Log file

Check the license server log file to see if the server started successfully or reported an error. Use the following command (as the privileged user):
# cat /opt/license-server/log/license.log

The log should indicate that the license server is ready to serve licenses.
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Using the license_viewer Program to Display the Content of a License

The license server provides a license_viewer program to view the content of the license. To run it, use the following command (as the privileged user):
# /opt/license-server/license_viewer

The following sample shows the output for several different licenses:

Regular VE license on AWS Regular VE license on VMware
# /opt/license-server/license_viewer # /opt/license-server/license_viewer

. ) <<Li cense Viewer>> Current |icense:
<<License Viewer>> Current license: Li cense fingerprint: 07792211fc8ce3fd <truncated>
Li cense fingerprint: 07792211f c8ce3fdc085 <truncated> (st omer nane: St romasys

Custoner name: Stromasys Li cense | D 03.00000003. 002. 006
Li cense ID. 01.00000001. 002. 020 Key type: NORVAL
Key type: NORMAL Platform vmare. esxi

Platform amazon. aws Rel ease date: 2021-06-17 13:08: 01
Rel ease date: 2021-06-17 13:08:01 Grace period: 120 ninutes

Grace period: 120 minutes Li cense check interval: 60 minutes
Li cense check interval: 60 mnutes

Virtual Hardware: Charon-SSP/ 4M Charon- SSP/ 4U

Virtual Hardware: Charon-SSP/4M Charon- SSP/ 4U Product code: Charon- SSP/ ALL

Product code: Charon- SSP/ ALL Expiration date: 2021-12-22 23:55:00
Expiration date: 2021-12-22 23:55:00 Maj or Version: 5

Maj or Version: 5 M nor Version: 3

M nor Version: 3 Maxi mum CPU:. 64

Maxi mum CPU. 64 Maxi mum virtual nenory: 1048576MB
Maxi mum virtual nenory: 1048576MB I nstances al |l owed: 3

I nstances all owed: 3 Passphrase: DYRB- KHDW 0CUQ 5B6V

Countdown license on physical server

<<License Viewer>> Current |icense:

Li cense fingerprint: 5f9d9of 13f 390e3b071 <truncated>
Cust oner nane: Stromasys

Li cense ID: 01.00000001. 002. 194

Key type: COUNTDOMWN

Expiration date: 240 hour(s)

Pl at form physi cal . machi ne

Rel ease date: 2021-07-29 09:06: 15

Grace period: 480 minutes

Li cense check interval: 60 mi nutes

Virtual Hardware: Charon-SSP/4U
Product code: test

Maj or Version: 5

M nor Version: 3

Maxi mum CPU:. 4

Maxi mum virtual nenory: 10240MB
I nstances al | owed: 4
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The license contains a key-specific section and one or more product-specific sections.

Important key-specific license parameters:

Parameter
Platform
Release date

Customer name

License ID

Key type

Expiration date

Grace period:

License check
interval

Explanation
The platform for which the license has been created. This parameter cannot be changed by a license update.
Date on which the license has been issued.

The owner of the license. This parameter cannot be changed by a license update. If a change is required, the existing license
must be removed before creating a new fingerprint.

In older versions, the license ID changed if the license server software was reinstalled; in newer versions, it will remain
unchanged as long as the license server host instance is not re-installed. This parameter cannot be changed by a license update.
If a change is required, the existing license must be removed before creating a new fingerprint.

Possible values are NORMAL (time-limited or perpetual license) or COUNTDOWN (limited to a certain number of emulator
runtime hours).

Configured number of emulator runtime hours. The remaining hours can be seen in the web interface of the license server and
the emulator log file.

Time in minutes the emulator can run after the license used by the emulator has timed out or disappeared. Configured by
Stromasys when creating the license (default: 2 hours).

Frequency with which the emulator will check the license availability and validity (1 hour).

Important product-specific license parameters:

Parameter

Expiration date

Explanation

The expiration date.

Major version and Minor version = The major and minor product versions.

Maximum CPU

Defines the maximum number of CPUs in an emulated system (emulated SPARC in the example).

Maximum virtual memory Defines the maximum amount of RAM in an emulated system.

Instances allowed

Passphrase
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License Installation Using the Web Interface

The license server provides a web interface to display important license characteristics, to display license client systems, and to enable license updates.

Prerequisite: access to TCP port 8084 (or an alternative port configured in the file /opt/license-server/config.ini file; see also Additional Configuration
Options - the config.ini File) of the license server must be possible.

The following image shows sample output of a general VE license for SSP:

[4
Update License VE License Server: w1.1.13, Bulid Time: Aug 27 2021 11:35:05
License 1D: :CIS.IZII:H]I:IIJI:H 3.002 006
; Platform: .'uh:,ls.lcal.rnar.hule
) Customer Name: ;ktrvnu:.'n.-
License Type: MORMAL
Protocol Version: 2.0
Release Dabe: F0=[ul=20F L{LITC)
Grace Period: 120 minwtes
License Fingerprint: 232bAB062M6TR402 5dead MT01 10eba1 Sheba2 7cf232c4/42 14323385 73705
Product Section: 1
Wirtual Hardware: [Charon-SSPidM, Charon-55PRU, Chann-SSFMU+ Charon-SS Py, Charon-SSPav+ |
Product Code: [Charon-55PYALL
Expliration Date: ?ﬂ?-Feb-zDIZI;UTC:I
Major Version: .Eb- |
Minor version: Iz
M imium CPU: .:M-
Maximum virtual Memery: 1048576 l
Instances Allowed: j]

The first section of the samples shows the basic characteristics of the license. The Product Section shows the licensed products and their characteristics.

See VE License Server Web-based Management GUI for more information.

© Stromasys 1999-2022 287117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

B Configuring the License Server Details Using the Charon Manager
B Configuring the License Server Details in the Configuration File

B Configuration File Location

B Adding the License Server Details to the Configuration File
B Additional Information

At the time of writing, Charon-SSP was the only emulator product supporting VE licenses. Charon-SSP must be configured with the information needed to
find the VE server(s).

The license server address, and optionally, a passphrase must be configured on the Charon-SSP host system for every emulated system that is to use
the license server. This configuration is normally performed via the Charon Manager. On host systems that allow command-line access, it can also be
performed by editing the configuration file.

Configuring the License Server Details Using the Charon Manager

To configure the license server details using the Charon Manager, perform the following steps:

1. Start the Charon Manager and log in to your Charon-SSP host system. Please refer to the user's guide of your Charon-SSP product for details.
2. Select the emulated SPARC system from the list of VMs on the left and click on Edit Virtual Machine to open the configuration window:

Virust Machine - Toots HEIp ﬁ

"':"Huma Summary | Log | Console

@ Hardware model:  SUN-4U

Virtualization mode; Emulation
Wirtual CPUs: 1

DIT optimization:  Client NIT
DIT page size: 430 KB

FF boost ratio: 0
Power options: Balanced
Memory: 1GB

Memory allocator:  malloc
Graphics card: Disabled

TTYA: Telmet, G000
TTYR: Disabled
Audic: Disabled

MNVRAM: Disable auto-boot: off
Ethermet: Disabled

Edit Virtual Machine Run Virtual Machine

4L-1 is nat running
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3. In the configuration window select the license configuration section and enter the following data into the Virtual Environment section:

a. Primary license server: enter the IP address of the primary license server (use localhost or 127.0.0.1 if the license server runs on the
same system as the emulator).

b. Backup license server: if you have a backup license server (supported in Charon-SSP version 4.1.19 or later), add the IP address of
the backup server in this field. The backup server provides a license limited to a certain number of runtime hours should the primary
server become unavailable. If all valid licenses are lost or removed while an emulator is running, there is a grace period (configured on
the license; default: 2 hours). The grace period is the time period during which the emulator continues to run after its license has been
lost or removed. If there is no valid license after the grace period ends, the emulator will stop (this could cause data loss for a running
guest system).

c. Passphrase fields: the passphrase authenticates the license client to the the license server. It is defined when the license is created by
Stromasys. Please let Stromasys know if you require a license with or without a passphrase (can be selected per product section);
passphrases are supported in emulator versions 4.3.x and higher. If your license was created with a passphrase, enter the passphrase
in the corresponding fields. You will find the passphrase on the license server in the output of the license_viewer program. If the license
contains more than one product section, there will be a passphrase for each product section. Select the one defined for the product
section the emulator instance will use.

Virtual Machine Settings ®
Device Summany License
Model  SUN-4U HASP:
CPLU 1 .
_ Reqular license |0:
oI Client T
Memory 1GB

Backup license |Dx
Graphics  Disabled

SCSI  Disabled

TIYA 5000 Primary license server: b
TTYB Disabled

T Disabled Passphrase: "
GPIB Dicabled

Audio Disabled Backup license server: B
UsE Disabled

Ethernet enplsB Passphrase: o
HYRAM Public Cloud:

ucense | Nothing has to be set.

Log 4qU-2leg

OK Cancel

4. Click on OK to save the configuration. It will become active at the next start of the emulator.

Configuring the License Server Details in the Configuration File

If your Charon-SSP host system allows command-line access, you can manually edit the configuration file of an emulated SPARC system. This section
only describes the license server parameters. Please refer to your general Charon-SSP user's guide for a full documentation of the configuration file
options.

Configuration File Location

The default location for the configuration files is in /opt/charon-agent/ssp-agent/ssp/<architecture>/<vmname>/<vmname>.cfg.

In the above path

® <architecture> stands for sun-4m, sun-4u, or sun-4v,
® <vmname> stands for the name of the emulated SPARC.

However, if the Charon-SSP system is managed without the GUI, the user can decide where to store the emulator configuration files.
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Adding the License Server Details to the Configuration File

To add the license server |IP address to the configuration file, perform the following steps:

1. Log in to the system as the privileged user.

2. Open the configuration file with a text editor
(the default location is in /opt/charon-agent/ssp-agent/ssp/<emul-architecture>/<emul-sparc-name>/) where
<emul-architecture> stands for sun-4m, sun-4u, or sun-4v.
3. Locate the [license] section (if it does not exist, add it).
4. Add the parameter
server = <license-server-ip-address>
to the section, where
<license-server-ip-address> is the IP address of the license server.

5. Optionally, add the parameter
backup_server = <backup-license-server-ip-address>
to the section, where
<backup-license-server-ip-address> is the |P address of the backup license server.
The backup server provides a license limited to a certain number of runtime hours should the primary server become unavailable.
6. If defined on the license, add the license passphrase using the parameters
server_key = <primary-license-server-passphrase>
backup_server_key = <backup-license-server-passphrase>
The passphrase provides an authentication of license client to license server. The correct values for <primary-license-server-passphrase> and <b
ackup-license-server-passphrase> can be found in the license_viewer output of the license server. If there are several product sections on the
same license, be careful to select the passphrase associated with the correct product section.
7. Save the configuration file

8. At the next restart of your emulator instance, the configuration becomes active.

Additional Information

Depending on your Charon-SSP product, the Charon Manager will show additional license management tools. In particular the following:

® Primary and backup license configuration under HASP in the license configuration section.
® HASP Tools in the Tools menu.

Please note: These tools are not relevant for Charon-SSP VE licenses. The same is true for the license management command-line tools hasp_srm_viev
and hasp_update that are installed with the Charon Agent.
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Contents

B General Information
B Steps to Transfer a License

General Information

If required, a VE license can be transferred from one license server to another.

Please note:

® This action will invalidate the license on the original license server.
® Only a valid, working license can be transferred.

Steps to Transfer a License

The steps below describe the license transfer to another server:

1. Become the root user on the license server.

2. Export the transfer license from the original license server:
# [opt/license-server/c2v -t <export-file> tfr

You wil

| receive a warning message:
tewe-vml ~]# fopt/ - g r =t x.tfr

i ok o g ok ok ol o ok o o ok ok o o ok o o

ou want to continue?
Fl‘l.E.‘ﬁﬁE‘ 'irlput “'_'r'- 5" to r.'.-:'.nnf'irrn or press any ':'ThE'I' kevs to ﬁhl.':-]'t'_

Confirm by entering the string yes, or abort by entering any other input (submit the input using the RETURN key).

3. Create a C2V file on the destination license server:
# lopt/license-server/c2v -f <destination> c2v -p <platfornme

4. Send both files (the TFR and the C2V file) to Stromasys (email address will be provided by Stromasys).
5. You will receive a V2C file.

6. Import the V2C file on the destination license server:
# lopt/license-server/v2c -f <new v2c>.v2c

7. If the address and/or passphrase of the license server has changed, adapt the configuration of the license client with the new license server data.

For more information about creating a C2V file and installing a V2C file, please refer to Installing a License on the VE License Server.
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Sometimes, it may be necessary to remove a license from a VE License Server.

There are several ways to remove an existing license:

® On arunning VE license server:
1. If anew V2C file with a license update is installed on the license server, the old license will be removed. If a completely new license (e.
g., different license ID / different license owner) is to be installed, the old license must be manually removed (see point 2) and a new
fingerprint must created.
2. If you initiate a license transfer (c2v -t <fil e- nane>) on a license server, the installed license will be invalidated. See also Transferri
ng a License to Another Server.
® Deinstalling the license server software. After reinstalling the license server software, the old V2C file can be imported to re-install the license
(the fingerprint of the host is not changed by deinstalling and reinstalling the VE license server software).

® Removing the directory /opt/license-server .
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The file lopt/license-server/config.ini offers additional configuration options for the VE License Server.

There are samples of the options in /opt/license-server/config.ini.sample.

The file currently has three sections:

® [esxi]: the parameters in this section are set up by the esxi_bind program. Do not modify them manually.
® [peer]: contains the configuration of a peer license server. Reserved for future use.
® [general]: used to define non-default ports for the VE server operation:
® port: TCP port used to serve the license to license client systems. Default: 8083.
® http_port: TCP port on which the web interface can be accessed. Default: 8084.
® sync_port: local TCP port for communicating with the peer server. Default: 8085. Reserved for future use:

After parameters in this file have been changed, the license server must be restarted to activate the changes (syst enct| restart |icensed).

© Stromasys 1999-2022 347117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

Starting with VE license server version 1.1.13, the previous information-only web interface has been changed to a management interface. It provides the
following functions:

® Accessing the Management GUI and Logging in
® (Certificate Warning when Connecting to the Management GUI
Displaying the License Information
Displaying the Client List
Updating a License
® Exporting a C2V File
® |mporting a V2C File
® Managing Web-GUI Users
® Resetting a lost Admin Password

Accessing the Management GUI and Logging in

The web-based management GUI is provided by the license server on TCP port 8084 by default (the port can be changed in /opt/license-server/config.ini;
see also Additional Configuration Options - the config.ini File).

Use the following URL in any web browser to access the management GUI:

htt ps://<host>: <port>/

where host is the name or address of the VE license server and port is the TCP port (8084 by default). Use localhost as the hostname for accessing the
GUI of a license server running on the local system. Example: ht t ps: / /| ocal host : 8084.

Please note: any intermediate firewall must allow the TCP port used for the management GUI.

Upon connecting to the URL, a login screen will be displayed.

3 C @ O & hitpsiNocalhest:3084 W @ &  Qserch
[0 Fedora Project [ Red Hat [ Work

% License Server
O Manager

Q\
o -
2

2
%

Default credentials:

® Username: charon
® Password: stromasys

After logging in, you will be presented with a list of menu options on the left pane of the screen and the content of the selected option on the right hand. PI
ease change the default password immediately.
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Certificate Warning when Connecting to the Management GUI

When connecting to the VE license server web-based management GUI for the first time, the web browser will issue a warning and inform the user that
the connection is not private. This is due to the fact that Stromasys, when creating the installation kit, cannot foresee the actual customer environment.
Thus, the SSL certificate included with the license server kit includes a dummy hostname that does not match the real hostname of the customer license
server system, and it also contains Stromasys as the certificate authority which is unknown to web-browsers by default.

It is possible to override the warning and connect to the page. Otherwise, users must

® either obtain a certificate for the host from one of the commercial certification authorities, or
® they must create their own self-signed certificate and add it to the web browser.

The new certificates replace the server.pem certificate in /opt/license-server/certs (move the old certificate to a save place).
Steps to create a self-signed certificate:

® |ogin as the root user.

® Stop the license server (# systenttl stop |icensed)

® Go to /opt/license-server/certs.

® Move the existing content of the directory to a backup directory.

® Create a root certificate (each command must be entered on one command-line - irrespective of necessary line breaks in this document):

# openssl genrsa -out ca.key.pem 2048
# openssl req -new -key ca. key.pem -out ca.csr -subj "/C=CN ST=GY O=STROMASYS/ OU=L| CENSE/ CN=STROVASYS. COM'
# openssl x509 -req -days 7300 -sha256 -extensions v3_ca -signkey ca.key.pem-in ca.csr -out ca.cer

® (Create a server certificate:

# openssl genrsa -out servercert.key.pem 2048

# openssl req -new -key servercert.key. pem-out servercert.csr \
-subj "/ C=CN ST=G)Y O=STROVASYS/ OU=L| CENSE/ CN=host nane. donai n"

# openssl x509 -req -extfile <(printf "subjectAl t Name=DNS: host nane. domai n, DNS: host nane. domai n") \
-days 7300 -sha256 - CA ca.cer -CAkey ca. key. pem -CAserial ca.srl -CAcreateserial \
-in servercert.csr -out servercert.cer

Replace hostname.domain with the real name of the VE license server system.

® Create the combined server certificate for the license server:
# cp servercert.cer server.pem
# cat servercert.key.pem >> server.pem

® Restart the license server (# systentt| start |icensed)
Import the root CA (ca.cer) into your browser’s Trusted Root Certification Authorities Certificate Store.

Please note: at the time of writing, the custom certificate was overwritten by upgrading or downgrading the license server software. Therefore, make
sure to back up you certificate and to restore it after an upgrade or downgrade of the license server.
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Displaying the License Information

The first screen after login is the license information screen similar to the one shown below:

LICENSE INFORMATION

VE License Server: w1.1.13, Bulld Time: Aug 27 2021 11:35:05

License 1D: :ﬂS.IZIDﬂCIIJIKI 3.002 008
Platform: .fuh:.lsl-:nl.rna:hulc
Customer Hame: !‘:!rwu:.'n.-

License Type: MORMAL

Protocol Version: 2.0

F0=[ul=20F L{LITC)

Grace Period:
License Fingerprint:

120 minutes

232bAE03METE025dead ST 1 10eb9] Shat a2 Tef332c4f4214323385 73708

Product Section:
wirtual Hardware:

1
[Charon-55Pra M, Charen-55PRU, Chamn-SSPaU+ Charon-S5 P, Charon-S5Pav +

Product Code:
Expiration Date:
Major Version:

ICharon-5SPIALL
j0z-Feb-2022(UTCH
]

Minor Version:
Maximum CPLU:

Maximum virtual Memoery:

2
hd
1048576

Instances Allowed:

1

It can be selected via the menu on the left (License Information).
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Displaying the Client List

The client list can be displayed by selecting the Client List option on the left pane. A sample with one connected client is displayed below:

CLIENT LIST

Licsnss MEorrsation
Climnt List

Mo. Cllent IPCllent OS5 Froduct -.!'....'.....cpu Mermary Login Time Froduct
i Hame Humber Y] Section
[ Contls Linux release  [CHARON: 2021-08-31
1 127.0.0.1 = 323 |1 hd 1
Logout ' 771908 (Ceee) 5PN “ 18:42:33

Updating a License

The license management section can be opened by selecting Update License on the left pane. This will open the license management screen as shown

below:

s EXFORT C2V FILE

IMPFORT VW2C FILE

VE License w

RESULT

RESULT

The license management section includes two options:

® Exporting a C2V file (the fingerprint of the license server system)

® Importing a V2C file (the license file created by Stromasys after receiving the C2V file)

The result panes show the result of the operation including any errors that may have occurred.
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Exporting a C2V File

As an alternative to the command-line program for C2V export, you can create your C2V file via the management GUI. The section for C2V export has
two input fields described below:

Field Description
License Type Options:

® VE License: currently the only available mode for the license server
® The parameter AutoVE License is reserved for future use!

Platform Drop-down menu to select platform on which the license server runs. This list is different depending on the mode in
which the VE license server runs:

Platforms supported by general VE license mode:

Amazon AWS
Oracle OCI
Microsoft Azure
Google GCP

IBM Cloud
Nutanix AHV
VMware ESXi
Physical Machine

The platform selected must match the platform on which the license server host system runs

Steps to export a C2V file:

1. Enter the correct License Type.
2. Select the correct Platform.

a. If the chosen platform is VMware ESXi, there will be an additional menu indicated by three dots. Click on this option to open the
esxi_bind configuration window.

SPECIFY ESXI/VCENTER SERVER

IP Address:
Username:

Password: |

Enter the IP address and the login information of the ESXi host or vCenter Server to which the license server should bind.
Then press Submit.

Important notes regarding the user on the ESXi host or the vCenter Server:

i. The username on the vCenter Server can take different forms:

® Simple username

® Username includes a domain name: <username>@<domain>
ii. The user must have at least the following permissions:

® Datastore > Allocate Space

® VirtualMachine > Config > AddNewDisk

® VirtualMachine > Config > RemoveDisk
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3. Click on Export to create the C2V file.
4. After a successful export, a download option will be displayed that allows you to download the created file to your local system.

Send the C2V file to Stromasys for them to create a license.

Importing a V2C File

In response to the C2V file sent, you will receive two files from Stromasys. One text file containing the license content in human-readable form, and the
V2C license file.

You can import the V2C license file using the v2c command-line utility, or you can use the web GUI. In the section Import V2C File perform the following
steps:

1. Click on Browse to open a file browser.
2. Select the V2C file to be imported as shown below.

IMPORT V2C FILE

Upload V2C File:

FGNEN  03.00000003.002...2021-09-01.v2c

3. Click on Import to import the new/updated license. You will receive a message about the license import being complete. The license server will
restart and you have to re-login to the GUI.

4. Check the new license via the License Information tab.

© Stromasys 1999-2022 40/ 117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

Managing Web-GUI Users

The access to the web GUI requires a username and a password. The Users section enable the management of such users. They are separate from the
Linux system users.

Default credentials:

® Username: charon
® Password: stromasys

Each user can have one of two roles: Admin or Guest. The role cannot be changed after a user has been created.
Admin users have access to all options. Guest users can only display information and change their password.

The following image shows the initial user overview:

USERS

Usarnanme Raole

charon tdiiin m

Available options on the Users screen:

® Add User: add a new web GUI user
® Modify: change the password of a user
® Remove: available for additionally created users. Not available for the default user.

Clicking on Add User opens a pop-up-window similar to the following:

Mozilla Firefox - O x
O & https://localhost:8084/add_user.htmil o =
ADD USER

Usermame;

Password

Confirm password

Role Guest w

NECE

You can set the following parameters:

® Username
® Password
® Role (to change the role of a user later, the user must be deleted and recreated)
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Click on Submit to create the user.

The following shows a list with two additional users for which the Remove option is also available.

Licenss informeation USERS

Client List

Update License m

Logaut
Username Role
charomn Admin Modify
userl Gaest

Clicking on Modify will open a window similar to the Add User window - with the difference that only the password change option is enabled.

Resetting a lost Admin Password

If the password of the admin user charon is lost it can be reset via the command-line.

As the root user, use the following command:
# /opt/license-server/license_server -p

You will be prompted for the new password twice.
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This section describes some information that could become relevant during the operation of a VE license server and the corresponding Charon emulator
products.

Sentinel/Gemalto Tools not Applicable to the VE License Server
Actions that can Invalidate a VE License
Starting and Stopping the License Server
Primary and Backup License Server
®  General Information

B Backup License Server Operation
B | og Files
B |icense Server Log File
® | og File Location
® | og File Samples
B Charon-SSP Emulator Log Files
B | og File Location
® | og File Samples
B Management GUI Web Server Log File

Sentinel/Gemalto Tools not Applicable to the VE License Server

Any Sentinel/Gemalto-specific license tools provided with the emulator installation are not applicable to the VE license server configuration.

Sentinel/Gemalto-specific tools and configuration options on Charon-SSP:

In Charon-SSP, the Sentinel/Gemalto-specific license tools and configuration options are available when installing the management packages for
the VE-capable Charon-SSP emulator packages. These tools and options are in particular the following:

® HASP Viewer, HASP Updater, and HASP Manager in the Tools > HASP Tools menu of the Charon Manager
® The Regular and Backup License parameter in the emulator license configuration section
® The command-line tools in /opt/charon-agent/ssp-agent/utils/license

The above tools cannot be used for managing Charon-SSP VE licenses. Please ignore them if you have a VE license.

Actions that can Invalidate a VE License

For cloud deployments: if supported by the cloud provider, the VE license server instance can be moved to a different subnet, as long as the original
instance can be moved.

It is also possible to backup and restore (to the same instance) the license server data.
However, the following actions will invalidate the license:

1. All supported environments:

Copying the license server data to a different instance.

Seriously damaging the root filesystem of the license server system.
Re-installing the license server system.

Copying the virtual machine on which the license server runs. This includes cloning a virtual machine, or recovering a backup into a new
virtual machine.

® Changing the number of CPU cores of the license server system.
2. VMware environments:

Restrictions from point 1 above.

® |f the license server is bound to the ESXi host: using vMotion on the VM in which the VE license server runs
® Changes to the API interface of the ESXi host or vCenter Server
[ ]

The license can become temporarily unavailable if the user credentials or address information recorded by esxi_bind are changed. In
this case, esxi_bind must be run again to define the correct user credentials and address information.
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Starting and Stopping the License Server

Please note: In versions before 1.0.17, the license server can only be started if a valid license is installed.

The license server is a systemd service that is controlled via systemctl:

® Starting the license server:  # systentt!| start |icensed
® Stopping the license server: # systenct| stop |icensed
® Restarting the license server: # systenct!| restart |icensed

The licensed service logs information to its log file in /opt/license-server/log/license.log and to journalctl.

Primary and Backup License Server

General Information

Charon emulators for VE licenses support a backup license server to ensure service continuity should the primary license server become temporarily
unavailable. Backup licenses are typically limited to a certain number of emulator runtime hours.

The example below shows the output of a time-limited license:

# /opt/license-server/license_viewer
<<Li cense Viewer>> Current |icense:
Li cense fingerprint: 07792211f c8ce3fdc085 <truncated>
Cust omer nane: Stronasys

Li cense ID: 01.00000001. 002. 020

Key type: COUNTDOMWN

Expiration date: 100 hour(s)
Platform amazon. anws

Rel ease date: 2021-06-17 13:08:01
Grace period: 120 minutes

Li cense check interval: 60 m nutes

Vi rtual Hardware: Charon-SSP/ 4M Char on- SSP/ 4U
Product code: Charon-SSP/ ALL

Expiration date: 2021-12-22 23:55:00

Mpj or Version: 5

M nor Version: 3

Maxi mum CPU: 64

Maxi mum virtual menory: 1048576MB

I nstances al |l owed: 3

The above sample is a backup license with 100 hours of emulator runtime. The remaining hours can be checked via the web interface.

Backup License Server Operation

Should the primary license server become unavailable, the emulator tries to connect to the backup license server. If this succeeds, the emulator
continues to run without interruption. If no connection to a valid license can be established within 2 hours after the loss of the license has been detected,
the emulator will stop. The grace period is defined on the license.

Please note: If you do not have a valid backup license and the primary license server is unavailable for more than the grace period, make sure to shut
down the guest operating system cleanly before the end of the grace period. Failure to do so may cause data loss or corruption.

If the primary license server becomes available again after the emulator has switched to the backup server, the emulator will automatically switch back to
the primary server to avoid unnecessary depletion of the backup license runtime hours in VE license server mode.
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Log Files

Log files provide important information about the operation of the license server and the Charon emulator software. In case of problems, this is the first
place to check.

License Server Log File

Log File Location

License server log file /opt/license-server/log/license.log

At every license server start, a new version of the log file is created and the previous file is rotated to license.log. 1. Other existing versions are rotated
accordingly.

Log File Samples

Normal startup:

2020-01-16 09: 00: 43 | NFO MAI' N Build tinme: Jan 16 2020 10: 54: 15
2020-01-16 09: 00: 44 | NFO MAI N Li cense server is ready to serve.

No valid license installed:

2020-01-10 12:17:19 | NFO MAI N Build time: Jan 10 2020 17:22:12
2020-01-10 12:17:19 ERROR License |license is not avail able.
2020-01-10 12:17:19 | NFO MAI N The programis term nated.

Client connection log (new in 1.0.28):

2020-10- 02 21: 46: 29 | NFO MAI N Li cense server is ready to serve.
2020-10-03 01:31: 09 | NFO Server CHARON- SSP/ 4U v4. 1. 32 has logged in from 127.0.0. 1: 40704.
2020- 10-03 01:45:21 | NFO Server CHARON- SSP/ 4U v4.1.32 from 127.0.0. 1: 40704 has been di sconnect ed
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Charon-SSP Emulator Log Files

Log File Location

The default emulator log file location is /opt/charon-agent/ssp-agent/ssp/<architecture/<vm-name>/.

® <architecture> can be sun-4m, sun-4u, or sun-4v.
® <ym-name> is the name of the emulated SPARC system.

The log file is called <vm-name>.log. At every emulator start, a new version of the log file is created and the previous file is rotated to <vm-name>.log.1.
Other existing versions are rotated accordingly. The number of retained files is determined by the log configuration of the emulated SPARC system.

Please note: The log file path can be changed by the user to a non-default value.

Log File Samples

Working license found during emulator start:

2020-07-16 21:25:10 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO
2020-07-16 21:25:13 I NFO

Trying to login to |icense server: 127.0.0.1
Connected with license server: 127.0.0.1

Found avail able license I D: 01.00000001. 002. 044.
Cust omer nane: Stromasys/ Testing.

Virtual hardware nodel Charon-SSP/4Mis |icensed.
Maxi mum concurrent instances are linmted to 4.
Maxi mum al | owed virtual CPU(s) are 4.

Maxi mum al | owed virtualized menory is 512 MB.

Maj or al | owed version nunber is 4.

M nor al | owed version nunber is 2.

Expiration UTC time: 2020-12-31 15:55:00.

mERAAAAAAAAM

Connection to license server lost temporarily and then restored:

(Li cense | oss detected)

2020-07-16 22:25:56 ERROR VE Failed to connect with the |icense server!
2020-07-16 22:25:56 WARN VE Charon will be termnated within 2 hours!

(License server connection restored)

2020-07-16 23:26: 01 | NFO
2020-07-16 23:26: 01 | NFO
2020-07-16 23:26: 01 | NFO
2020-07-16 23:26:01 | NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO
2020-07-16 23:26: 01 I NFO

Connected with license server: 127.0.0.1

Found avail able license I D: 01.00000001. 002. 044.
Cust omer name: Stromasys/ Testing.

Virtual hardware nodel Charon-SSP/4Mis |icensed.
Maxi mum concurrent instances are linmted to 4.
Maxi mum al | owed virtual CPU(s) are 4.

Maxi mum al | owed virtualized menory is 512 MB.

Maj or al | owed version nunber is 4.

M nor al | owed version nunber is 2.

Expiration UTC time: 2020-12-31 15:55:00.

Local UTC tine: 2020-07-16 15:26:01.

The license is verified, back to nornal operation.

mERAAAAAAAASS

Please note: The output shows a 2 hour grace period. The grace period implementation changed several times. In VE versions before version 4.1.21, the
grace period was 24 hours. It was shortened to two hours after the introduction of the backup license server feature in 4.1.19. Since version 1.1.12, the
grace period is determined by the corresponding license parameter. If a valid license has not become available before the end of the grace period, the
emulator will be stopped.
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Switch to backup license server:

2020- 06-29 18: 08: 25 ERRCOR VE Failed to connect with the |icense server!

2020- 06-29 18:08: 25 INFO VE Trying to login to license server: 127.0.0.1
2020- 06-29 18: 08: 34 ERRCR VE Failed to connect with the |icense server!

2020- 06-29 18: 08:43 WARN VE Charon will be term nated within 2 hours!

2020- 06-29 19: 08:57 INFO VE Connected wWith |license server: 172.31.40.62
2020-06-29 19: 08:57 INFO VE Found avail able Iicense ID: 01.00000001. 002. 045.

License Server version mismatch:
The software checks for compatible protocol versions between license server and emulator software. It logs an error if the versions are not compatible.

The following messages may logged in older versions:

2020-01-16 11:24:38 WARN VE Failed to get data fromlicense server!

2021-08-10 17:03:42 FATAL VE Li cense server is unavail abl e!

Newer versions have a more descriptive error message:

2021-08-10 17:16:41 ERROR VE Li cense protocol version is invalid.

Management GUI Web Server Log File

This log file contains errors encountered by the web server providing the management GUI of the VE license server.
Log file location: /opt/license-server/error.log

Sample content:

$ cat /opt/license-server/error.|og

<attenpt to start the license server a second tine>

[1636549131] [error] [client ] cannot bind to 80: 98 (Address already in use)
[1636549131] [error] [client ] cannot bind to 8084s: 98 (Address already in use)
[1636549131] [error] [client ] Failed to setup server ports

<restart of the license server>

[1636551531] [error] [client 192.168.2.80] SSL syscall error 104
[1636551532] [error] [client 192.168.2.80] SSL syscall error 104
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Please note: some parameters (e.g., the license ID and the owner of the license) cannot be changed by an update. In such cases, it is necessary to
remove the existing license and then create a C2V for a new license to be created. See also section Verifying License Installation and License Contentin |
nstalling a License on the VE License Server, and Removing a License from a VE License Server.

An update to a license may become necessary due to

the expiration date being reached,
Charon emulator product upgrade,

® additional Charon emulator instances,
® etc.

To update your license, perform the following steps:

1. Create a new C2V file on the license server.
2. Send the output to Stromasys.

3. Install the received V2C file on the license server. The new license update will automatically remove the previously installed license version
(starting with version 1.0.35).

Please refer to Installing a License on the VE License Server for a detailed description of these steps.
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Please note:

® |f you are not familiar with the installation of RPM packages, please refer to the regular user's guide or your Linux system documentation.
® You do not need to stop running emulator instance before upgrading the license server.
® Please refer to the general Charon user's guide for information on how to upgrade the Charon emulator software.

To upgrade the license server package, perform the following steps (SFTP is used as a sample file transfer method):

1. Use sftp to connect to the license server instance.
# sftp -i ~/.ssh/<nykey> <user>@<linux-ip>
where

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for on-premises VMware installations that allow logins with username/password)

b. <user>is the user associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on AWS, or the custom
user of your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE marketplace image, use the SFTP user charon)

c. <linux-ip>the ip address of your license server system

2. Copy the software package to the license server system using the following sftp command:
> put <l ocal -path-to-Ilicense-server-package>

3. Use ssh to log in on the license server system.
# ssh -i ~/.ssh/<nykey> <user>@xl i nux-i p>

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for on-premises VMware installations that allow logins with username/password)

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user of your VMware virtual machine;
for an instance installed from a prepackaged Charon-SSP VE marketplace image, use sshuser)

c. <linux-ip>the ip address of your license server system

4. As a privileged user (root) go to the directory where you stored the installation package and update the package. If you used the VE image and
copied the file using SFTP to user charon, the file will be in the hierarchy under /charon/storage.

a. Become the root user: # sudo -i
b. Go to the package location: # cd <pat h-t o- package-directory>
c. Install the package:

i. Linux 7.x: # yum update |icense-server*.rpm

ii. Linux8.x:# dnf update |icense-server*.rpm

Normally, the license server will restart and continue to work normally. To check the status, perform the following steps:

Look at the content of the license server log: /opt/license-server/log/license.log

Use the ps command to check that the server is running:
# ps -ef |grep license-server
® Starting with version 1.1.18, a new parameter to the license server is available to display the license server status:
# cd /opt/license-server
# ./license_server -s

About an hour after the installation check the emulator log files of any active instances to verify that no unexpected problem has been caused by the new
version.
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Please note:

® |f you are not familiar with the deinstallation of RPM packages, please refer to the regular user's guide or your Linux system documentation.

® Before you deinstall a VE license server, make sure that no active emulator guest system depends on this license server.
® Shut down any running emulator guest systems depending on this license server.
® Please refer to the general Charon user's guide for information on how to remove the Charon emulator software.

To uninstall the license server package, perform the following steps:
1. Use ssh to log in on the license server instance.
# ssh -i ~/.ssh/<nykey> <user>@xl i nux-i p>

a. <mykey> is the private key of the key-pair you associated with your cloud instance
(not needed for an on-premises VMware installation that allows login with username/password).

b. <user>is the user for interactive login associated with your license server instance (e.g., opc on OCI, centos for a CentOS instance on
AWS, or the custom user of your VMware host;

for an instance installed from a prepackaged Charon-SSP VE image, use sshuser)
c. <linux-ip>the ip address of your cloud instance

2. As a privileged user (root) perform the deinstallation command:
a. Become the root user: # sudo -i
b. Remove the VE license server package:
i. Linux 7.x:# yum erase |icense-server
ii. Linux8.x:# dnf erase |icense-server
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The License Server kit contains the following command-line utilities:
[ ]
[ ]
[ ]
[ ]
.

All License Server utilities are located in /opt/license-server.

The c2v Utility

The v2c Utility

The license_viewer Utility

The esxi_bind Utility

Command-Line Options of the License Server

The c2v Utility

The c2v (Customer-to-Vendor) utility enables the user to collect the initial fingerprint of the license server system and later collect C2V data for license
updates.

Usage: c2v [opti ons]

The options are described in the table below:

Option Description
-f, --filenane name Specifies the name of the file in which the C2V data will be stored.

-p, --platform platform VE platform on which the license server runs:

aws: to run on Amazon Cloud

oci: to run on Oracle Cloud

azure: to run on Microsoft Azure

gcp: to run on Google Cloud Platform
ibm: to run on the IBM cloud
nutanix: to run on Nutanix AHV

esxi: to run in a VMware environment
physical: physical host system

-a, --auto Reserved for future use.

-t, --transfer Export a transfer file (.tfr) to transfer the license to another system.
-d, --debugl og Print a debug log.

-h, --help Print the usage information. Default if no parameter is selected.

The v2c Utility

The v2c¢ (Vendor-to-Customer) utility enables the user to install the initial license and subsequent license updates.
Usage: v2c [options]

The options are described in the table below:

Option Description

- f, --filename name Specifies the name of the file containing the V2C data.

-d, --debugl og Print a debug log.

-h, --help Print the usage information. Default if no parameter is selected.
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The license_viewer Utility

The license_viewer utility enables the user to displayed installed licenses.
Usage: | i cense_vi ewer [options]

The options are described in the table below:

Option Description

-c, --client Lists the license clients connected to the server.

-r, --register Reserved for future use.

-h, --help Print the usage information

No parameter If run without parameters, the installed licenses will be displayed.

The esxi_bind Utility

The esxi_bind utility is used to establish the connection between license server and ESXi host or vCenter Server.
Usage: esxi_bind [ opt i ons]

The options are described in the table below:

Option Description
-a, --address ip-address IP address of the ESXi host or vCenter Server.
-u, --usernane username Username of a user on the ESXi host or vCenter Server.

1. The username on the vCenter Server can take different forms:
® Simple username
esxi_bind parameter example: - u nyuser nane)
® Username includes a domain name in one of the following two formats:

® <domain>\<username>
esxi_bind parameter example (quotes are mandatory): - u ' nmydonai n\ myuser nane'

® <username>@<domain>
esxi_bind parameter example: - u nyuser nane@rydonai n

2. The user must have at least the following permissions:
® Datastore > Allocate Space
® VirtualMachine > Config > AddNewDisk
® VirtualMachine > Config > RemoveDisk

-p, --password password Password of the user specified in the username option.
-d, --debugl og Print a debug log.
-h, --help Print the usage information. Default if no parameter is selected.

Please note: if username and/or password contain Unix shell meta-characters, these characters must be escaped (enclose the string in single quotes, or
add a backslash character in front of the meta-character).
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Command-Line Options of the License Server

The license server itself has some command-line options. They are described below.

Usage: license_server [ opt i ons]

Option Description

-p, --password Change the password of the web GUI user charon. Available starting with version
1.1.14.

-s, --status Display the status of the license_server. Available starting with version 1.1.18.

-h, --help Print the usage information

No parameter If run without parameters, the system will attempt to start the license server.
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This section provides additional information to support the installation of the license server and the emulator packages.

Creating and Attaching an AWS |IAM Role
Creating and Installing an IBM API Key
Setting Up a Linux Instance in AWS

Setting up a Linux Instance in OCI

Setting up a Linux Instance on Azure
Setting up a Linux Instance on GCP

Setting up a Linux Instance in the IBM Cloud
Installing the Charon Manager

Starting the Charon-SSP Manager
Cloud-Specific Firewall Information

Please note: cloud providers may change their management GUI without prior warning. Hence, the screenshots in this document may not always reflect
the latest GUI appearance. However, they will still provide an illustration of the described configuration steps.
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Creating and Attaching an AWS IAM Role

Please note: this step is only required if running a VE license server with a version earlier than 1.1.23. Starting with version 1.1.23, this no longer is a
requirement.

The Charon VE License Server on AWS requires that an IAM role that allows at least the ListUsers action is attached to the instance. This section
provides an overview of how to create such a role if required. Please refer to the AWS documentation for details.

The basic steps to create and attach a new IAM role definition are the following:

1. Go to the IAM service section.

2. Define a policy with the required permission if it does not already exist.

3. Define a role including the policy with the required permissions.

4. Attach the new IAM role to your instance during instance creation or to an existing instance.

These steps are described in more detail below.

Step 1: Go to the IAM service section:

Open the services overview and search for IAM or open it from the Recently Visited list:

w Favorites All services

Recently visited

Customer Enablement

This will open the IAM dashboard.

Step 2: Define a policy with the required permissions (if it does not already exist):

Select Policies in the IAM dashboard:

ldentity and Accoss

Management (LAM) L] |AM dashboard
Shgn-im URL for LAM users in this aceount
Lphboard hetps:/ G484 16 1187, signin, s, amazon, comiconscle. 1] |
» Access management &M resources
Groups

Security alerts

This will open a list of existing policies. If the required policy does not already exist, click on Create policy to create a new one as shown below:

Identity and Access Create policy Policy actions =
Management (IAM)

Filter policies ~ Q
Dashboard

= Access management Policy name - Type Used as

© Stromasys 1999-2022 55/117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

The Create policy window opens.

® At the top of the page click on Choose a service and select IAM.
® Use the filter field to search for the list options.
® Select the ListUsers option.

Create policy o 2

A policy defiress the AWS pemissions thal you can assign 1o & wsar, group, of mle. You can oreate and edit a policy in the visual

exditor and using JSON. Leam more

Visuial edites JSON Impet managed polic

Expard all | Collapse all

= LAM [1 action) Clone  Remove

= Actions Spaecily the actions allowed in LAM

Swiich io dery peamissions
closa

Listhconssinys ListrgtanceProfilesF ool ListSorverCartificabes
ListAcopunthlinses LstMFADmCes ListServiceSpecilcCradentals
Listimached GroupPolicies LstOperdDConnectProviders ListSigningCertificates
ListAttachedRolePolices ListPolicies ListSSHPublicKeys
ListhmachedUsarPobcis LsiPohciesGraningSanicafcoess i =

ListE rties ForPodicy ListPolicy\Versions « Lisllbsars

At the bottom of the page click on Review policy.

The review page opens:

Create policy 1 °

Review policy

Hame* | MylListPolicy

5 s g o= i, Il 18 S

Description
Smmary
Q
Servks ~ Resource Requeat condition
Allow (1 of 241 services) Show remaining 240
LA Limited: List Al resources None

Add a name for the policy and click on Create policy at the bottom of the page.
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Step 3: Define a role including the policy with the required permissions:

Select Roles on the sidebar of the IAM service section (for example on the IAM dashboard):

ldentity and Accoss

Custormer managed pobcies: &

Policies :
Security alerts

Management (LAM) ! |AM dashboard
Skgn-In URL for LAM users in this account
Dashboard hetps:OE0484 161187 signin.aws.amazon.comiconscle £F] | Gustomize
+ Accoss management 1AM resources
Groups Lsers; 22 Raoles
Users Groups: 3 Identity providers

This will open a list of existing roles. To create a new role, click on Create role.

Identity and Access
Management (IAM) 1

Dashboard

= Access management

Groups ‘ Create role ’Delctr:rolc:

+ |AM Roles Documentation
» Tutorial: Setting Up Cross Account Access

+ Common Scenarios for Roles

Users

Roles Q

Palicies

Role name ~
The Create role window opens. Select
® the AWS service, and
® the EC2 use case.
Create role o 2) (3
Select type of trusted entity
T ——
=" o]
; Web identity -
p  AWS service Another AWS account SAML 2.0 federation
(u . Da @ = (o
=1

Allows AWS senvices o perform aclions on your behall. Learm mone

Choose a use case

Co
ECZ

Allows ECZ inslances 1o call AWS services on your behall

Lambda

Allows Lambda funclions o call AWS serices on your béhall

Then click on Next: Permissions at the bottom of the window.
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The permissions window opens and allows you to select the appropriate policy. Use the filter field to find your policy and select it.

Create role N : BENRE
~ Attach permissions policies

Choose one oF mone palicias to attach 1o your new role

Create policy =

Filter policies - Q My Showing 1 result
Policy name - Used as

LA MylAMListUsers Permissions policy (1)

Click on Next: Tags and optionally add tags to your rule. Then click on Next: Review to open the review window. Assign a name to your new role as
shown in the sample below:

Create role 2 3 o

Review

Provide the required information below and review this role before you create il
Role name®  MylAMListRule

Role description Allows EC2 instances 1o call AWS sendces on your behalf

Maxenum 10 haraciers. Usea alphan A e '+ ' characier

Trusted entities AWS senice: ecl amaZzondws.com

Policies MylAMLisiUsers G

Permissions boundary Permissions boundary is not set

No lags were dddind

Then click on Create role at the bottom of the window to complete the creation of your role.

The sample below shows the JSON code created for the rule:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Visual Editor0",
"Effect": "Alow',
"Action": "iamListUsers",
"Resource": "*"
}
]
}
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SteE 4: Attach the new IAM role to your instance during instance creation or to an existing instance.

To attach the role to an instance during instance creation, use the IAM role option in the Configure Instance Details window, as shown in the sample
below.

Step 3: Configure Instance Details

Capacity Rvseraabon - w c

L el [ (:__‘__ _—}:3;

Alternatively, the role can be set/changed by selecting the instance, right-clicking on it, and selecting Security > Modify IAM Role (in the older AWS
console, use the Action menu). Please note that if the instance is stopped, you have to detach an existing role before you can add a new one. On a
running instance, you can replace the existing role without removing it first. If you replace an existing IAM role, ensure that this will not impact other
functionality of your instance.
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Creating and Installing an IBM API Key

The VE license server requires an API key (filename apikey.jason) to be able to run on an instance in the IBM cloud. Perform the following steps to
create and install this key:

Step 1: if you have not created an API key yet, create and download the API key.

You can use the same key for several license server systems. So this step may not be needed.

Go to Manage > Access (IAM) > API keys and click on Create an IBM Cloud API key as shown below:

API keys

Creabe, view, and work with AP] s

b marape. [BH Cloud AP] beys ave avocialed with
and Clarkshs indrasinanute APLL, deperadirg on the
actess 1hat is assignaed bo Ehe wiar, The dollowing 1able displays 4 bif of AP] keys creabed in this aceousd., Ls

i e s

Loaking for mone optiens fo manage API Keys? Try [EM
iyl chynamically and 13oring thes secerely i your own ded

for creating and leasing AFT

AP ks assciated with & eber's kentity biree the arms scosis That (he user i signed acress all Accousts

To upiate the access for an AP koey, assign or remove aocess for the user

Simiug Pame 4 Descrigeion Baie Creaied

This will open the Create API key window. In this window enter

® Name and
® Description

Then click on Create.

Please note: you will be offered to download the key for a short period of time after creating it. This is the only opportunity to download it. Therefore,
download the key immediately.

Step 2: install the API key on the license server.

To install the key on the license server, do the following: copy the API key (name apikey.json) to the directory /opt/license-server on the license server
instance in the cloud using your preferred method (e.g., SFTP).

Step 3: check if the license server starts normally.

If the key is missing, the license server log (/opt/license-server/license_log/license.log; starting with VE license server 1.1.11 the path is /opt/license-server
/log/license.log) shows the error message Failed to find apikey.json file! After the key has been correctly installed, this error should be gone.
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Setting a Linux Instance in AWS

This chapter describes how to set up a Linux instance in AWS. The purpose for which the instance is created will determine the prerequisites for image
and instance type used.

Prerequisites
AWS Login and New Instance Launch
New Instance Configuration
Initial Access to the Instance
B SSH Interactive Access
®  File Transfer with SFTP

As this description shows the basic setup of a Linux instance in AWS, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in AWS, you need an Amazon AWS account.

® |f this instance is to be used as a Charon host system, refer to the user's guide of your Charon product to determine the exact hardware and
software prerequisites that must be taken into account for the Linux instance. The image you use for your instance and the instance type you
chose determine which hardware and software your cloud instance has.

® |f this instance is to be used as a Charon host system, a product license is required to run emulated systems. Contact your Stromasys
representative or Stromasys VAR for details.
® Certain legacy operating systems that can run in emulated systems provided by Charon emulator products require a license of the original

vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

AWS Login and New Instance Launch

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications such
as Charon emulator products or the Charon VE license server.

To start the creation of a new cloud instance using a general purpose Linux image, perform the following steps:
1. Log in to your AWS management console.

2. Find and select the EC2 service. You can use the search window or find it in the recently used services.
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Senvices Resource Groups - *

AWS Management Console

AWS services

Find Services

=

v Recently visited services

* All services

Build a solution

Get started with shmiple wizards and automated workflows

Launch a virtual machine Build a web app
With EC2 With Elastic Beanstalk
2-3 minutes & minutes

& &

Build using virtual servers
With Lightsaill

1-2 minutes

This will open the E2C dashboard.

Please note: The following sample image shows the old E2C dashboard. The new dashboard looks somewhat different, but still has the Launch

instance button.
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3. On the EC2 dashboard click on the Launch Instance button.

EIEE Services Resource Groups -~

EC2 Dashboard
Ewvents

Tags

Repaorts

Limits

Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosis
Scheduled Instances

Capacity Resenations

Resources

fou are using the following Amazon EC2 resources in the LS East (M. Virginia) region:

8 Running Instances
0 Dedicated Hosts
41 Volumes

12 Key Pairs

0 Placement Groups

Create Instance

To star

Launch Instance

5 Elastic IPs
55 Snapshots
0 Load Balancers
27 Security Groups

azon EC2Z you will want to launch a virtual server, known as an Amazon EC2 instance

This will initiate the instance creation process consisting of seven steps:

. Choose AMI

. Configure Instance
Add Storage
Add Tags

N o oA WN

. Choose Instance Type

. Configure Security Groups
. Review, launch and select/create key-pair for access.

These steps are described in the next section.
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New Instance Configuration

The instance creation and configuration process will guide you through a number of configuration steps and allow you to start the new instance when

done.

1. Choose AMI:

This example shows the search for centos and the results in Marketplace. Depending on your environment, the image may also be in one of the other
sections (e.g., My AMIs).

1. Chederia Al 2 Chisisn sl

sk Sxar {00
Raty AMML {11)
| NS Marksiplace (3T]

Community Alis (S094)

~ Calegories
All Categeris
iy Solwise
(241)

DerwvOps (100}

Burness. Applcatons {33
T (1)

indiories (4]

* Operabing Sysiem
= Al LismofUini
Cenals (250)
Onhes {133

T 1. Confure ¥

Step 1: Choose an Amazon Machine Image (AbI)

A AMI 15 & emplate thal Contns the Soffanne CONMQUITBON [OPEranng SySIem, appcation Server, and Apphcabons] required 10 lnch your NSEance. You Can select an ANE peovaded by AWS, OUF USET COMMUNTY, O the A4S
Mariosipiace; of FOU Can Sehect one of your own Al

A% Cantos

&} Centos

&% Cant0s

] 5. At Saer e . e oy B Corbque

Cancel and Exit

1 %o 1 od 257 Producis > M

CenbDS T (olE_8d) - with Updates HYW
b 1Y) D S5 Preeinst wersses | By St iy
Urotinds. Coralr5 | Seb-0ot () Amaanon Machine image (i) | Updsted LO20F

This b5 P OMcial ContOS T 8 64 HM Imulges [T Fuis Dy Bl il & Sarimal prolie, SURN Kt USs I HVIM IRSLifon Bypses. only T fige OOna st
SN [ A0S

o s

CenbOS & (xB8_84) - with Lipdales HYl m
i e (] DR 3L Previoun oo | By Camion. ey

Ui, Craef | kbt i Aomakan Maschres imasge LAS] | Upsdsset 20205

Thi r B Official CantDS 8 xB8_24 WM imuage thid his Beon Bull s o mnimal profile . The image conisin el ensogh packsgen ko ron silfn AWS, brirg
P i SEH St el

ko imic

Conas & [xBs_6d) - with Lipdates
el | - 29080039 | By Candon. ey

ing v e | el (a) mhanons P s AGR] | Bipuiabe T4

Thin s P O¥ficial ConéCIS 6 B _S4 imuge that hars been boll wish 4 minimal profie. The image containg ol snough packges o nan wishin AIWS, bing up an
S5 Sares ara

org mdg

Clicking on one of the categories above will display a list of images. Select the appropriate Linux AMI (a supported Linux version or - if appropriate - a
prepackaged Charon-SSP VE marketplace image).

This will take you to the next step, the instance type selection.
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2. Choose Instance Type:

Amazon EC2 offers instance types with varying combinations of CPU, memory, storage, and networking capacity. Depending on the image selected, not
all instance types may be offered.

Select an instance type that matches the requirements of the planned use of the instance.

b {moene A . Ehemrin Ierilinin Type 1 Cordcure e & vl Saodagyr B i Eags & orbipure ety Sioup [

Step 2: Choose an Instance Type
Amaron ECT meovdes  wide selaction o retance hpes optemized io B diflerent use cates ratanoes are viusl sersers thal can ron applcations. They Fase vansng combnations of CPU, memory, sioesge, and retyoriang
capacity, s ghve you the Beakilty to choose the approgriate s of iescurces: ior yous appications. Leam more about imgance hpes and how Sy ¢ meed your compuiing needs.

Filter by Al instance bypes = Current gensration ~  ShowMide Colume

CurrerSy aslecied: Ekurge Cetafuadee i, & viPU, 2 3 GHe, el Broadwel B5- 0808, 18 Gl memarny, EBS Syl

Mote: Tha wendor recommeands uting & tmicng instance (o langar) for the best experience with this product

Famiy - Type = wCPLE ) = Bemory (040) v Inatance Storage|O) (B - m:ﬂm v Wetwork Performance (| - s'p;: T

Genetal papose 12 narg 1 o3 EDS only - Liww to Ml aley Ll

Genenl papose o 1 1 EBS: only . LW 1 I L

Gt prarpcrie 12 smal 1 2 EBS iy Lo I sdesate wes

Crivrart Al praapperis 12 meehum z a EBS only . Liow i Pdsdes aie wes

Crifurd 4l prtpperie 12 Large z L} EBS only - Lo t0 Mocderaie wes

| ] Cresnetil ppake 2 xlupge 4 ] EBS only = Winderale e
Ceneml papose 2. adaige B 2 EDS only - Maderale e

Geneinl papss (=T RT5] F 4 [=E-] ERS Gy il L B 5 Canpadiad Wik

Geneml papose a micre F i EBS only Wl Lip 1o & Gigaka e

Geneil papose Cha sl 2 2 EBS only Vel Lip 1o 5 Gegaba Wi

! Geneial papose [ mrasdaam 2 4 EBZ onby Wees Up 1o & Ggaba Wes

|
L _,_u—-""

When done, continue by clicking on the Next: Configure Instance button.
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3. Configure Instance:

In this section, you can set up the details of your instance configuration.
For example,

® you can select the VPC subnet your instance should be in, and
® whether an interface should automatically be assigned a public IP address.

Please note: Automatic assignment of a public IP address only works if there is only one network interface attached to the instance.

1. Configurs Inatance

Step 3: Configure Instance Details

Mumiber of instances  [j Launch into Auto Scaling Group (§
Purchasing opticn [j O Reques! Spot instances
Matwark [ PO 4] & Coroate new VPG
Auto-aasign Public IP2) L]
Placemeni growg (i Foup
Capacity Reservutican [j Opan -
Damain join directory || Mo direciony *| ¥ Crmate new direciony
? b 4] C Creats new LM rok
ShiAdewn behavior () Siop 4
Siep - Hibamnatle behaviar || ] Enabdes hibesmation as an addbonal stop baharior

Enuabls lerminaisn probectisa )

Maonitering

Tenancy

Elastic Inference [j

Credit apscificalion ) 1 Unilimiisd

Cancel Previcu m Hext: Add Sieeage

Additional configuration for a VE license server system: for a VE license server system running a VE license server version earlier than 1.1.23, you
must assign the required IAM role (allowing the ListUsers action) to the instance (see above). For more information see Creating and Attaching an AWS
IAM Role.

Next step: Once you have selected all desired configuration options, click on Next: Add storage to continue.

4. Add Storage:

The size of the root volume depends on the minimum size for the Linux system plus any additional products you plan to install. You can add more storage
later to provide space, for example for virtual disk containers (if this is a Charon host) and other storage requirements.

Please note: It is recommended to create separate storage space (using AWS EBS volumes) for any application data. If required, such volumes can later
easily be migrated to another instance.

Step 4: Add Storage

sance will be b

Soragy il i Acrilon EC3

Dwlele on
Volume Type (i Device (| Snagshot (i Size joaB) (i Velume Type (| P i I‘::ﬁ:]-:lhwl = Encrypied (]
Lane s Snag-(ladtsh 1S TS A5 C:::) General Puiposs S50 (gol) v LDOII00)  MOA « i -
Adedl Hew Walurs

Once you are done, again click on the Next: Add tags button.
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5. Add Tags:

Tags allow you to add information to your instance, for example, an easily remembered name as shown in the example below:

Resource Gqoups ~

insbances || Wolumes 1

- - x]

ey Walue

Al anather Lag

After adding tags as required, continue to the next step (Configure Security Groups).

© Stromasys 1999-2022 67/117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

6. Configure Security Groups:

A security group is similar to a firewall. It defines which traffic is allowed to flow to and from the instance. You must at least enable SSH access to the
system. This will allow you to access the management interface and to transfer files from/to the cloud instance. You can select an existing group or create
a new one. If you create a new one, you can enter an name and an appropriate description. An example of a security group is shown below.

Step 6: Configure Security Group
A SiSaiy GROLD & St ol feewall s that sontiol th male bor yodl FEIncE . ON TR s, ol Sai o nabes 10 allow Spebcibe WA 10 peach il nStines. o7 Sabmiphe, f yie wail 0 560 U3 A 1 b i
dd nules: theai aliow HTT i F C £ 5 [ i Amax P
ARG & SEEUTDy GISUR. = CTeale i e Seiunly Gro
Bt an exishing ey grou
SeCunty gicup nama: At - ao e oup
Descaiption:
e () Protecal (i Port Rasge || Source (i Description |
TR 22 Cusiem | 00000 . =]
Add Rule
i
Rules with source of 0,000 190 allowr all 1P AOGreR5es 10 ACCESE YOUS MISLANCE . WS PECOMMEnd SEMN SECLriry Qroup nabes 10 Abow BOCESS Bom known P Addresses only

The warning shown alerts the user to the fact that the source IP addresses are not restricted, i.e., any system is allowed to use SSH to access the
instance. Restrict the source address range if possible.

Once you have set up your security group, continue to the next step (Review and Launch).

7. Review:

Here you can review the configuration of your instance and edit the individual sections if required. The image below shows a sample:

o
Step 7: Review Instance Launch
Prhene NeveEw yiur Famance lanch detads. Wou can go Back 10 e changes lor ach Secton. Chok Launek 10 S5 & Ky pail 10 yOU istance and Complets the laimnch pocess
k3
= AMI Details Edi A0
ar ContQ5 7 (v6_G4) - with Updaios HVM
m et Lirx T B 64 B0VMIENS M 2600 02
Hourly Solteare Fees: 50 00 per howr on (2 slage ratance. Addsoral tanes o fees may apply
il e R ek will e once yiea L
By laisnchang this. prodot, you will b Subsonbed o i sofnanne i S006e Tl fMeadl o ] 1
* Instance Type Edit instancs typs
restance Type ECUs WGP Memaory [GIE] Irstance Soormpe [GE] EB G- ul Hetwnrk Performance
NS Lo | 14 EBS ondy
* Security Groups Ec
Securiy grosp name Conts 7 -
Deacripion ey il ¥ L & L H
prowsdeed by CEMcs i
|

If you are satisfied with the settings, click on the Launch button to start your instance for the first time.
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8. Launch and select/create key-pair for access:

When starting the instance for the first time, you will be shown a window asking you to create a new key-pair or to use an existing one. When creating a
new key-pair, you must download the private key to your local system and store it in a safe place. It is required to access your instance. The public key
is stored in the newly created Linux system, in the authorized_keys file of the management user. The name of the management user depends on the
selected image and should be shown in its description. For a CentOS image it often is centos. The sample below shows the window when the creation of
a new key-pair was selected:

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance, For Linue AMIS, the private key file allows you to
securely SSH nto your instance,

Mate: The selected key pair will be added 1o the se1 of keys authonzed fof this inslance, Leam mone
about removing existing key pairs from a public AMI

Create a new key pair r
Key pair name
n'fkﬁ';'

Download Key Pair

You have to dovmiload the private key file (*.pem file) belore you can continue, Store
it in a secure and accessible location. You will not be able 1o download the file
again afier irs created.

Cancel

You cannot start the instance without downloading the key. If you select to re-use an existing key-pair, you have to confirm that you are in possession of
the private key before you can launch the instance.

Verify that instance is running:
After starting your instance for the first time, you will see it in the initializing state in the list of your AWS instances. It will take a bit of time to get to the

running state. After this, important information, for example, the public IP address and public DNS name (marked in red) of the instance will also be
displayed. The following image shows an example:

wsances (1/4) v G ] [t v ] [comee | TN

Q 1 &
vomrche wee- 5 Clamr Filbary
a Hams Instante 15 Instance state Inatance type T Satus eheck alarm State wallabilicy pesm @ Fublic iPed ONE Pakie iPwi ..
[ -] T F 5008 T g L2 b @ Fis alarei s asl=1¢
woir-lifnBl- Rt LEETRE) S stoppe E - He alarrrm. -kl 1¢

The following sections will show you how to access the instance and how to perform additional storage and network configurations.

If you select your instance, the bottom of the screen will show a detailed description and status information of your instance.
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <managenent - user - nane>@cl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <managenent - user >@cl oudhost - | P- addr ess>

© Stromasys 1999-2022 70/ 117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

Setting up a Linux Instance in OCI

This chapter describes how to set up a basic Linux instance in OCI.

Contents

B Prerequisites

B OCI New Instance Launch

B |nitial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

Prerequisites

As this description shows the basic setup of a Linux instance in OCI, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in OCI, you need an OCI account.

® |f this instance is to be used as a Charon host system, refer to the user's guide of your Charon product to determine the exact hardware and
software prerequisites that must be taken into account for the Linux instance. The image you use for your instance and the instance type you
chose determine which hardware and software your cloud instance has.

® |f this instance is to be used as a Charon host system, a product license is required to run emulated systems. Contact your Stromasys
representative or Stromasys VAR for details.

® Certain legacy operating systems that can run in emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

OCI New Instance Launch

Please note: This section only shows a very basic example. Please refer to the Oracle Cloud documentation for more detailed information.
To start the creation of a new Linux cloud instance in OCI, perform the following steps:
Step 1: log in to your Oracle Cloud environment.

Step 2: go to the instance list in the compute section and select to create an instance.

Comgute Instances in testing2019 (root) Compartment
Dedizabed Wirbual Machine Haste Sort by Cremted Duss (Tesc) - g F Lk el
Iratarne Lonfeguratienn

This opens the Create Compute Instance window.
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Step 3: on the first part of Create Compute Instance window, name your instance and select an appropriate Linux image for it.

Create Compute Instance

HAME

we-vpe-lest

CREATE IN COMPARTMENT

L

mycompartment (rosot)

Configure placement and hardware Collapse

The availabilily domain helps delerming which shapes are available. A shape is a template that determines the number of CPUs, amount of
memory, and other resources allocated fo an instance, The image is the operating system that runs on top of the shape,

ANAILABILITY DaOMAIN

AD A1 AD 2 AD 3
Same:US-ASHEURN-AD-1 vy Samc:US-ASHBURN-AD-2 Samc:US-ASHEURM-AD-3

CHOCSE A FAULT DOMAIN FOR THIS INSTAMCE

afa O e w @ lhe beegl placemen! ior you. Leam moes
Image
i
O ACL = Oracle Linux 7.8 _——
Lirue: Imnage Build: 2020.08.23-0 o0& Imag

To select the correct image, select Change Image. This will allow you to browse the different available categories.

The image below shows an example of the image selection screen (choose a supported Linux version or - if appropriate - a prepackaged Charon-SSP
VE marketplace image):

Browse All Images

An image is a template of a virtual hard drive that determines the operating system and other software for an instance.
Images shown according to pemmissions in compariment marketplace. CHANGE COMPARTMENT

Aallorm Images racle Ima riner { LaUstor nag | umes Al ¥
Platf Imag Oracle Images Partner Images Customn Images Boaot Volumes Image OCID

Pre-buill images for Oracle Cloud Infrastructure. See Oracle-Provided Images for more infarmation

Operating System
Canonical Ubuniu 16.04
Canonical Ubuntu 16,04 Minirmal

Canonical Ubuntu 18.04

Optionally, change the compartment. Select the correct image and confirm your selection by clicking on Select Image at the bottom of the page. This will
take you back to the Create Compute Instance window.
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Step 4: in the middle part of the Create Compute Instance window, select the appropriate shape (i.e., the virtual Charon host hardware), the subnet
membership of the instance and whether to assign a public IP address. If required, you can also create a new virtual cloud network or a new subnet

here.

Shape

VM. Standard2.1

Change Sh
intel Virtual Machine, 1 core OCPU, 15 GB memory, 1 Gbps network bandwidth sl

onfigure networking Collapse

Metworking is ow your instance connects to the intemnet and other resources in the Console. To make sure you can connect o your instance,
assign a public IP addrass 1o the instance,

HETWORK
# SELECT EXISTING VIRTUAL CLOUD NETWORK CREATE NEW VIRTUAL CLOUD NETWORK ENTER SUBNET OCID
WHCOMPARTMENT (RCOT) (CHANGE COMPARTLIENT
mynetwaork -
SUBNET
ﬂ SELECT EXISTING SUBNET CREATE MEW PUBLIC SUBNET
MECOMPARTUENT (ROGT {D CHANGE COMPARTMENT)
~
w

Public Subnet mysubnet

USE NETWORKE SECURITY GROUPS TO CONTRCL TRAFFIC @

PUBLIC IP ADDRESS
i ASSIGH R PDELIC 1P ADDRESS DO HOT ASSIGH A PUBLIC 1P ADDRESE

To select an appropriate shape conforming to the hardware requirements of the emulated SPARC system, click on Change Shape.

This will open a window where you can select the correct system type.
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Browse All Shapes
A shape is a template that determines the number of CPUs, amount of memory, and other resourcas allecated 1o a newly crealed inslance. See
Compute Shapes for more information.
Instance type
Virtual Machine Bare Metal Machine
A wirtual maching 15 an independent compuling emnvironment that A bare metal compute mstance gives you dedscated physical server
runs on top of physical bare metal hardwarne. W access for highest performance and strong isolation.
Shape senes
AMD Rome Intel Skylake Specialty and Legacy
AMDE Customizable OCPU count. intEl' Fixed OCPU couni. Latest Earber generation AMD and Inlel Standard
For general purpose work- genaration Infel Slandard shapes. Always Free, Dense 1'0, GPU, and
loads, shapes. v HPG shapes,
Shape Name OCPU Memory (GB) Local Disk Network Bandwidth (Gbps) Max. Total VNICs
Wi Standard2.1 1 15 Black Storage Only 1 2
V. Slandard2.2 2 30 Black Storage Only 2 2
WM. Standard2 4 4 &0 Blaock Storage Only 4.1 4
Wi Standard2 8 ] 120 Block Storage Only 8.2 ]
Wi Standard2 16 16 240 Bleck Storage Only 16.4 16
Vi Standand?, 24 24 320 Block Sworage Only 246 24
0 Selected Showing & Hems
Dont see the shape you want? View your service limits and request an increaze,
Cancel

Confirming you selection will take you back to the Create Compute Instance window.
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Step 5: on the bottom of the Create Compute Instance window create a new SSH key-pair or upload the public SSH key of an existing key-pair that you

will use to access your instance. If you create a new key-pair, you must download the private key and store it in a save place for later use. You can also
download the public key.

Add SSH keys

Linux-based instances use an S5H key pair instead of a password io authenticate remote users. Generata a key pair or upload your own public key now.
When you connect 10 the inslance, you will provide the associaled privabe key,

i) GENERATE 58H KEYS CHOOSE 5SH KEY FILES PASTE S5HKEYS N ESHKEYS

Dawnload the private key so that you can connect to the instance using S5H. it will not be shown again.

A4 Save Private Key | J Save Public Key

Step 6: optionally define non-default parameters (including the size) for the boot volume.

The boot volume section allows you to configure the boot volume of your instance with additional non-default parameters. For example, you can configure
disk encryption parameters and a non-default system disk size (recommended minimum system disk size: 30GB).

Configure boot volume

Your koo volume ks a detachable device that contains the image used o boot your compute instance,

SPECIFY A CLISTOM BOOT WOLLIME SIZE

Vol DTG RS W

WESE IN-TRANSIT ENCRYPTION

ENCRYPT THIS VOLLUILE WITH A KEY THAT YO0 MANEGE
3 raull Cvace manages 1 mrcTyt Ehis volume, Bt you hoose a k

J harve B ' ] : | Y szl Loar]
e aboul managing FoUr gwn encryTlion keyg
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Step 7 (supported starting with Charon-SSP marketplace images version 4.2.2 and VE license server 1.0.33): support an IMDSv2 authorization
header for applications relying on the IMDS service to improve security. For this, open the additional options by clicking on Show Advanced Options at
the bottom of the instance creation page, select the Management tab, and activate the authorization header, as shown below:

Create Compute Instance

== Hide Advanced Options

Management Metwarking mage Placement

Instance metadata service (i ]

u RECUIRE AN AUTHORIZATION HEADER

Inliakzalion Scnpl

You can provide a startup scnpl thal runs when your instance bools up or restarts. Startup scripts can install software and updates, and
ensure that services are running within the virtual machine.

) CHOOSE CLOUD.IMIT SCRIFT FILE PASTE CLOUD.INIT SCRIPT

On existing instances, this parameter can be changed, by editing the instance metadata service settings for the instance (go to Instance Details and
click on Edit in the line Instance Metadata Service).

Only change the configuration to IMDSv2 if the image you launched the instance from supports it. Otherwise, you may not be able to connect to
your instance. Please note: at the time of writing, the official CentOS 7 image on OCI did not support the new feature. If you create an instance to be
used as a host for a manual VE license server or Charon-SSP VE installation, verify the capabilities of the image used before you enable the new
IMDSv2 feature.

Step 8 (only for Charon-SSP versions before 4.1.32): the correct networking type selection is important. Charon-SSP disables offloading parameters
on the Ethernet interfaces it uses. This is required for proper functionality and good performance of the emulator. To allow this configuration to be
correctly reflected in the underlying cloud instance NICs for Charon-SSP versions before 4.1.32, the correct networking type (HARDWARE ASSISTED
(SR-IOV) NETWORKING) must be chosen for the instance. For this, open the additional options section by clicking on Show Advanced Options at the
bottom of the instance creation page and select the Networking tab as shown below:

i AhvanGed Cplons

Manageameant Metwaorking Image Host

PRIVATE IF ADDRESS
HOSTHAME

LALHCH OPTIONS
LET GRACLE CLOUD INFRASTRUCTURE CHOOSE THE BEST NETWORKING TYPE
Auliie " —

PARAWVETTUALIZED HETWORKING

n HARDWARE-ASSISTED (SR-I0V) NETWORKING

Soma instances might not launch proparly if you override the recommended netwarking type.

Afler your instance is running, you can lest whether it launched successiully by conmecting to it using a Secure Shell (S5H) or
FAemobe Deskiop connection. If the connection fails, the networking type is not supported. The instance must be relaunched using a
supported networking type.

Leam more about recommended networking types
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On this tab select HARDWARE ASSISTED (SR-IOV) NETWORKING (after creation, the instance will display the NIC Attachment Type VFIO). Please
observe the warning displayed: not all shapes support this type properly.

Step 8: Click on Create to create your instance.
Step 9: verify that your instance is running.

Your instance should now be visible in the list of compute instances.

Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <managenent - user - nane>@cl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <managenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance on Azure

Contents

B Prerequisites

B Azure Login and New Instance Launch
® | og in to your Azure account
B Create a Virtual Machine

B |nitial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

Prerequisites

As this description shows the basic setup of a Linux instance in Azure, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance in Azure, you need a Microsoft Azure subscription.

® |f this instance is to be used as a Charon host system, refer to the user's guide of your Charon product to determine the exact hardware and
software prerequisites that must be taken into account for the Linux instance. The image you use for your instance and the instance size you
chose determine which hardware and software your cloud instance has.

® |f this instance is to be used as a Charon host system, a product license is required to run emulated systems. Contact your Stromasys
representative or Stromasys VAR for details.
® Certain legacy operating systems that can run in emulated systems provided by Charon emulator products require a license of the original

vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

Azure Login and New Instance Launch

Log in to your Azure account

To log in perform the following steps:

® Go to portal.azure.com. You will see a Microsoft Azure login screen.
® Enter your login credentials.
® Upon successful login, the Azure home screen will be displayed as shown in the example below:

ATure services
— = ra
+ =& @ - = %/ < &= 5 -
Craate 3 Wirtual App Sendcit Storuge SOL databaces  Arure Datsborts  Aure Coamed KTt FunctiomApp  Mone senioes
T maching. Mcouniy fow Posigred & ] LErEEL
Navigate
Subsrptions [' d] Resource groups: iE AN resDaroes EE Baahboard
Tools
ﬁ WicrosoH Lean o @ Anure Monitor 0 Security Center @ ot Managqemaent
Libar'ns Acrusie with fe oilires Mot on you apgr and SHCL YOUT B and Ay and opsine you
rsining feoem Micnoaoft infravtructuee indrastncture dloud spend tor fres
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Create a Virtual Machine

Step 1: Click on the Virtual machines icon on the home page.

Azure services
S - = FL Y
@ = & a 84 o : =
ApD SerdcE St SOL databases  Azwe Datsbaie  Anure Cosmod Kuberaetics Function App 1 YRS
SEountL for Postgned b st
Mavigate
e -

Suboripticns [ 1] Resource Qroups EEE  Adresources |- Duahiboard
Taals

Lt Adusnie with fde onlied @ Mastilof youd apg and ﬂ SCudie youT R afd g Analybe and oplisite you

training feom Microaoft infrastuctue indastruchure houd spend for free

This opens the virtual machines overview list.

Step 2: Click on the Add icon in the overview list.

Home > Vimual machines

Virtual machines

::: Resenvations == Edit columns l:_) Refresh

Subscriptions: Free Trial

All resource groups had Al typees i All lacations b Al g
1 iterms
I: Wame T Type T.L Status Resource group T Location T} Source
] BB wetestvmn Virtual machine Rurmnirg we-test] East U5 Marketplace

This opens the Basics tab of the Create a Virtual Machine window.

Step 3: Enter your data on the Basics tab. Mandatory data are, for example:

Your subscription

Existing resource group (or click on Create new)

Virtual machine name

Region for the virtual machine

Linux image (choose a supported Linux version or - if appropriate - a prepackaged Charon-SSP VE marketplace image)
Size of your VM (click on Select size to see a list of available sizes)

User name for the administrative user of the VM

Authentication type (SSH or password). Then either paste the public key of the key-pair to use into the field provided, or enter and confirm your
password.

© Stromasys 1999-2022 7917117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

Basics tab upper part sample:

Home > Virtual machines > Create a wirtual machine

Create a virtual machine

Basics Disks Metworking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full
customization.

Looking for classic WMs? Create WM from Azure Marketplace

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

your resources,

Subscription * (0 | Free Trial ~
Resource group * (1) | we-testl 'y

Create new

Instance details

Virtual machine name * () | we-test-vm2 il

Region * () | (US) East US il

Awailability options (O | Nao infrastructure redundancy required ol

Image * (0 | Charon-55P-v4.1.13-build1 il ]

I Browse all public and private images
Azure Spot instance () D Yos @ No
Size * () Standard D2s v3

2 vepus, 8 GiB memory (60,23 £/month)

Select size I
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Basics tab lower part sample:

® Enter the name of the administrative user.
® Select SSH public key authentication. You can then use one of the following steps to install your SSH public key.
® | et Azure create a new key-pair for you.

® Use the public key from a key-pair on your computer. As shown in the example below, you will have to past your public key into the field
provided.

® Use a key-pair previously created on Azure.

® The default allowed inbound port will allow SSH connections without limiting the source IP range. Remember to adapt it to your requirements
after creating the instance or in the Networking tab (advanced) during the creation of the instance.

Administrator account

Authentication type © (® sSH public key O password

ﬂ Azure now automatically generates an 55H key pair for you and allows you te
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * (0 [ sshuser y |

S5H public key source | Use existing public key A |

SSH public key* @

ﬁ Learn more about creating and using 55H keys in Azure

@ The value must not be empty.

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
netwark access on the Netwarking tab.

Public inbound ports * () (O None (® Allow selected ports

Select inbound ports = SSH 22y W

Ak This will allow all IP addresses to access your virtual machine, This is only
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses,

Click on Next: Disks. This will open the Disks tab of the VM creation window.

Step 4: Define the disks for your VM.

Please note: By default, Azure VMs have one operating system disk and a temporary disk for short-term storage (mounted on /mnt/resource and not
persistent). You can attach existing additional data disks, or create new disks and attach them.

© Stromasys 1999-2022 81/117



Charon VE License Server 1.1 | User's Guide Version 6 (product versions v1.1.16 and higher) | 04 April 2022

Disks tab sample:

Home > Wirtual machines Create a virtual machine

Create a virtual machine

Basics Disks Metworking Management  Advanced lags Heview + create

The size of the WM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk

LUN MName Size (GIB) Disk type Haost caching

Create and attach a new disk Attach am existing disk

~  Advanced

Review + create < Previous Mext : Networking >

Azure VMs have one operating system disk and a temporary disk for short-term storage, You can attach additional data disks.

0% disk type * (O | Premium 550 v

Click on Next: Networking. This will open the Networking tab of the VM creation window.

Step 5: Enter the necessary information in the Networking tab.

On this tab, you can define the network configuration of your VM:

Virtual Network (existing or new)

Subnet (default or other subnet)

Whether a public IP should be assigned or not

Basic security settings (which ports are open for access to the VM).
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Networking tab sample:

Home > Virtual machines > Create a virtual machine

Create a virtual machine

Basics Disks  Networking Management Advanced Tags Review + create

Define netwark connectivity far your virtual machine by configuring network interface card (MIC) settings. You can control
ports, inbound and cutbound connectivity with security group rules, or place behind an exsting load balancing solution.
Learn mare

Metwork interface

When creating a virtual maching, a network interface will be created for you.

Virtual network * (O | we-test]-vnet i |
Create new
Subnet * [ defauit (100.0.0724) v

Manage subnet configuration

Public IP (@) | (new) we-test-vm2-ip v |
Create new
NIC network security group © D Mene C‘; Basic o Advanced

Public inbound ports * () O None ® Allow selected ports

Select inbound ports * | SSH (22) bl

A This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

Accelerated networking (& @ O

The selected VM size does not support accelerated networking,

Review & create < Previous | | Mext : Management >

Optionally, you can proceed to the Management, Advanced, and Tags tabs to configure additional details of your VM. However, for a basic test, this is not
required.

Click on Review + Create to proceed to the review screen.

Step 6: Check the data on the Review + Create screen and create VM.

Verify that the checks passed successfully and click on Create to create the VM.

Sample Review+Create screen:
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Home > Virtwal machines > Create a virbual machine

Create a virtual machine

o Waldaton patsed

Basics Disks  Metworking Management  Advanced Tags  Rewiew + create

PRODUCT DETAILS

Standard D25 v3 Subseription eredits apply (O

by Microsoft 0LOBT0 EURYShr
Terms of m.t'-| Privacy palicy Pric g for ather VI sizes

TERMS

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offeringls) listed
above; (b} authonize Micresoft to bill my current payment method for the fees associated with the offering(s), with the same
hilling frésquency ad my Azure lubscription; and (c) agres that Microsoft may share my contact, wiage and transactional
infarmation with the providen(s) of the afferings) for support, billing and other transactional activities. Micresoft does not
provide rights for third-party offerings. See the Azure Markeiplace Terms for additional details.

AL You hawve set S5H port(s) open to the internet. This is ondy recommended for testing. If you wans to change this setting, go

ek to Basacs tab
Basics
Subscription Free Trial
Resource group we-test]
Virtual machine name we- bty
Region [US) East US
Availability options Ma infrastructure redundancy required
Authentication type Passward
Usermame charon
Public inbound ports S5H

< Previous Mext Download a template for automation

If key-pair was newly created, download private key:

If you chose to let Azure create a new SSH key-pair, you will be asked to download the private key after clicking on the Create button, this step is very
important as this is the only opportunity to download the private key, which is required to access your VM. The image below shows a sample of this
prompt:

Generate new key pair

@ An 55H key pair contains both a public key and a
private key. Azure doesn't store the private key.
After the SSH key resource is created, you won't be
able to download the private key again. Learn more o

Download private key and create resource

| Return to create a virtual machine
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The Deployment page:

Create will take you to the Deployment page (possibly after downloading the private SSH key) where the current status of the deployment is displayed.
Once the VM has been fully deployed, the Deployment Complete screen will be displayed.

Sample Deployment Complete screen:

DT CrameVm-Openlogic. Centd5-T.7- 20200131141 144 - Overview
. CreateVm-Openlogic.Cent0s-7.7-20200131141144 - Overview

i Delete (T Redeploy () Refresh

& Your deployment is complete
N inputs

e [GI Deioyment name: Createlm.Openlogic CentDS. 772020013114 Starttime: 1/31/2020, 22022 PM

Outputs Subscription: Free Tria Coerelation |0t 42432800-I544-4676-b885-MA5032T119
Resource group:  wisbest

Termplate
w  Deployment details [Downle
£ Nt Shepd
Setup sma-shit
Mianiter VM haalth, perfoem abwart deperdircien  Recommerded
Pouan & seript irasde the virtusl hine  Recommerded

Click on Go to resource to get to the details page of the newly created VM. The image below shows a sample of a detail page:

' Conaon W Resta Soap  Jo1 Capiure B Debere O Rebesh [ Sraee o mobde
B O & w-tent b > Liras frervios 3.7 1500
B Aty g LT Running Starcdard 0w (2 wopun, § Gl mamorny
B Mot ool (AN Wt 5 2 [ p e,
¥ Tagi
J" Crasgnone and sobee probdems
Latingt "
L Mutworking
& Conmect Froperties  Montoong Capabelitas Rt omirvrenic ot Tutriabi
B Deiky P
ER virtual machine & Metworiing

B S we-desdl
9 Secuity o (gerston T3, VS0,
L MR . iy Sa0T10

1 13

Ry i

249 F
B i
anded Dty vl
MA
3

A

y Locks acd
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <managenent - user - nane>@cl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <managenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance on GCP

Contents

B Prerequisites
GCP Login and New Instance Launch
® | ogging in to GCP
B Preparation
B Select or Create Project
B Create VPCs and Subnets for Instance
Creating a New VM Instance
B |nitial Access to the Instance
B SSH Interactive Access
B File Transfer with SFTP

Prerequisites

As this description shows the basic setup of a Linux instance on the GCP, it does not list specific prerequisites. However, depending on the use case, the
following prerequisites should be considered:

® To set up a Linux instance on the GCP, you need a Google Cloud account.

® |f this instance is to be used as a Charon host system, refer to the user's guide of your Charon product to determine the exact hardware and
software prerequisites that must be taken into account for the Linux instance. The image you use for your instance and the machine type you
chose determine which hardware and software your cloud instance has.

® |f this instance is to be used as a Charon host system, a product license is required to run emulated systems. Contact your Stromasys
representative or Stromasys VAR for details.

® (Certain legacy operating systems that can run in emulated systems provided by Charon emulator products require a license of the original
vendor of the operating system. The user is responsible for any licensing obligations related to the legacy operating system and has to provide
the appropriate licenses.

GCP Login and New Instance Launch

Logging in to GCP

To log in perform the following steps:

® Go to https://console.cloud.google.com. You will see the login screen.
® Enter your login credentials.
® Upon successful login, a Google cloud dashboard screen will be displayed similar to the example below:
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Select or Create Project

A project organizes all your Google Cloud resources. To organize all resources for a certain application purpose, you can group them in their own project.
So before you start creating resources, select or create the appropriate project.

To select or create a project, select the project list from the top of the Google cloud console window, as shown below:

Select a project

Q. Ssaech projects snd folders

EECENT ALL

hame b
o ge My Pt Poges eatitol e 2R0500

Either select the correct project or create a new one by clicking on the New Project button.
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Create VPCs and Subnets for Instance

Important rules for Google cloud instances with respect to network interfaces:

Interfaces can only be added during instance creation.
Each network interface configured in a single instance must be attached to a different VPC network.

The additional VPC networks that the multiple interfaces will attach to must exist before an instance is created. See Using VPC Networks for
instructions on creating additional VPC networks.

You cannot delete a network interface without deleting the instance.
IP forwarding can only be enabled when the instance is created.

The VPC network has a maximum transmission unit (MTU) of 1460 bytes for Linux images and Windows Server images. Operating system
images provided by Compute Engine are already configured with the appropriate MTU. For custom images, set the MTU to 1460 for custom
Linux images and Windows Server images to avoid the increased latency and packet overhead caused by fragmentation.

Therefore the required VPCs and subnets must exist before the instance is created.

To create additional VPCs (if required), perform the following steps.

Step 1: Open the VPC network section by clicking on the Navigation menu, then selecting VPC network, and clicking on VPC networks - as illustrated
below.

= Google Cloud Platform 8 we-testing «

¥ Pins appear here @ X

METWORKING

ita Network services >  External IP addresses
Firewall
#}  Hybrid Connectivity >
Routes
;:‘ Metwork Service Ti... VPC network peering
9 Metwork Security » Shared VPC

Serverless VPC access

M Network Intelligen... »

Packet mirroring

OPERATIONS r

This will open the VPC overview page with the already existing VPCs. If all required VPCs and subnets already exist, continue with creating the new VM
instance. Otherwise, continue with step 2.
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Step 2: If you need to create a new VPC, click on CREATE VPC NETWORK at the top of the VPC overview list.

Google Cloud Platform 3 wetesting =
::: VPC network VPC networks CREATE VPC NETWORK
B VP metworks T —— —
[¥  Extemal IF pddresses  delsult 24
i Fiowwall ug-cenirall dedauh
Burope-wesll defauh
* . us-west] dafauht

q

Search products and réesources

> REFRESH

Auta -

IP address ranges Gatirmays
1012800020 102800
1013200420 1013201
10.138.0.0020 1013200

Fiswwaall Rules

This opens the VPC configuration window.

Step 3: Create VPC and subnets.

In the VPC configuration window, enter

® the VPC name, and
® the subnet name, region and address.

::: VPC network

&=  VPC networks

5 External IP addresses

Firewall
X Routes
“x  VPC network peering
b4 Shared vPC

G Serverless VPC access

II§II Packet mirraring

&  Create a VPC network

Hame
Mame i permangnt

we-test-vpel

Deseription

Subnets

Subnels bet you creale your own private clowd topology within Google Cloud. Click
Autornatic to create 8 subnet in each region, of click Custom to manually define the
subneds. Learn more

Subnet creation mode
Customn | Automatic

we-tastnet 5

Mew subnet

)
>

Name
Name is pemangnt

we-test-net2
Add a description
Region

us-eastl -

IP address range
10.0.2.0/24

Click on Create at the bottom of the window to create the VPC.

The new VPC should appear in the VPC overview list. Selecting the VPC in the overview list will open the detail information window. Example:
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::: VPC network & VPC network details # EDIT § DELETE VPC NETWORK
B VPG natworks we-test-vpol
) Subnet Creamon M
[%  External IP addresses PR
E:E Firavall Crymiamia rodting maode
Regional
X FRoutes o "
i
< VPG netwark peering
Subnets Static nfemal IF addresses Firerwrall rules Aoustes VPG Metwork Pasring Privabe serdce connection
B Shased VPC
Add subnét  Flow logs =
£ Serverdess VPC access
Hame -~ Reegioe I sddresd fanges Dalemey Prevane Gogle sccesd Flarer g
'IEI' Pachet mirroring
weleslnetl  useast] 10010024 10011 off Off 1
weestnet?  wseastl 10020024 100:2.1 ot ol [
Edquivalir REST
Step 4: Create firewall rules for the VPC.
With the detail information open, click on Firewall. This will allow you to define the required firewall rules for the VPC.
An example of a small set of firewall rules that allow incoming SSH and ICMP is shown below:
1T vPCnetwork & VPC network details AENT DELETE VPE HETWORN
& VPC networks wieEl v
Subrat reatean moede
[ Evensd iP sddresses Cusiom subnets
3 Fiweald Trpnama Haing it
Rigeeual
3 Rowed DS sarear poliy
[ -]
fr  VPC etk pering
L L ] Sk Nt F -1 Prred 1
] Shaned VP
Add feiacall Fuli
5 Sereeriass VPG soeass
i Pecket meenng P
Harra Typst Prosoosds | porty At Prigaity Laga i oaat Lawwi i
fmpan —_— 0000 mp Al 0 o
sih-any e Apphy ol rges: 6 i 1 16 i
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Creating a New VM Instance

Step 1: Go to the VM instance overview page.

Open the Navigation menu, click on Compute Engine and then on VM Instances as illustrated below:

= Google Cloud Platform @

'ﬂ' Home 3 Instance groups
ammm s e tmes e e e e neen e e e |AETAACE IRMplates
¥  Pinsappearhere @ ? oo tenant nodes
1'..&_ Marketplace Machine images
Disks
B Biling Snapshats
RPI  APis & Services >  Images
'ﬁ' Support » e
Migrate for Compute Engine
B 1AM & Admin P committed use discounts
W+ Getting started Mgtichts
Health checks
& security * | zone
s Anthos ¥ Metwark endpoint groups
Operations
COMPUTE Securtty scans
- App Engine » 05 patch management

£} Compute Engine D ¥

This will open the list of already existing VM instances.

Step 2: Click on Create Instance at the top of the overview list.

{e} Compute Engine i Snoes & WPoERT VM (3 REFRESH morer ] +2 MANASE ACEESE
B v nstaces
Columng
Wa ancs groupe
o v = Tnes L i s el Eant
Ofet-ingtance-1 msanin g 100143 07 (et Mara =N -
B Scletenan rodes
B Machos imsges
B iushs

This will open the VM creation window as shown below.
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Step 3: Configure the basic information of your new VM instance.

In the main configuration window set the following information at a minimum:

Name of the instance (permanent setting)
Correct Machine family and Machine type to match the Charon-SSP host and guest requirements

Boot disk type and size, and the image to use as the operating system. To change the image, press the Change button and select the correct
image (a supported Linux version or - if appropriate - a prepackaged Charon-SSP VE marketplace image).

The following image illustrates the basic settings:

= Create an instance
To create a VM instance, select one of the options

A MNewVMinstance
Create a single VM Instance from scratch

Mew VM instance from template

Create a single VM instance from
an existing template

[F] New VM instance from machine
image

Create a single VM instance from
an existing machine image

%

Marketplace

Deploy a ready-to-go solution onto
a VM instance

Hame I5 permansnt

we-test-1

Labels
name | we-1es1ing

+ Add label

Regien Zone

Region is penmanent Zone is permanent

us-centrall (lowa) - ug-centrall-a -

Genaral-purpose  Memory-oplimized Compute-aptimized

Machine fypes for commeon workloads, optimized for cost and fexibdty

Sevies

N1 -
Pawered by Intel Skylake CPU platform or cne af its predecessors

n1-standard-2 (2 wCPLU, 7.5 GB memady) -

WCFLU X B0y

v 2 7568

CPU platform and GPU

Containes
Deploy a contalner Image to this WM Instance. Learn mose

s Mew 20 GB standard persistent disk

S
i -

Image
@ charon-ssp-vd-1-25test-buildl

L
s

Identity and APl access

Service seoolnt

Compute Engine default service account -
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Step 4: Add you SSH key for remote access to the cloud instance.

Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page:

lentity and APl access

Service account
Compute Engine default service account -

Agcess scopes
@ Allow default access

Allow full access to all Cloud APls
Set access for each AP

Firewall

Add tags and firewall rubes to allow specific network traffic from the Internet
Allow HTTP traffic
Allow HTTPS traffic

Management, security, disks, networking, sole tenancy

The advanced settings allow you to create and add disks and network interfaces during the creation of a VM.
Please note: network interfaces can only be added during the creation of a VM instance.

The advanced settings also allow you to add your public SSH key for accessing the VM once started. To do this,

® select the tab Security in the advanced settings section,
® paste your public key into the field provided.

M agernen SR ity Disk= M |'_-I'.'.'-_‘:.'|=||.|:_| Sole Tenan oy
Shiglded VM
Tum on all settings for the mest Secune configuratior

Tum on Sacure Boot
~" Tum on vTPM
« Tum on Integrity Manitaring
SEH Keys
These keys allow acoess only o this instance, unlike project-wide 554 keys Leam mane

Block project-wide SSH keys

When checked, project-wide S5H keys connod access this instancs Leorn more

X
<+ add item
La5s

You can collapse the section again by clicking on Less.
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Step 5: Optionally, configure additional NICs and/or IP forwarding

To add an additional network interface, perform the following steps:

® Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page.
® Select Networking from the advanced settings section.
® Click on Add network interface.
® Select the correct subnet.
® Set the information about internal and external IP address (static or ephemeral) as required.
Management  Security Disks  MNetworking  Sole Tenancy
Hetwork tags
Hostname

Set a custorn hostname for this instance or leave it default. Choice s permanent

we-tesi] us-east]-b.cowe-testing-283214 internal

HNetwork interfaces
Hetwork interface is permanent

default default (10.142.0.0/20) ’
Metwork interface T A
Metwork

we-testvpcl o
Subnetwork

we-test-net] (10.0.1.0724) T

Primary internal 1P

Ephemeral {Automatic) -
Show alias IP ranges

External IP
Ephemeral -

Network Service Tier
® Premium (Current project-level tier, change)
Standard (us-eastl)

Done | Cancel

After adding all the required information, click on Done.
To enable IP forwarding, perform the following steps:

Open the advanced settings at the bottom of the VM creation window by clicking on Management, security, disks,... at the bottom of the page.
Select Networking from the advanced settings section.

Select the edit option for the default NIC.

Enable IP forwarding

Click on Done.
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Step 6: Create the VM.

Once you filled in all the required data, create the VM by pressing the Create button at the bottom of the page:

< Create an instance

Lrepioy & ready-10-g0 sclulsen anto s
a VM instance Machine fype
ni-standard-2 (2 vCPU, 7.5 GB memony) ™
: wCPU Memory
'V 2 7508
CPU platfiorm and GPU
Comaimer
Deploy a containes image to this VM instance. Learn maore
B0t disk
. Mew 20 GB standard persistent disk
e Image
‘ @ charon-sspvd-1-25-test-build] Change
Identity and APl access
Service socount
Compute Engine default service account -
Access scopes
® Allyw default access
Allpw Fulll aceess to all Cloud APIs
Se1 acoess for each AP
[Firewall
Add tags and feewall nules 1o allow specilic network trafse from the Intemnat
Albow HTTP traffic
Allyw HTTPS traffic
I Ia nagenmen, security, disks, ::-'_-I.'.-u,\:'p:u'.:,'_ e tenancy
The following options have been customized
Labels
I SSH ks

vou will be billed for this instance. Compute Engine pricing £

This will create the VM, start it and show it in the VM instances list.
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Step 7: Verify the settings of the newly created cloud instance.

After successful creation, the new instance will be shown in the VM instances list:

{iﬁ Compute Engine VM instances [l CREATE INSTANCE & IMPORT ¥ (' REFRESH
B  vMinstances
wo-best-1 ) = Cobamng =
H“.r mstance groups
Hame Tomar Bcommendation i e by Intermal IP Extarnal IP Connect
E  wstance teenplates
[~ Ii-a POOR3E 15 299 | e 54 70200 192 B - H
B Sole-tenant nodes
By clicking on it, you will see the details of the cloud instance, as shown in the example below:
fg} Compute Engine & VM Instance detalls # ENT ) RESET CREATE MACHINE IMAGE 1By CREATE SIMILAR W STOR W DELETE
-] M ingtance & we-test]
M MorRonng SCrenahi
hd  ElESOE groups —
IH EBermole accenn
st
slance femplaies 534 | -

B Solesenant rodes =
B machone mages

laga
O Disks o
E  snapshous Ll

Frilafue b
F images ETIISNIIT
5 TP Ulgihrn ype

ol -standand T (2 vCPUs, 7.5 6B memond
& wugrate Nof Compute Dngine Erpersaton

Betomaticaly cheds
Committed ugs discounts

TP platform
11 sadata it Hurdwedl

Dy devvce
B Zomwes Foo

ed-Larmrall -a
& Meowork endpoin groups

Labeh
@ Opason e wE-esting
@ Secuwy scana ‘Craution tma

Jul 18, 30, 34h B0 P
3 Of patch mandgieren —

Hamr Mrfworh, Twbrateor Prirary interral B Akyy P ranpe Extmrral & Foetwrork. Tier P lorwending Hrtworh Getada
£ Setungs
ol il LT (Ll REwal ] WO W W e P af [r——

B Warketplace
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Initial Access to the Instance

Once you have access to the instance, you can create the access you require for your applications. This section just shows the basic steps for initial
access to the instance.

SSH Interactive Access

To connect to the instance interactively, you must connect as the management user of your instance. Use the following command:

$ ssh -0 ServerAlivelnterval =30 -i <path-to-your-private-key> <managenent - user - nane>@cl oudhost - | P- addr ess>
The parameter Ser ver Al i vel nt er val will protect the connection from timing out.
Please note:

® Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-specific
VPN.

® The management user account normally allows sudo access to privileged commands (use sudo -i).

File Transfer with SFTP

SFTP enables file transfers to and from the cloud instance. Use the management user of your instance. The security rules must allow SSH access to
allow SFTP access to the cloud instance.

Please note: Depending on the type of connection, you will have to use either the public IP address of the cloud system or its address in a customer-
specific VPN.

To connect to the instance, use the following command:

$ sftp -i <path-to-your-private-key> <managenent - user >@cl oudhost - | P- addr ess>
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Setting up a Linux Instance in the IBM Cloud

Contents

B Preparation
B Creating a Resource Group if Required
B Creating VPCs and Subnets for Instance
B Creating a New Virtual Server Instance

Preparation

Please note: if you want to use an existing resource group and VPC, select the correct one from the resource list (click on the menu symbol at the top left
of the cloud console screen).

Creating a Resource Group if Required

To organize resources in your account, you can group related resources in a resource group. If you have not already created a resource group, you can
do so by selecting:

Manage > Account > Resource Groups and then clicking on the Create button. Add the name of the group in the pop-up window and confirm with Creat:

A sample screen is shown below.

Create a new resource group

Rl

wesfestng
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Creating VPCs and Subnets for Instance

If the necessary VPC and the associated subnets do not exist yet, create them before you create your virtual server. A virtual server can be a member of
one VPC.

Step 1: go to the VPC section.

Select the Menu at the top left, and then VPC Infrastructure > Network > VPCs. This will open the list of existing VPCs or an empty list as shown in the
sample below:

Virtual Private Clouds

Wirtual Private Cloud Statui Reisures group Subrels Delsult ACL Detalt Security Greup

Mo Virtual Private Clouds

Step 2: start the VPC creation.

To open the VPC creation window, click on the Create button at the top right of the VPC list.
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Step 3: enter the required information for the new VPC and the first subnet.

At the top of the VPC creation window, enter the following information as shown in the sample below:

® VPC Name

® Resource group to which the VPC belongs

® Tags (optional)

® Access allowed by the default security group.

New Virtual Private Cloud
Create

K

wewpcl

Reource group

You can't change te resouwres group altee the Wirteal Private Cloud i created
we-IeHINg
Taps {0
wasteating

WPG default access cantral list
Default ACL nsbes [A%ovw all]

Delfnult security grosp (1)

B AbowsSH [ Alow ping
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In the middle of the VPC creation window enter the following information as shown in the sample below:

® \Whether a default address prefix should be created for each zone.
® |nformation for the first subnet in the VPC:

® Subnet name

® Resource group for the subnet

® | ocation of the subnet

Default address prefixes @

Create a default prefix for each zone

New subnet for VPC

Name

we-vpcl-netl

Resource group
You can't change the resource group after the network is created.

Learn about resource groups
we-testing w

View all resource groups

Location
Dallas Frankfurt o
London Osaka

Sydney Tokyo

Washington DC
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At the bottom of the VPC creation window enter at least the following information as shown in the sample below:

® |P range for the subnet (the size of the subnet cannot be changed later!)
® Whether a public gateway for Internet traffic should be attached to the subnet (enables outgoing Internet access for systems on this subnet)

IP range selection

We calculated the most efficient location for your IP range (CIDR block)
to maximize your available IP addresses. You can customize the IP range
by selecting a different address prefix, changing the number of
addresses, or by entering your IP range manually.

Address prefix Number of addresses
10.243.64.0/18 w 256 w
IP range

10.243.64.0/24

Address space 10.243.64.0 10 10.243.127.255

IP range: 10.243.64.0/24

Ro u1ing table

Subnet access contrel list

Public gateway

Attaching a public gateway allows all attached resources to communicate
with the public internet.

D Attached

You can add additional subnets later.
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Step 4: confirm your data and create VPC and subnet.

To complete the creation of VPC and subnet, click on the blue button Create virtual private cloud on the right pane of the window:

1 Wirtual private cloud
L rasge dolsetior 1 Flaating IP
W ealzulmied the medt elfichant locatisn Tor youe [P ennge (CIDR black]
o maximize your bie 1P addresses. You can customize the P range
by selecting a different address prefix, changing the ramber of
Bddieise, of by entering your [P eange mansally,

Addreas prefin hursber ol addressed
10.243. 640718 o 258 w
P rusge

10,243,640 0724
estimated cost

Addread apace 10.243.64.0 00 I0.243.127.255
Criati wvimusl privati cloud

P range: 10.241.44,0/24 Gat gamgles AFT eall

Reuting Eabl

Heed help?

Sabrari accers contied Lt

Torms
Pabilic galeway

Aflaching a public gateway allows all altached resounces 1o communicale
will [ public iffiimat

After this, your new VPC should be visible in the VPC list.

If required, you can now configure the ACL for the subnet (by default, it allows all traffic), or other parameters of the VPC. To get to these options, click on
the name of the VPC in the list.
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Creating a New Virtual Server Instance

Step 1: open the virtual server list and start the creation of a new server.

In the VPC infrastructure section under Compute, click on Virtual server instances. This opens the list of existing virtual servers. At the top right of this
list click on Create. The image below provides an illustration of these steps:

VPG Infrastrusture Virtual server instances for VPC
Regio Frankiurt -
Mamae Status Wirtual Private Choad Predile Private [P Flzating IF

yirtusl strver insantes

Mo virtual server instances

il SErier irdiances SE b emoty, Chck "Create™ 1o fet snted

This will open the section for creating a virtual server.

Step 2: enter the required information to create a new virtual server.

At the top of the Virtual Server creation window, enter the following information as shown in the sample below:

Name of the virtual server

Resource group to which the server will belong
Tags (optional)

Location of the virtual server

Mew virtual server for VPC

Creabs

we-ledl

Ewrcutce groep

Vo LA T Chistie Tl POt De Yo BT The vl Server o lafede o (el

wWE-iEng

Tags D

- tentng ¥

Lecatiaa

Dallas Franklu L

London Draka

Sty Teshoyes
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In the next section of the Virtual Server creation window, enter the following information as shown in the sample below:

® Operating system and version for your instance (refer to the general Charon User's Guide of your emulator product for supported distributions
and versions).
® Select the hardware profile (it must fulfill the requirements of the emulated SPARC system(s) you plan to run on the instance. To select the
profile you need, click on View all profiles. The profile cannot be changed after the instance has been created.
® |f necessary add a new SSH key or use an existing one.
Operating System
Salect poor imalande's Sperating dywiens and venidon from an mage
"_ Cenias -] ':1 Debias GHULinux a Fed Hat Entenpeise Linux
E} Wit b Linue mm  Windows Server Cuatem image
L o
E Cataleg image
Prafile

Balanced | bx2-2xB

2 8 GIB RAM 4 Gbhps
WPl RN Bandwidth
BH oy

- 55H berys -

In the next section of the Virtual Server creation window, enter the following information as shown in the sample below:

® Verify the boot volume configuration.
® Add a new or existing data volume as required.
® Select the VPC for the virtual server.

Boot volume
yelume Sice Hax [OPS Thioughpat Enryptien Astodelata 10
Data volumos
-
velume Size Max [OPS Thioughpst Encryptios Autedelsts
Metworking
Wirbusl Privabe [lead
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At the bottom of the Virtual Server creation window, enter the the required network interfaces. Editing them allows adding IP Spoofing (necessary for
routing).

Data volumes
SOUD1E/hr

Vilume dire Max [0S Theeugspul Ensryalion Auterdebete

Total extimated Coat

Creae virtusl ferm

MNetwaorking

Gt sarmgle AP call

sirvaal Privane loud
we-pel - Mew VPC

MNetwork interfaces
Meod halp?

Interface Suboet name Private IP  Security froups Manimam Allow 1P
Bandwidth Lpesling

&1k wa-vpe ]l - nigrlall-unkind- iy 15 Ghps

wihl W=Vl net ] = vt v 16 Ghps

Then, in the right pane, click on Create virtual server instance to create the server instance. The new server will be displayed in the virtual server list.

Step 3: add a public IP address if required.

Once the virtual server is available in the list of active servers, perform the following steps to add a public IP address:

Click on the server name. This will open the virtual server details window.

Scroll down to the network interfaces and click on the edit symbol next to the primary interface (default name: eth0).
In the configuration window that opens, click on Reserve a new floating IP.

Save the changes by clicking on Save at the bottom of the edit window.
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Installing the Charon Manager

Contents

B Qverview
Installation Packages
Charon-Manager Installation on Linux
B Prerequisites
B |nstallation Steps on Linux
B |nstallation Steps on Microsoft Windows

Overview

The Charon-SSP Manager is the main interface for managing the emulated SPARC systems running on a Charon-SSP cloud host. Therefore, the Charon-
SSP Manager must be installed on every system that will be used to manage the Charon instances running on the Charon-SSP cloud host. Configuring
and managing Charon-SSP instances from the command-line is also possible, but outside the scope of this Getting Started Guide. Please refer to the
general Charon-SSP User's Guide for information about using the command-line.

Typically, the Charon Manager is installed on a system on customer premises and used via an encrypted connection to manage the Charon host in the
cloud, or to access a Charon host in a VMware environment. The Charon Manager can also be installed on the Charon host itself and the be accessed
via X11-Forwarding across an SSH connection. The latter currently requires additional package installation (via standard or local repository) on the
Charon host.

Stromasys provides Charon-SSP Manager installation packages for the following operating systems:

® Linux distributions and versions:
® Oracle Linux, Red Hat Enterprise Linux, and CentOS: 7.x or higher (64-bit versions only)
® Ubuntu 17 or higher (64-bit)

® Microsoft Windows: versions 7, 8, and 10

Installation Packages

Installation packages are available in RPM or Debian package formats for Linux and as a ZIP-file for Microsoft Windows:

® RPM package: charon-manager-ssp-<version>.rpm
® Ubuntu package: charon-manager-ssp-<version>.deb
® Microsoft Windows package: charon-manager-ssp-<version>.zip

There are different ways to obtain the Charon-SSP Manager installation packages. They are briefly described below:

a) For installation on a management system on customer premises if using a prepackaged cloud marketplace image:

The packages are included in the Charon-SSP cloud-specific image. Once a new instance has been launched, you can download the Charon-SSP
Manager packages from the running instance:

® Connect to the public IP address of the instance via SFTP using the private key assigned during launch and the user charon:
$ sftp -i <path-to-private-key> charon@public-ip-of-cloud-instance>

® Download the required package:
sftp> get charon-nanager-ssp-<version>. [rpm| deb | zip]

b) For installation on the Charon host in the cloud if using a prepackaged marketplace image: the packages are located in the /charon/storage/
directory.

c) For installation on a Charon host where a conventional RPM installation was performed: the packages can be downloaded from a Stromasys
server. They are also included in the Charon agent RPM and available in (/opt/charon-agent/ssp-agent/bin/).
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Charon-Manager Installation on Linux

When the Charon Manager is installed on a Linux host with a graphical user environment, the prerequisites are often already fulfilled. However, when
installing the Charon Manager on the Charon-SSP host in the cloud or on a Linux server without graphics (for example, to display it via a remote X11-
connection) instead of on a local management system, additional packages may have to be installed that normally are already available in a workstation
environment.

In particular, the Charon-SSP Manager requires the following packages:

libX11

xorg-x11-server-utils

gtk2

xorg-x11-xauth (only required for X11-Forwarding)

If you install the Charon Manager with the yum or dnf command, these packages (with the exception of xorg-x11-xauth) and any dependencies that
these packages themselves may have, are resolved automatically if a package repository is available. The xorg-x11-xauth package must be installed
separately (also with yum). If your server does not have access to the standard operating system repositories, refer to this document for instructions on
setting up a local repositories.

Please note:

® The exact list of additionally required packages depends on what is already installed on the server.
® To install dependencies on Ubuntu, please refer to your Linux documentation.

Installation Steps on Linux

The following table describes the installation steps for Charon-SSP Manager:

Step Description
1 Installation on a Linux management system on | Installation on the Charon-SSP host system in the cloud or in a VMware environment
customer premises (typical installation): (optional):
® | ogin to the Linux management system ® |ogin and become the root user on the Charon host using the following commands:
as the root user (denoted by the # $ ssh -i <path-to-private-key> sshuser@<cloud-instance-ip>
prompt). # sudo -i
® Copy the installation package to your local ® Please note:
Linux management system (from one of ® The SSH key for logging in is not required for an on-premises installation that
the sources described above). allows login by username/password.
® |f the Charon host was not installed using a prepackaged marketplace image, the
username may be different and the installation package will have to be copied to
the Charon host in a separate step.
2 Go to the directory where the package has been stored:

# cd <package-| ocation>
3 Installing the package:

For systems with RPM package management (Red Hat, CentOS, Oracle Linux):

® Linux7.x: # yuminstall <filename-of-package>
® linux8x: # dnf install<filenane-of-package>

(For an installation on the cloud host system, check if xorg-x11-xauth is already installed if X11-Forwarding is planned.)

For systems with Debian package management (Ubuntu):
# dpkg -i <fil ename- of - package>
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Example (RPM installation with yum command recursively resolving package dependencies):

# yuminstall charon-nmanager-ssp*.rpm

Loaded plugins: fastestmrror, |angpacks

Exam ni ng charon- manager - ssp-4. 3. 5. rpm char on- manager - ssp-4. 3. 5- 1. x86_64
Mar ki ng charon- manager-ssp-4.3.5.rpmto be installed

Resol vi ng Dependenci es

--> Running transaction check

---> Package charon-nanager-ssp.x86_64 0:4.3.5-1 will be installed

<lines renoved>

Dependenci es Resol ved

Package Arch Ver si on Repository Si ze
Instal l'ing:
char on- manager - ssp x86_64 4.3.5-1 / char on- manager-ssp-4.3.5 5.8 M

Installing for dependencies:
<lines renmoved>

Transaction Summary

Install 1 Package (+42 Dependent packages)

Total size: 14 M

Total downl oad size: 9.5 M
Installed size: 37 M

Is this ok [y/d/N: y
Downl oadi ng packages:

< lines renoved >

Runni ng transacti on check
Runni ng transaction test
Transaction test succeeded
Runni ng transaction

< lines renoved >

Install ed:
char on- manager - ssp. x86_64 0:4.3.5-1

Dependency I nstall ed:
atk.x86_64 0:2.28.1-1.el7
cairo.x86_64 0:1.15.12-4.el7
dej avu- f ont s- conrmon. noarch 0:2.33-6.el 7
dej avu-sans-fonts. noarch 0:2.33-6.el7
<lines renoved>

xor g-x11-server-utils.x86_64 0:7.7-20.el 7

Conpl et e!
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Installation Steps on Microsoft Windows

The Charon-SSP Manager for Windows software is shipped as a zipped archive package. Copy it to your Microsoft Windows system and use the
following instructions to complete the installation.

1. Right-click on the zip archive charon-manager-ssp-{version}.zip and select Extract All.
2. A window titled Extract Compressed (Zipped) Folders opens. In this window:
a. Click on the Show extracted files when complete checkbox.
b. Click on the Extract button.
. A new Windows Explorer window opens showing the extracted packages.
. Double-click on the setup.exe executable to begin the installation.
. If you are presented with an Open File - Security Warning window, click on the Run button.

. You should now see the Charon-SSP Manager Setup Wizard. To proceed with the installation, click on the Next button. If the Windows Installer
reports that Charon-SSP Manager for Windows is already installed, you must deinstall the currently installed software before you can install a
different version. Normally, several versions can coexist.

7. To accept the default installation options, simply click on Next without modifying any options. Alternatively, the following installation options can
be adjusted:

a. Click on Browse to select an alternative installation target.

b. Click the appropriate radio button, Everyone or Just for Me, to specify system-wide or private installation respectively (the system-wide
installation will prompt for the administrator password if you are not using the administrator account).

c. To determine the approximate disk usage after the installation, click on the Disk Cost button.
d. Once all options have been set, click on Next.
8. Proceed with the installation by clicking on Next.
. Once the installation has completed, click on Close to exit the SSP-Manager Setup Wizard.
10. The installation process creates:
a. A Charon Manager icon on the desktop
b. A Charon Manager entry in the Start menu (folder Stromasys)

o O~ W
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® General Information
® Starting the Charon Manager and Login to Charon Host
® Starting the Charon Manager
® Entering Charon Manager Login Information and Connecting to Charon Host

General Information

To use the management GUI for Charon-SSP and the emulated SPARC systems, you must connect to the Charon-SSP cloud instance with the Charon-
SSP Manager. The Charon-SSP Manager is the main interface to all important functions of the Charon-SSP software. Managing Charon-SSP via the
command-line is possible but outside the scope of this document (please refer to the user's guide of the conventional product for more information).

Notes:

® Typically, Charon-SSP Manager is installed either on the Charon host itself (if this system has a graphical interface) on a management system
on customer premises. This is the use-case described in this section. Other configurations are possible. For example, the Charon Manager
could be installed on a non-graphical Charon host in the cloud or in a VMware environment and be displayed on a remote system using X11-
Forwarding via an SSH connection.
® For accessing a Charon host instance in a cloud across the Internet using its public IP address:
® The security configuration on your Charon host instance must at least allow SSH access. This allows the built-in SSH tunneling of
the Charon-SSP Manger to work. Should you not use SSH tunneling, you must open up additional ports. However, if the connection runs
over the Internet without a general VPN, Stromasys strongly recommends to use SSH tunneling to protect your Charon-SSP cloud
instance and any emulated systems running on it.
® You must know the public IP address of the Charon-SSP host instance in the cloud. To determine this address, refer to the instance
information displayed on the cloud management console.

® To use the Charon Manager integrated SSH tunnel, you need the private SSH key of the key-pair associated with your instance.
® For access a Charon host instance in a cloud via an SSH-based VPN or another VPN solution:

® Active SSH-based VPN (see SSH VPN - Connecting Charon Host and Guest to Customer Network in the Charon-SSP User's Guide) or
other active VPN solution

® Private IP address of the Charon-SSP host in the VPN

Information about the initial management password configuration:
Before connecting to a Charon-SSP host with the Charon Manager for the first time after the initial installation you must set the management password.
This can either be done via the command line (see SSH Command-Line Access) or via the Charon Manager itself as described below.

Starting the Charon Manager and Login to Charon Host

Starting the Charon Manager

To start the Charon-SSP Manager on Linux and to open the Charon Manager login window, use the following command:

$ /opt/charon- manager/ ssp- manager/ ssp- nanager

To start the Charon-SSP Manager on Microsoft Windows, click on the Desktop icon or use the entry in the Start menu.

The steps above will open the Charon Manager login window which has two tabs.
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Entering Charon Manager Login Information and Connecting to Charon Host

Step 1: the Charon Manager Login tab

Charon Manager [S5P] 5.0.1

Login | SSH

to manage Charon emulator.

Please enter IP address and password to login Agent

IP address: |

Password:

S5H tunnel: | OFF

Connect

Cancel

Step 2: the Charon Manager SSH tab

Charon Manager [S5P] 5.0.1

Login | SSH

Username: |

Private key:
Passphrase:

Server port: | 22

Connect

Cancel

© Stromasys 1999-2022

If the management password has not yet been set,
perform the following steps:

® Enter the IP address of your Charon-SSP host
instance in the IP address field.
Leave the Password field empty.
For cloud instances enable the SSH tunnel
configuration (select ON). Set to OFF if connected to lo
calhost. The SSH tunnel can generally be used if key-
based SSH login is enabled on the target system.

® Change to the SSH tab to fill in the required
information if the SSH tunnel has been enabled.

If the management password has already been set,
perform the following steps:

® Enter the IP address of your Charon-SSP instance in
the IP address field.
Enter the Charon-SSP management password.
Enable the SSH tunnel configuration for
communication across a public network unless you use
a secure VPN connection (key-based SSH login
required).

® |f the SSH tunnel is enabled, change to the SSH tab to
fill in the required information there.

If you use the integrated SSH tunnel, perform the following
steps:

® Enter the Charon-SSP user in the Username field. For
prepackaged images, use charon or sshuser; for
RPM installations use the user for whom the correct
public key has been installed.

® Enter the path to the private key file (click on the three
dots next to the Private key field to open a file
browser). You typically associated your cloud instance
with this key-pair during instance creation.

® Enter the passphrase for the private key if required.

® Adjust the server port (default 22) if required.

Please note: the public key of the key-pair must be in the .
ssh/ aut hori zed_keys file of the user entered above (ss
huser and charon for prepackaged images).
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Step 3: connecting to the Charon host system

After entering all the required information, click on Connect to connect to the Charon-SSP instance. If the management password still needs to be set,
you will receive a prompt to enter the new password:

® Enter the desired password in the New password field
and confirm it in the Confirm password field.
This management password is then valid for all
subsequent logins by the same or a different user until
it is changed again. It is not removed if Charon-SSP is
Set Password reinstalled. Note that older versions of the product will
not prompt for the password at first login but will use a
default password (stromasys). If you need to reset a

Please reset the default password forgotten management password, please refer to the
’ Charon-SSP user's guide.

Then click on OK.
Mew pESSWDI’d: | ® The login process continues.

Confirm password:

After a connection has been successfully created, the Charon Manager welcome screen opens. Example of the Charon Manager welcome page:

Charen Manager [S5P] -= 127.0.0.1 [redhat] ®

Welcome to Charon Manager

&= Create a New Virtual Machine (VM)

._ho Create a new virtual machine, which will then be added to the left list.

@ Import a Virtual Machine (VM)

Import an existing virtual machine, which will then be added to the left list.

About
Wiew wersion information of Charon.

Please note: the title bar of this screen indicates the managed system type in square brackets (conventional Red Hat installation in the example).
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OCI Firewall Information

Access to an OCI cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance (see Installing VE License Server and Charon Emulator),
security list of the subnet to which the instance belongs, and

VNIC-specific Network Security Groups.

The different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a VE license server. If the web
interface is to be used, TCP port 8084 must also be allowed.

Security Lists

Security lists form the original type of virtual firewall offered by the Oracle cloud network service.

A security list acts as a virtual firewall for an instance. It has ingress and egress rules that specify the types of traffic allowed in and out. Security lists are
defined at the subnet level. Therefore, all VNICs in a given subnet are subject to the same set of security lists.

You can associate multiple security lists with a subnet. Each list can have multiple rules. Traffic is allowed if any rule in any of the lists allows the traffic.
Traffic is also allowed if it is the response traffic of a permitted tracked connection.

If you don't specify one or more other security lists during the creation of a subnet, a default security list will be associated with it.

Please see the relevant Oracle documentation for more information and configuration details.

Network Security Groups

Network Security Groups (or NSGs) form another type of virtual firewall. Unlike a security list, an NSG does not apply to all VNICs in a subnet, but is
assigned to specific VNICs connected to the subnet. This allows a more granular access control. By default, no NSG is assigned to a VNIC.

Please see the relevant Oracle documentation for more information and configuration detail.

Please note: Traffic is allowed if any rule in any of the relevant lists and groups allows the traffic. Traffic is also allowed if it is the response traffic of a
permitted tracked connection. In addition to allowing SSH access, at least TCP port 8083 must be allowed to enable a license client to access a VE
license server. If the web interface is to be used, TCP port 8084 must also be allowed.
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AWS Firewall Information

Access to an AWS cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance,
AWS security groups, and

AWS network ACLs.

In addition to allowing SSH access, the different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a
VE license server. If the web interface is to be used, TCP port 8084 must also be allowed.

Network ACLS

A network ACL applies to a subnet as a whole. Only one network ACL per subnet is allowed. The rules in a network ACL are stateless (i.e., return traffic
must be explicitly allowed). Rules are evaluated starting from the lowest rule number. After the first match the search is terminated.

Please note: Security groups cannot allow more than what is permitted in a Network ACL.

Security Groups

A security group can be seen as a virtual firewall that controls the traffic for one or more instances. When you launch an instance, you must assign a
security group to the instance. If no custom security group is specified, a default security group will be created and associated with the instance. You can
add rules to each security group that allow traffic to or from its associated instances. The rules of a security group can be modified at any time, and the
modifications are automatically applied to all instances that are associated with the security group. If there is more than one security group associated
with an instance, the rules of all groups are combined.

Security groups in a VPC are associated with network interfaces. Changing an instance's security groups changes the security groups associated with
the primary network interface (ethO). Additional security groups can associated with any other network interfaces added to an instance.

Points to note:

® By default, all outbound traffic is allowed.
® Rules in a security group always define what is permitted. They cannot be used to deny specific traffic.
® Response traffic to traffic that was permitted by a rule is always allowed (connection tracking).

Please see the relevant AWS documentation for more information and configuration details.

Azure Firewall Information

Access to an Azure cloud instance can be controlled by

® an external firewall,
® the operating system firewall of the instance,
® Azure Network Security Groups (NSGs).

In addition to allowing SSH access, the different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a
VE license server. If the web interface is to be used, TCP port 8084 must also be allowed.

Network Security Groups

Network Security Groups can be associated to interfaces or subnets. Security rules in network security groups enable you to filter the type of network
traffic that can flow in and out of virtual network subnets and network interfaces. When a cloud instance is created, you can assign a default security
group to its interface (allowing SSH). Please refer to the following tutorial for more information: https://docs.microsoft.com/en-us/azure/virtual-network
[tutorial-filter-network-traffic.
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GCP Firewall Information

Access to an GCP cloud instance can be controlled by

® an external firewall,
® the operating system firewall of the instance,
® GCP Firewall

In addition to allowing SSH access, the different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a
VE license server. If the web interface is to be used, TCP port 8084 must also be allowed.

Google Cloud Firewall Rules

In addition to firewall rules created by the customer, there are other rules that can affect incoming or outgoing traffic:

Certain IP protocols, such as GRE, are not allowed within a VPC network. For more information, see always blocked traffic.
Communication between a VM instance and its corresponding metadata server (169. 254. 169. 254). Is always allowed.

Every network has two implied firewall rules that permit outgoing connections and block incoming connections. Firewall rules that you create can
override these implied rules.

® The default network is pre-populated with firewall rules that can be deleted or modified.
VPC firewall rule characteristics:

Each rule is either for incoming or outgoing traffic. It can allow or deny traffic.
Only IPv4 traffic is supported.

Firewall rules are stateful (return traffic for an established connection is allowed).
If TCP ftraffic is fragmented, a rule is only applied to the first fragment of a packet.

IBM Firewall Information

Access to an IBM cloud instance can be controlled by

an external firewall,

the operating system firewall of the instance,
IBM-specific security groups, and
IBM-specific subnet ACLs.

In addition to allowing SSH access, the different firewall levels must be configured to permit at least TCP port 8083 to enable a license client to access a
VE license server. If the web interface is to be used, TCP port 8084 must also be allowed.

IBM Cloud Security Groups

Security Groups are associated with a virtual server instance. They have the following characteristics:

Stateful: once an inbound connection is permitted, return traffic is allowed.
Only allow rules are possible.

All rules are considered to determine if traffic should be permitted.

An instance can have several security groups.

IBM Cloud Subnet ACLs

Subnet ACLs are associated with subnets in a VPC. They have the following characteristics:

Stateless: inbound and outbound connections must be explicitly allowed.
Allow and deny rules are possible.

Rules are processed in sequence.

One ACL can be assigned to several subnets.

The default ACL allows all traffic.
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